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The Economic Planning Unit (EPU), on 3rd April 2020, appointed the Academy of Sciences Malaysia (ASM) 
as its strategic partner to undertake the Study on Water Sector Transformation Agenda 2040 (WST2040), 
to transform the water sector from an enabler to becoming a dynamic growth engine by 2040, as stated in 
the 12th Malaysia Plan (12th MP). This standalone Volume 3, “Integrated Water Sector data Centre (IWSdC)”, 
forms part of 9 compendia of reports. Volume 1, the Main Report, summarised the output of Volume 2 to 
Volume 9. The details in Volume 1, can be found in each of the 8 standalone reports. 

The emphasis in all these reports is on achieving a secure, sustainable, and vibrant water industry in 
Malaysia, to forge it into a dynamic, efficient, sustainable, and revenue-generating industry. the study, if 
the recommendations are implemented, will contribute significantly to the national gross domestic product 
(gdP), create new job opportunities and facilitates the development of science, technology, innovation and 
economy (STIE), and will enhance the research, development, innovation and commercialisation (RdIC) of 
indigenous new products for both the national and global platforms. This transformation agenda is planned 
over 2 decades and 4 phases of four 5-year Malaysia Plans (MP), starting with the 12th MP.

The IWSdC is anticipated to transform current data management and sharing ecosystem in the country into 
one that is more integrated, accessible, standardised, and beneficial to all users and stakeholders.  it will 
also establish a platform for Water Research Collaboration which will eventually lead to the formation of a 
Water Research Consortium. good decision making, especially in the public sector, is highly dependent on 
science-based recommendations, and scientific endeavours, in turn, are highly dependent on reliable data 
and information.  the establishment of iWsDC will indeed be a significant step in guiding our nation-building 
efforts towards a more systematic and objective approach.

To achieve this ambition, we have partnered with expert advisors and researchers from multiple organisations 
led by RPM Engineers Sdn. Bhd, and leverage on their knowledge and expertise, we were able to produce 
outputs and recommendations that, we believe, will improved and provide reliable data and information for 
Malaysia. On behalf of ASM, I would like to take this opportunity to thank the IWSdC team headed by datuk Ir. 
Mohd Adnan Mohd Nor, FASc, for all their dedication, hard work, and commitment.

Thank you.

IR. dR. SALMAH ZAKARIA FASC
Chairperson, Project Management Committee WST2040
Water Sector Transformation (WST2040) Study Team, EPU-ASM
Chairperson, ASM Water Committee, 2015-2021

Foreword

v
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Preface

The Water Sector Transformation 2040 (WST2040) recognises that accessibility to a reliable and trustworthy 
data for all water stakeholders are important to accelerate the implementation of the Integrated Water 
Resources Management (IWRM), empowering the public in water management, inspire home grown 
technology and services in Research, development, Innovation and Commercialisation (RdIC) that are of 
international significance and propelling the nation’s water management to higher levels of governance and 
security.  Equally important is to achieve the aspiration to “Manage our Wealth of Water for the Wealth of the 
Nation”.  Thus, the establishment of the Integrated Water Sector data Centre (IWSdC) is a game Changer in 
the WST2040.

The IWSdC aims to be a one-stop centre for integrating data and information accessible to all stakeholders; 
without replicating the role of Ministries and organisations that have long-established systems.  It will also 
establish a platform for Water Research Collaboration involving local and international RdIC players.  This 
platform is a precursor to the formation of a Water Research Consortium.

the output of this Centre is envisioned to fill in the gaps in the current water management spectrum such as 
reports on water security, water for environment, water accounting and water auditing.  It is also envisioned 
that the IWSdC shall also support and encourage Open Science initiatives amongst the general population.
The IWSdC would also provide opportunities for new and high-value jobs within the digital economy.  It will also 
aim to adopt the applications of high-end technology, particularly space technology in water management.  
In the long run, the IWSdC would not just facilitate higher levels of water management but also provide an 
ecosystem for new science-based businesses in the Water Sector.

Thank you.

IWSdC Sub-Sectorial Study Chairperson
datuk Ir. Mohd Adnan Mohd Nor, FASc

vi
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Chapter 1: Malaysian Water Sector – Data Management Perspective

1.1 Overview

The 12th Malaysia Plan 2021-2025 (12th Mp) affirms the government’s commitment to transform the Water 
Sector from one that is merely providing a supporting role to all economic and social activities to one that is 
vibrant as an economic sector whilst ensuring high levels of water security for a sustainable development 
and growth. This transformation will continue until 15th MP Malaysia Plan as envisaged in the WST2040. 
Under 12th MP, one of the targets is the establishment of the Integrated Centre for Water data and R&d&C&I 
by 2025.

The idea of establishing an Integrated Water data Centre (IWSdC) is for it to be a precursor towards the 
formation of two institutions stated under WST2040, namely Strategy C1: Towards the establishment of an 
independent water data and information statutory body and Strategy C2 – Integrating research on water 
through the establishment of the Water Research Consortium. At the onset, IWSdC will be structured to 
provide the environment to initiate and encourage water research consortium.

1.2 Data Lessons from Covid-19 Pandemic

One of the major lessons learned from the Covid-19 pandemic management is the need for rapid exchange of 
reliable, accurate and trusted data for decision-making not only by the government but also by the industries 
and businesses as well as the community and even the individuals.

Overall, the Covid-19 pandemic experience should dispel the notion that severe control of data by the 
respective custodians is necessary to prevent a crisis or to strengthen security. Instead, the opposite is true. 
Prudent data sharing between all parties is necessary to manage national security, manage the situation 
when crisis occurs and to rapidly develop recovery strategies.

1.3 The Current State of Water and Land Data

The reluctance to share data is the biggest barrier to an integrated water data management in the country. 
The sectorial governance is the strongest reason behind this reluctance as well as the management approach 
which has been embedded in the country since its inception. This sectorial governance and management 
approach is compounded by restrictive data sharing laws inherited from colonial times, shaped during the 
nation’s more tumultuous past, where data restriction was seen as crucial to national security.

The following are the current state of water and land data according to the WST2040 Framework:

a. Governance
 The current fragmented water data governance and management in the water sector has resulted 

in an environment where the sectorial approach is now fully entrenched in the country’s governance 
system. The strictly functional nature of government department operations in the country has resulted 
in gaps within the water management spectrum. This is compounded by restrictive data sharing laws, 
enacted during colonial times, which has subsequently instilled data protectiveness culture amongst 
the custodians. these two factors have stifled iWrM development in this country, where critical issues 
related to water security such as water quality are still being managed and resolved in an ad-hoc 
manner.
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b. Information and RDIC
 In terms of information system development, there have been positive steps towards water data 

integration in the country, such as the development of Sistem Maklumat Sumber Air (SMSA) by JPS and 
data Industri Perkhidmatan Air Negara berserta Spatial Mapping yang Interaktif by KASA. However, there 
is room to further integrate all the water and water related databases in the country, and subsequently 
establish a platform to share this integrated database and encourage collaborative efforts in RdIC. 

 The current state of RdIC in Malaysia is still fragmented and unfocussed. Most RdIC efforts are 
dominated by higher learning institutions and there is limited involvement of private sector. There is 
also too much focus on ‘basic and applied’ research activities but limited engagement in ‘experimental 
development’ in rDiC, which results in limited commercial successes.

c. People
 Public participation and empowerment in IWRM are also still very limited since the public are neither 

equipped with detailed and granular data and information on the status of water sector nor do they have 
a formal national-level platform to take part in deliberations and decision-making process. 

d. Infrastructure
 Presently, each department oversees its own data and information infrastructure. The infrastructure 

development for data collection by each department is designed to serve their respective functions. 
Thus, there is little interoperability between the infrastructure setups of these departments. 

 Moreover, data collected also follows standards and nomenclature set by the respective departments 
and there is limited data collection quality assurance. There is also evidence that water data collection 
infrastructure is slowly deteriorating due to lack of funding and lack of capacity building programme.

e. Finance
 in terms of financial incentives, the current fees imposed on data acquisition by the public is a barrier 

against seamless data sharing, and efforts should be made to reduce this financial cost to boost the 
data sharing ecosystem in the country.

1.4 The Challenges and Need for an Integrated Water Sector Data Centre

the need to establish an integrated water sector data centre is driven by five main challenges, namely, to 
meet the demands of:

a. Achieving national aspirations and policies such as WKB2030, Sdg2030, National Security Policy 2021-
2025 and MydIgITAL 2030.

b. Increasingly challenging Water demand Management. As the nation progresses and population 
increases, demand for water will increase and inter-sector water resources management balance such 
as the Water-Food-Energy Nexus will become more intense. 

c. disaster risk reduction management exacerbated by the impacts of climate change.
d. Managing water for wealth. While Malaysia is rich in water, the water sector is seen mostly as a supporting 

service for other sectors and there have been only limited efforts to utilise this water abundance into 
economic wealth. 

e. Empowering the public through participation and engagement. While public participation and 
empowerment are an important component of national level water-related policy and act, it has yet to 
achieve widespread support and has not been systematically adopted.
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An integrated water sector data centre is needed to meet the unique challenges presented above since these 
challenges require more precise and reliable data and information for decision making. 

Moreover, having a dedicated organisation will also provide few strategic advantages in terms of sustainability 
in achieving short-term and long-term objectives, developing multi-disciplinary talents as well as continuous 
career development.

Chapter 2: Integrated Water Sector Data Centre – The Game Changer

2.1 IWSDC’s Concept

IWSdC is to be established a single-point, independent and dedicated reference centre for water and land 
data and information. It shall not duplicate the functions and services of existing government departments 
particularly with respect to water and land data collection.

It shall provide services that are cross-sectorial and independent in nature and shall also undertake support 
services for additional elements to the present water management spectrum such as Water Security, Water 
Accounting and Water Auditing tools and system, which would strengthen information and reports for 
decision-making.

IWSdC shall also provide a platform for Water Research Collaboration – encouraging and facilitating inter-
government, Public-Private Sector, including the Academia and their students, research collaboration as well 
as provide opportunities for open science for the public with a view to translate outcomes as of significant 
value for business development and commercialisation.

the establishment of iWsDC is planned to be in tandem with Mysa’s high resolution (0.5m x 0.5m) satellite 
launching planned for 2025. Preparations for capacity building for applications of remote sensing technology 
for water management shall be timed such that it will be ready to be fully activated when the Malaysian 
satellite is launched. Simultaneously, pilot projects in selected RBMUs should be activated. These should be 
seriously considered as Immediately Implementable Projects (IIPs) under 12th MP.

2.1.1 Responding to Lessons from the Covid-19 Pandemic

The design of the IWSdC shall be based on the lesson learnt from the Covid-19 experience that emphasised 
the need for timely exchange of good, reliable, trusted data and information for sound decision-making. The 
“Whole-of-Nation” approach that involves the collaborative efforts of the government and society in water 
management is also needed for water security and transforming water into an economic opportunity.

Transformation here and in the context of WST2040 is taken as increasing the rate of change, accelerating 
change. As a game Changer in this Transformation, IWSdC will need to be the catalyst to intensify and 
converge the focus, direction, and dynamics of data management by the many water players that would excite 
all other stakeholders and attract them to actively participate in water management as well benefit from the 
opportunities provided by the Sector.

Thus, the structure of IWSdC is also designed such that the data and information sharing is systematically 
organised to be made available beyond sectorial boundaries. This by itself is a strategy to accelerate 
IWRM through data and information integration. With this, all Federal-State, State-State, Inter-Sector and 
public participation and decision-making shall be based on a common set of mutually agreed data and 
information. 
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2.1.2 Water Research Collaboration Platform

The water sector RdIC is guided by the Malaysian Science, Technology and Innovation and Economy (MySTIE) 
10-10 Framework. The framework lays out a detailed plan to turn Malaysia into a knowledge-intensive 
economy. Several collaborative efforts could be developed between IWSdC and research players. These 
include providing data and information access and an open platform for hackathon competitions in water 
sector. The proposed areas of focus under the National Water Innovation Roadmap (NWIR) could also be 
encouraged by applying similar collaborative approach.

2.1.3 The Outcome of IWSDC and WRC

The outcomes of IWSdC and WRC are based on the overall WST2040 Framework under 12th MP, namely the 
objectives of: (1) water security and sustainability, and (2) water as an economic opportunity. In addition, the 
framework also consists of people as the driver; as well as enablers consisting of governance, information 
and rDiC, finance, and infrastructure and technology.

For the objectives, the IWSdC would be able to support rapid exchange of data and information and produce 
strategic reports and support decision-making towards increasing the confidence level of the public on water 
security and for managing the wealth of water for the wealth of the nation.

Supporting the driver, high levels of data and information accessibility will empower people and encourage a 
meaningful participation in water management. This can be accomplished by providing a formal stakeholder 
engagement platform which could be institutionally linked to the National Water Council (MAN) and the 
respective State Water authorities. 

As enablers, the IWSdC shall develop quantitative tools for governance in the form of water accounting and 
water auditing system. In addition, IWSdC shall drive for the introduction of related data and information 
sharing policies and laws.

Apart from enhancing capacity in data-driven decision-making, the IWSdC will provide the Water Research 
Collaboration platform to strengthen the RdIC linkages and facilitate public-private collaboration with 
opportunities for innovations and new businesses. This platform will be a precursor to the eventual 
establishment of a Water Research Consortium.

iWsDC will provide continuous good, reliable, trusted data for sustainable financing with the ability to develop 
more better project evaluation analysis, towards higher returns on investments and varied options for 
integrated water projects not only for water projects, but also beyond the sector such as water and tourism, 
water and environment, and water and energy.

similarly, iWsDC will play an active role to support more water efficient designs and operations and 
maintenance for existing and future infrastructure particularly with applications of space technologies.

Chapter 3: IWSDC – The Structure

the overall iWsDC’s framework comprises input, systems architecture, output and services, support, and 
enablers.

a. Input
 iWsDC’s input comprises primary and secondary data necessary to support water management. 

Primary data inputs are common water data for use by water managers, the industry, and the public. 
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Secondary data inputs are those needed to complement the primary water data in decision-making 
such as policy development, disaster risk management and public participation.

b. Systems Architecture
 the iWsDC’s core system architecture comprises eight components which will form the technical 

information technology backbone of IWSdC. This includes components such as physical and virtual 
machine setup, cloud storage and big data analytics platform, data ingestion, data management and 
data governance, data processing, data visualisation, blockchain and artificial intelligence. Moreover, 
the core systems architecture will be supported by data standards, good practices in data management 
and data quality control and data quality assurance as well as data security practices.

c. Output and Services
 The output and services of IWSdC comprise strategic reports, IWSdC water data platform, water 

research collaboration (rDiC), as well as applications using big data analytics, blockchain and artificial 
intelligence.

 the publication of strategic reports is designed to fill in the gaps in the water management spectrum. 
The IWSdC will produce these reports to service end users that include Federal and State governments, 
Water Operators, Research Institutions, Universities, Private Sector, and the public.

 iWsDC Water Data platform serves iWsDC’s function as a one-stop centre for water and land data for 
all stakeholders in the water sector. Users of these data include government institutions, students, 
consultants, industries, researchers, NgOs, and the public. 

 under Water research Collaboration platform (rDiC), the overall objective of iWsDC’s roles is to 
become a catalyst in completing the R->d->I->C chain. This will be done via a combination of in-house 
RdIC activities as well as providing a water research collaboration platform for all RdIC institutions. 
This collaboration platform will be a precursor to the establishment of a Water Research Consortium 
as envisaged in the Strategy Paper No. 16.

 The IWSdC will also develop applications supported by the latest advanced data technology, for example 
water utility monitoring using AI and water identity using blockchain technology.

d. Support
 the support structure for iWsDC comprises technology, institutional structure, finance, and human 

resources.

 The IWSdC will be developed with built-in capabilities in latest data technologies such as big data 
analytics, artificial intelligence and blockchain. the iWsDC will also utilise space technology in water 
management in coordination with MySA, which is planning to launch a high-resolution satellite of (0.5m 
x 0.5m) in 2025.

 To successfully establish the IWSdC as a one-stop centre for water data, there must be linkages between 
IWSdC and institutions that collect these data throughout the country. However, linkages with IWSdC 
will not interrupt the current operations of various data collecting institutions in the government. 

 the iWsDC also requires financial support to institutionalise its establishment as well as to sustainably 
operate and maintain the organisation. It will also require multi-disciplinary and cross-sectorial experts 
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and researchers in various fields of science and social science to conduct in-house rDiC activities and 
coordinate external research efforts, as well as assist in space-based data analysis for water sector. 

e. Enablers
 The enablers for IWSdC are policy and legal foundations which shall enhance the source of authority 

for IWSdC to operate. The proposed policy and legal arrangements for IWSdC include the following:

i. data sharing agreements with data collectors and providers
 In the interim, data sharing agreements with data collectors will be made on a bilateral or multi-

lateral basis, where IWSdC will sign agreements with various data providers including Federal, 
Sabah, Sarawak, and State agencies.

ii. National data Sharing Policy and National data Sharing Law
 In the long term, a national data sharing policy and a national data sharing law are needed to fully 

support seamless data sharing in the country. Currently, a national data sharing policy is being 
drafted, and this is a positive first step towards the eventual establishment of a national data 
sharing law in the country.

Chapter 4: Roadmap

4.1 Roadmap

The IWSdC roadmap and implementation plan is divided into four stages according to the four MPs under 
Wst2040. it is also designed based on the five focus areas under the Wst2040 phase 1 Framework. the 
iWsDC’s strategies under the Wst2040 roadmap are as the following:

a. Establishment of an Integrated, Single-Point Reference Centre
b. Publication of Strategic Reports on Water Management
c. establishment of a Water Data and search engine platform (iWsDC’s Water platform)
d. Establishment of a RdIC Collaboration Platform (as a precursor to a Water Research Consortium)
e. Enhancing Seamless data Sharing
f. Tools to Quantify and Assess Water governance
g. Establishment of a Public Participation Platform
h. Capacity Building and Talent development
i. Establishment of a Water Hub

The immediately implementable projects and initiatives for IWSdC (in 12th MP) include:

a. The establishment of IWSdC
b. Water platform pilot projects in Sungai Perak River Basin
c. data sharing initiatives and incentives
d. development of governance tools and systems (water accounting and water auditing)

4.2 Implementation Plan

the criteria for establishing iWsDC’s implementation structure is based on the strategy paper no. 16, which 
states that IWSdC should be an independent statutory body. The most appropriate custodian for IWSdC is 
the Ministry of Environment and Water (KASA) since it is the leading ministry in water management in the 
country. the options for iWsDC’s institutional set-up are as the following:
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a. To establish IWSdC as an agency under KASA in 12th MP
b. To form IWSdC as a government-owned company under the Minister of Finance (Incorporated) [MOF 

(Inc.)] but administrated by KASA (13th MP onwards).

It is recommended that the IWSdC is eventually established as a government Owned Company under MOF 
(Inc.) and administrated by KASA. Setting up IWSdC as a company under MOF (Inc.) will give it the independence 
and flexibility to pursue projects and programmes that require public-private partnerships, investment from 
private sector, as well as those requiring multi-disciplinary and multi-sectorial collaborations.

NAHRIM, which was rebranded as the National Water Research Institute of Malaysia on 20 January 2021, is 
recommended to develop the idea of establishing a Water Research Consortium as envisaged under WST2040 
Strategy C2 – Integrating Research on Water through the Establishment of the Water Research Consortium, 
that is proposed here to be implemented under 13th MP.

4.3 Immediately Implementable Projects

The immediately implementable projects for IWSdC under 12th MP include:
a. Establishment of IWSdC
b. Commencement of IWSdC Water Platform pilot projects 
c. Implementation of data sharing initiatives and incentives
d. development of water governance tools (water accounting and water auditing)

4.4 IWSDC Water Platform Pilot Projects

IWSdC will develop an IWSdC Water Platform for data and information sharing that is open to the 
stakeholders. This platform will serve as a search engine for stakeholders to use the available data to develop 
ideas, business opportunities, and many more. It will also serve as a public participation platform for water 
management, a platform for water research collaborations, Open Science and crowdsourcing for information 
and even funding.

As proof of concept, pilot projects are proposed for four river basins under 12th MP. The main objective of 
these pilot projects is as a proof-of-concept on the role and function of IWSdC and the Water Research 
Collaboration platform, as well as a start-up for the IWSdC Water Platform.

The four river basins proposed for the pilot projects are Sg Perak (Perak), Sg Linggi (Negeri Sembilan/
Melaka), Sg Padas (Sabah) and Sg Miri (Sarawak). These four river basins are selected based on the IRBM 
Masterplan prepared by JPS.

The pilot project shall cover the following scope:

a. Primary and secondary data sharing arrangements
b. data collection, processing, storage, and distribution
c. System architecture designs
d. data and information sharing system
e. Water Research Collaboration initiation
f. Public participation and Open Science
g. Preparation of selected strategic reports
h. Remote Sensing applications for water management (in collaboration with MySA)
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4.5 IWSDC Water Platform Pilot Project Pre-Test

Under this Study, a Pilot Project Pre-Test was initiated for Sg. Perak. The idea of this pre-test is as a pre-
proof of concept to obtain some preliminary results of the expected output of the IWSdC Water Platform pilot 
projects proposed. The preliminary outputs include:
a. data structure for river basin management
b. Stakeholder Management data structure
c. disaster risk reduction management data structure
d. WFE Nexus management data structure

Chapter 5: Costing

The total estimated capital expenditure and operating expenditure for IWSdC (12th MP to 15th MP) are RM 405.52 
million and RM 1.745 billion, respectively. The capital expenditure under 12th MP is RM 219.82 million.

Chapter 6: Conclusion and Recommendations

The main reason why water and water related in Malaysia is in such a fragmented state is due to the sectorial 
governance and management approach, coupled with a lack of affirmative data sharing policy and law. the 
water sector RdIC scenario in the country is also limited by lack of coordinated strategic approach, lack of 
access to data, and lack of funding, which ultimately results in Malaysia’s inability to turn water wealth into 
economic wealth.

In-line with WST2040, and as mandated by 12th MP, the IWSdC shall be designed as a game Changer in 
water management. It shall integrate data collection and processes in-line with common standards and good 
practices. The IWSdC shall aim to feed “trusted” data to all end-users and be used as a basis for science-based 
decision-making and negotiations. It shall facilitate the empowerment of the public in water management 
and be a catalyst to spur a prolific rDiC and invigorate the water business and industry. ultimately, it will 
support the achievement of national aspirations, development plan and blueprints such as the WKB 2030, 
12th MP, the 10-10 MySTIE Framework and the MydIgITAL 2030, and global targets under Sdg2030.

The following are the summary of recommended actions as the way forward for IWSdC under the WST2040 
plan based on the following 5 focus areas:

1. People
a. The IWSdC will propose a formal, national-level stakeholders engagement platform which will 

provide a stage for the public to participate in decision-making process in the water sector.
b. The IWSdC will also support to expand the public participation in water sector through participation 

of people through establishment of Open Science concept and Crowdsourcing.
c. The IWSdC will plan, design, and conduct systematic capacity building and training programme in 

water management, space technology and advanced data technology.

2. governance
a. The IWSdC will develop and propose a data sharing agreement with all primary and secondary 

water data providers at Federal, Sabah, Sarawak, and states levels as well as with private sector 
and NgOs.

b. the iWsDC will subsequently propose the establishment of a ‘Data sharing policy’ and the 
subsequent ‘Data sharing law’ as the final step towards raising data sharing in this country on 
par with international standards and practices. 
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c. The IWSdC will propose to dOSM on the possibility of including water and land data collection in 
its proposed amendments of Statistics Act 1965. The IWSdC will also propose for it to be part of 
the MSdN and PAdRN organisation set-up.

d. The IWSdC will also produce Annual Water Security report to support decision making on national 
water security for the MKN.

e. The IWSdC will also produce an independent, annual water accounting report which will become 
the most essential water governance quantifying tool in this country. 

f. The IWSdC will publish strategic reports, such as virtual water and water footprint report and 
Water-Food-Energy Nexus report, to enhance data-driven decision-making process and complete 
the water management spectrum.

g. The IWSdC will propose for Malaysia to become a member of an international open data alliance 
such as Open government Partnership or Open data Charter.

3. Information and RdIC
a. The IWSdC will be established as a single-point, independent statutory body in-line with the goal 

under WST2040 and 12th MP.
b. The IWSdC will establish a research collaboration platform which will link RdIC institutions 

from government, institutions of higher learning and private sector to collaborate on novel and 
advanced solutions in the water sector. This is a precursor to the eventual development of a water 
research consortium.

c. The IWSdC will establish a water data platform which will host a complete database of the RBMUs 
in Malaysia, and enhanced by space technology, as a reference and collaborative platform for 
users from various sectors.

4. Infrastructure and Technology
a. The IWSdC will assist in the masterplan study to identify a water hub in the country.
b. The IWSdC will provide access to high quality data as well as provide new tools which will facilitate 

the development of options in planning, design, operations, maintenance, and performance 
evaluations of water systems. 

c. The IWSdC will also venture and upscale into space technology applications in water sector and 
this will be complemented with big data analytics, artificial intelligence, and blockchain. this 
technology will support iWsDC’s output such as strategic reports as well as rDiC activities.

5. Finance
a. The IWSdC will propose measures to incentivise the free sharing of data and information that 

is already being continuously collected and available and unlock their values. This could be 
accomplished by reviewing the Fees Act 1951.

b. IWSdC will provide data and information for managing the wealth of water in the nation through 
the development of better options for investment decisions and strategies through supporting 
data and information (annual strategic reports).

Chapter 7: Closing Statement

The IWSdC is envisioned as a game Changer in the National Water Sector Transformation 2040. A game 
changer can be demonstrated in transformative projects such as the mission to the moon. In highlighting the 
enormous task faced by the Americans, President Kennedy mentioned that 
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“We choose to go to the Moon in this decade and do the other things, not because they are easy, but because 
they are hard; because that goal will serve to organise and measure the best of our energies and skills, 
because that challenge is one that we are willing to accept, one we are unwilling to postpone, and one we 
intend to win, and the others, too.” (Boyd, 2012)

As the country progresses, the challenge is to manage water scarcity events such that would ensure sustained 
comfort of life and living whilst managing the wealth of water and biodiversity for the wealth of the nation; 
both in situations of uncertainties induced by the climate change. 

This requires a good, reliable, and trusted common data, the prerequisites, not only for precise water 
management, but for qualitative Federal-State, State-State and inter-sector negotiations on water use 
priorities in various scenarios and needs. IWSdC is the facilitator. 

Beyond data management, IWSdC is designed to be a catalyst to accelerate IWRM, to unlock the value of data, 
empowering people for meaningful participation, providing high-value jobs and business opportunities in a 
digital economy, connecting RdIC seamlessly and, propelling national capacity in STI through applications of 
space technology. 

Ultimately, IWSdC is to support IWRM in realising the vision of “Clean, Living, Vibrant and Spiritually-enriching 
rivers and river basins”.
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1.1 Overview

The Twelfth Malaysia Plan 2021-20251 (12th MP) affirms the Government’s commitment to transform the Water 
Sector from one that is merely providing a supporting role to all economic and social activities to one that is 
vibrant as an economic sector whilst ensuring high levels of water security for sustainable development and 
growth. This transformation is set to continue through the 13th, 14th, and the 15th Malaysia Plans as envisaged 
in the Water Sector Transformation (WST2040). The themes of this WST2040 over the respective Malaysia 
Plans are as shown in Figure 1.1.

1 Economic Planning Unit. (2021, September). Rancangan Malaysia Kedua Belas 2021-2025, https://rmke12.epu.gov.my/en

Figure 1.1: WST2040 Themes
(Economic Planning Unit, 2021)

Under this Twelfth Malaysia Plan, one of the targets under the WST2040, and in line with SDG Goal No. 6: 
Clean Water and Sanitation, is the establishment of the Integrated Centre for Water Data and R&D&C&I by 
2025, as shown in Figure 1.2.

The long-term plan is related to Strategy C1: Towards the establishment of an independent water data and 
information statutory body and Strategy under Focus Area C – Enhancing the Data-driven Decision-making 
for Sustainability of Phase 1 of the WST2040 (Ministry of Economic Affairs, 2019). Another strategy is Strategy 
C2 – Integrating research on water through the establishment of a Water Research Consortium.

The idea of establishing IWSDC is for it to be a precursor towards the formation of those two institutions 
stated under strategies C1 and C2. At the onset, IWSDC will be structured to provide the environment to 
initiate and encourage Water Research Consortiums.

In establishing this IWSDC, it is necessary to appreciate the present key characteristics of water data 
management practices that requires special attention for the role of IWSDC as a Game Changer in the 
WST2040.
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1.2 The Need to Transform the Water Sector Data Management

1.2.1 Lessons Learnt from the Covid-19 Pandemic

One of the major lessons learned from the Covid-19 pandemic management is the need for a rapid exchange 
of reliable, accurate and trusted data for decision-making not only by the Government but also by industries 
and businesses as well as the community and even by individuals. 

The types and sources of data are numerous and from national and international levels involving the 
Government, Non-Government organisations, private sector, communities, and individuals. Those decisions 
made have then to be communicated quickly and effectively to the implementing agencies and to the public. 
Ensuring effective data collection, storage, processing and transmission requires reliable technologies 
operated and maintained by well-qualified human resources.

the rapid flow of data exchange has assisted in making dynamic yet strategic decisions. For example, data 
has been crucial in the decision to impose total Movement Control Orders (MCO) before the availability of 
vaccines, to partial MCO strategies for balancing economic needs with herd immunity policy target, and 
subsequent change of policy to accept Covid-19 as endemic and rapid MCO relaxations to support quick 
economic recovery as the population of vaccinated people increases.

Figure 1.2: Integrated Centre for Water Data and R&D&C&I under 12th MP
(Economic Planning Unit, 2021)
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Overall, the Covid-19 pandemic experience should 
dismiss the notion that severe control of data by 
the respective custodians is necessary to prevent 
a crisis or to strengthen security. Instead, the 
opposite is true. Prudent data sharing between all 
parties are necessary to manage national security 
situation when crisis occurs and to rapidly develop 
recovery strategies.

The same is relevant to the Water Sector. While water 
stress situations now are sporadic, localised, and 
over short durations (mostly less than one month 
for both flood, landslides, and drought events), the 
impact can be severe in terms of economic and social 
losses not just during the event, but also in the long 
term, where such incidents cause loss of confidence 
and disquiet amongst the society and investors.

Climate change impacts such as changing rainfall 
patterns as well as increasing frequency, extent, 
duration, and severity of water stress events such 
as floods and droughts, will require changes 
in disaster risk management approach. Such 
climate-change induced events could lead to other 
consequential disasters such as dam breaks, 
landslides, discontinuity of agriculture produce 
and water-dependant manufacturing. Moreover, another lesson from the Covid-19 experience is that the 
pandemic impacted supply chains, and this affected industries not just locally but also internationally.

The WST2040 is not just about managing for water stress situations. It includes the objective of managing 
the wealth of water for economic growth. Data integration and accessibility are especially crucial in wealth 
management. the iWsDc therefore would play a significant role to support the Wst2040 twin objectives 
of achieving higher levels of Water Security and for Water as an Economic Opportunity. It will also be the 
fundamental input for Strategy B4 – Strengthening Disaster Risk Governance, Strategy C4 – Upgrading of 
Disaster-Related Decision-making, and Strategy D5 – Develop Water as One of the KEGA under the WKB2030. 

1.2.2 Current State of Water Data, Water Related Data 
and RDIC

The reluctance to share data is the biggest barrier to an 
integrated water data management in the country. The 
strongest reason behind this reluctance to share is the 
sectorial governance and management approach which 
has been embedded in the country since its inception. 
This sectorial governance and management approach is 
compounded by restrictive data sharing laws inherited 
from colonial times, shaped during the nation’s more 
tumultuous past, where data restriction was seen as 
crucial to national security.
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Water resources, meanwhile, is a common element in management for different sectors. Without data 
integration and sharing, the current sectorial approach will lead to the ‘Tragedy of the Commons’, where 
each sector manages water resources for its own functions, without looking at the sustainability of water 
resources being used. Eventually, this will lead to the deterioration of water security in the nation. 

The lack of data sharing has also cost the nation missed opportunities, especially in developing water as 
an economic opportunity. rDic efforts in water sector for example, requires enormous amount of precise, 
consistent, and reliable data, and this data could only be provided by the government. If more data had been 
freely shared by data providers in the country, more rDic efforts and the subsequent potential commercial 
enterprises could have been developed in the country.

nevertheless, there have been efforts to integrate water governance in the country through legal reform such 
as the Water Service Industry Act (WSIA) 2006 and combination of water sub-sectorial functions through 
formation of KASA.

integration has also occurred naturally through pressure to satisfy inter-sectorial demands. Dams that were 
originally built to serve agricultural water resources needs and functions for example, now must also serve 
domestic, industrial and energy demands.

the following is the detailed analysis of current state of water data, water related data and rDic based on 
the Wst2040 Framework (governance, People, information and rDic, infrastructure and technology, and 
Finance).

1. governance (laws, Policies, tools, institutions, and internationalisation) 

a. governing institutions

 systematic water data collection can be said to begin since the formation of various government 
Departments in the country. early data collection was focussed on the need to plan and design 
basic infrastructure for the early stages of the country’s development. This includes infrastructure 
development for water resources, water supply, transportation, and communication.
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 As the country progresses and the investments in infrastructure increases, the need for data is extended 
into those required for operations and maintenance. Technological advancement has also caused data 
collection process to gradually progress from manual to automatic. For example, there are now more 
than 1,000 hydrological stations managed by the Department of Irrigation and Drainage (JPS) in the 
country, as shown in Figure 1.3. More of these stations as well as other related infrastructure are 
expected to be built as the need for wider coverage and greater data accuracy increases. 

 However, the installation of these stations by the respective departments is to serve their main functions, 
but not specifically for sharing or serving the needs of other departments and end-users. this is because 
in the early stages of national development, water supply was far more than demand, and there was no 
urgent need for any meaningful multi-sectorial demand analysis. This traditional sectorial approach is 
now well-embedded in the nation’s approach to water management. subsequently, the departments’ 
data and statistics management systems were also developed mainly to deliver their expected internal 
organisational roles and functions and with very little meaningful cross-sectorial considerations. 
the Ministerial Functions act 1969, which defines the boundaries within which each Ministry and its 
departments should operate, further reinforces this sectorial approach.

Figure 1.3: Map of JPs’s Hydrological stations in the country
(RPM Engineers Sdn. Bhd.)

 Processed data produced by water related departments are shared in the form of information for the 
public such as flood warning system by JPs, weather services by Malaysian Meteorological Department 
(METMalaysia) and pollution reports by the Department of Environment (DOE). Not all data collected 
are readily accessible to the public and external end-users such as government research agencies, 
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universities, and the private sector. The overall water data collection and management in Malaysia is 
shown in Figure 1.4.

 Nonetheless, the data collection, distribution and processing in the country has become more 
sophisticated in line with the progress in science and technology. However, there are also areas of 
duplications that could be removed to have a more efficient, complete, and standardised water data 
sets. Rainfall data for example is collected by JPS, METMalaysia, Muda Agricultural Development 
Authority (MADA), Kemubu Agricultural Development Authority (KADA), research institutions, water 
and sewerage services operators and the private sector (oil palm and rubber estates). The DOE collects 
water quality data just as JPS, water and sewerage services operators do but for different purposes. 
Closely related to water quality is the water health and safety data collected by Ministry of Health 
(MOH). 

Figure 1.4: Water Data Collection and Management in Malaysia
(RPM Engineers Sdn. Bhd.)

 Data collection by the various organisations and government departments can be broken down into two, 
Primary data and Secondary data. Primary data with regards to the formation of IWSDC relates to water 
data. Currently, water data collection encompasses surface water, groundwater, and coastal information. 
Primary data collected varies from department and organisation, but as mentioned previously, certain 
data collected overlaps in function. Primary data alone cannot fully satisfy operational use. This is where 
secondary data serves to complement the water data in its use for water management. Secondary data 
includes land use, demography, and other non-water information.

 Given that the sectorial approach is very well embedded in the country’s water management and 
development system, an institutional integration approach would not be well received by the individual 
water management organisations. These organisations have developed and strengthened over the years 
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since the early days of the country’s development when water resources supply far exceeded demand. 
This inevitably has also resulted in the responsible water developers and managers, mainly from the 
Food (agriculture), Water Supply and Sewerage and Energy Sectors, to form distinctly rigid sectorial 
and organisational boundaries. And, to a certain extent, even physical operational boundaries.

 The strategy for “physical” institutional integration over the last few years was to form new Ministries 
housing the selected relevant water managers. The latest is the formation of the Ministry of Environment 
and Water (KASA) comprising DOE, JPS, Water Supply Division (BBA), Sewerage Services Department 
(JPP), METMalaysia and the National Water Research Institute Malaysia (NAHRIM) as well as the 
National Water Services Commission (SPAN). There is also a recent announcement by the Minister of 
Kasa that the Ministry is in the final stages of forming a Jabatan Air Negara, which will combine the 
functions of three departments, namely JPS, BBA and JPP (Muhamad, 2021).

 Whilst this is a significant move towards the iWrM approach, it is still incomplete in other ways. the 
groundwater management aspect, for example, is not included and so are aspects related to land use 
planning that is integral to IWRM. Moreover, crossing functional boundaries is still limited, certain 
duplications of activities have occurred (e.g., water data collection, common public participation 
platform and target group) and there are gaps in the spectrum of water management necessary for 
present and future situations (e.g., water security, water for the environment and biodiversity, water for 
wealth management).

 The pressures on the need to integrate is increasing. As the country progresses, water demand 
gradually exceeds supply and this in turn has induced increasing pressures on the traditional sectorial 
boundaries. More and more sectorial boundaries are being forced to be porous and even breached to 
accommodate the needs of other sectors and to satisfy its own sectorial demands.

 There are already a series of such occurrences. The MADA irrigation system network was initially 
developed and managed almost exclusively for the Food (agriculture) sector (paddy), but now must 
significantly serve the Water supply, energy and environmental (flood management) sectors. it also 
functions as an inter-State water resources transfer scheme.

 Similarly, the Kerian Granary irrigation network now must serve the Water Supply sector and in addition 
to this, its complementary Bukit Merah reservoir is now challenged with the need to serve the Tourism, 
Environmental (Flood) and Transport (Railway) Sectors.

 Further inter-Sector pressure is already on the Energy Sector (Sungai Perak hydroelectric generation 
dams) with the request for the Perak-Penang Water Transfer to relieve the already stressed Muda River 
as the traditional “River of Life” to support and sustain development in the Northern Corridor Economic 
Region (NCER).

 Apart from inter-sector water boundary management issue. There are also intra-State and inter-State 
transboundary pressures as well as a possible inter-regional water management challenge for the 
future. Furthermore, these boundary management issues will have to be observed and respected in 
terms of the states’ sovereign rights and balancing the decisions from the perspectives of national 
interests and the states’ interests.

 Boundary management by itself is a complex problem. Exacerbating this are inherent as well as emerging 
water management issues in relation to laws, rules and regulations, policies, and practices. Of concern 
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is the ever-increasing impacts of factors such as climate change, pollution, floods and droughts on the 
expanding economy and on the already affluent social well-being.

 With the increasing complexities of water management and the inherent threat to development 
sustainability, the need to accelerate IWRM approach is therefore a priority now.

 The NCER region is a good example of complexities of water management. This is a water-stressed 
region that depends on intensive water resources development and extensive water distribution system 
for growth sustainability. This situation is exacerbated as the population increases and development 
intensifies. Under the circumstance, water resources allocation becomes an issue between the state 
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Governments and between sectors and stakeholders. Resolving this requires negotiations between 
parties and agreed set of common data is necessary as the basis of agreements.

 More importantly, since the governance system within the various government institutions have 
developed according to functional basis of the respective organisations, there are gaps of services within 
the spectrum of water management and in data and statistic collection. At present there is no assigned 
responsible organisation for water security and sustainability, for water governance compliance, for 
water data and statistics standards, for monitoring and strategising water wealth management for 
wealth creation and for other support services such as the Water-Food-Energy Nexus management and 
virtual water monitoring. Also lacking is a responsible organisation for public participation in the water 
industry. Another major gap in the national water management system is the lack of a responsible 
organisation for managing water for the environment although it is well accepted that this is a critical 
water sub-sector to protect the richness in biodiversity and for ensuring sustainability. 

 All these support services are necessities for the acceleration of IWRM approach as well as to have 
affirmative programmes and directions to achieve the sustainable Development Goals (sDG2030), 
WKB2030, the 12th MP plans and the WST2040 ambitions. Again, an organised and integrated water 
data and statistic management system is a necessity to achieve all these. 

 As mentioned above, the reluctance of data sharing by Government departments is caused by the 
desire to preserve traditional hierarchy and authority structure under the Ministerial Functions Act 
1969. However, history shows that the Government has taken affirmative actions to remove or separate 
specific functions from a particular department and create another function-specific department or 
authority when it is in the nation’s interests to do so. some examples of these organisations are shown in 
Table 1.1. The creation of these new institutions has given them the necessary focus and independence 
to elevate their delivery and productivity to a new level and enable the growth of specific products and 
services such as highway administration, paddy production and palm oil industry. Similar approach 
could also be made to integrate water data sharing and enhance water sector in the country.

Table 1.1: New Bodies Created to Serve New Strategic Functions

No. New Department/ Year  Created Function Original Department
 Body/ Authority 

1. Malaysian Highway Authority 1980 Highway Authority Public Works
 (LLM)   Department (JKR)

2. MADA 1970 Irrigation water resources and Ministry of Agriculture
   paddy production management (MoA)

3. Malaysian Palm Oil Board 2000 Promotion and development  Palm Oil Research
 (MPOB)  of the palm oil industry Institute of Malaysia
    (PORIM) and the Palm Oil
    Registration and
    Licensing Authority   
    (PORLA)

4. naHriM 1995 Water related research staffed with officers 
    from JPS
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b. Laws

 The analysis on the legal landscape with regards to data collection, data sharing and RDIC has 
concluded that three laws are most relevant to these issues, namely the official secrets act (osa) 1972, 
the Ministerial Functions Act 1969 and the Statistics Act 1965.

i. The OSA 1972
 More than the actual threat of osa, the mere ‘perceived threat’ of osa impedes the fluidity of data 

sharing in Malaysia, since just about any government document could be classified as a secret. 
Even though there is a government circular (Jabatan Perkhidmatan Awam, 2018) which provides 
guidelines to public servants on managing government records, most Government departments 
prefer to be on the safe side of the law and are only willing to release limited data to the public. 
Over time, this perception and wariness have developed into an entrenched culture, where sharing 
of data is seen as something that could be considered detrimental to national security. Thus, data 
security concerns have developed into a sense of data insecurity amongst the data custodians.

ii. Ministerial Functions Act 1969
 The Ministerial Functions Act 1969 establishes 

the assignment of each Ministry and its respective 
departments to a Minister. While this delineation is 
necessary for administrative cohesion and fluidity 
of the government, it has also led to setting up of 
rigid boundaries between organisations. Any data 
or information collected by a department or agency, 
for example, is solely for the purpose of fulfiling the department or agency’s roles and functions, 
hence, not designed to be shared with other institutions. The act limits the data sharing even 
amongst Government departments and agencies and does not lend to a conducive data sharing 
environment. This limited accessibility has also subsequently impacted the full implementation of 
the RDIC chain since many RDIC players could only initiate their RDIC efforts by having seamless 
access to the massive data routinely collected, processed, and stored by Government agencies. 
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iii. Statistics Act 1965 (amended 1989)
 The Statistics Act 1965 is currently being reviewed 

for an amendment, with the aim of strengthening 
Department of statistics Malaysia’s (DosM) roles 
in data and statistics collection. This amendment 
will also align DosM’s roles in-line with the 
proposed establishment of Majlis Statistik dan 
Data Negara (MSDN) and Pusat Analitik Data Raya 
Negara (PADRN). 

 This development presents an opportunity to 
strengthen water data and statistics collection in 
the country, by including water data and statistics 
as an item under the proposed Statistics Act 
amendment.

iv. Summary
 It can be concluded that the legal landscape related to water data sharing in Malaysia is still very 

restrictive and sectorial in nature. This is because Malaysia does not have a National Data Sharing 
Law or a Freedom of Information Law that not only would oblige government departments to share 
data with each other, but also to the public. Such law would also facilitate the process of data 
sharing, such as establishing simple protocol, standardisation of data format and nomenclature 
as well as ensuring data interoperability.

 Nevertheless, there is now an effort by the government to facilitate a more conducive data sharing 
ecosystem whereby the National Data Sharing Policy Paper has been prepared for the Cabinet. This 
Policy is developed by Ministry of Communications and Multimedia Malaysia (MCMM), Malaysian 
Administrative Modernisation and Management Planning Unit (MAMPU), Chief Government 
security officer (cGso), Malaysia Digital economy corporation (MDec) and other agencies involved 
in data sharing. The scope of this policy covers the government, the private sector and the public 
to ensure the formation of a more conducive data sharing ecosystem. 

 The Draft National Data Sharing Policy (NDSP) is a long-term strategic document and ongoing 
efforts designed to create a holistic, conducive, and inclusive data ecosystem to support the 
country’s socio -economic development agenda. Data is a national asset that serves as a major 
catalyst to the digital economy and the Fourth Industrial Revolution (IR4.0). Furthermore, this 
policy also realises the desire to make Malaysia a data-driven decision-making country. (MAMPU, 
2021).

 The NDSP is the right step towards promoting a free data sharing society in Malaysia. However, the 
nDsP is currently designed as a set of guidelines to facilitate data sharing and it is not an affirmative 
policy that will oblige data sharing by all sectors. Nevertheless, this policy is a move in the right 
direction, which will hopefully lead to the establishment of a Data Sharing Law the country.

c. Policy/Blueprint/Initiative/Framework

 An extensive list of policies, guidelines, masterplans, standards, frameworks, and circulars has also 
been reviewed to identify current policies involving water data governance and RDIC, and the most 
relevant policies are as the following:

CHAP 1.indd   12 6/3/2022   3:45:30 PM



Malaysia Water sector – Data ManaGeMent PersPective

13

i. National Security Policy 2021-2025
 The newly updated National Security Policy 

(NSP) 2021-2025 has developed a thorough 
national security analysis through the 
development of a Comprehensive Security 
Matrix (Figure 1.5). Water security has been 
listed as a national security item under the 
core value of ‘sustainable development’. the 
highlighted core values in Figure 1.5 shows 
how IWSDC can support the NSP 2021-2025, 
in areas such as water security and data 
governance. 

 the nsP 2021-2025 is a significant policy document since it clearly states, for the first time, that 
water security is now an explicit part of the national security agenda. This pronouncement by the 
NSP 2021-2025 means that there is now an urgent need to develop tools to clearly report the state 
of water security in the country.

 The IWSDC could play a role in ensuring the successful implementation of the NSP 2021-2025 
by producing Annual National Water Security Reports for the National Security Council (MKN). 
this report will provide information on the level of confidence in our nation’s water security in 
terms of water quantity, water quality and water safety status. Furthermore, the proposed water 
accounting report by iWsDc could also provide detailed information on the nation’s overall water 
assets, supply and demand, analogous to financial accounting reporting. Meanwhile, through 
water auditing report, a proper mapping of the nation’s water management and governance, 
including legislations and institutions, can be established.

ii. National Water Resources Policy 2012
 The National Water Resources Policy (NWRP) has several strategies and action plans that are 

relevant to integrated water data collection and sharing. One of the strategies under the NWRP is 
to create a database framework and establish information networks on water resources. It also 
plans for this database to establish communication framework between key stakeholders.

 the nWrP also outlines the requirements to identify existing scientific and technical data available 
related to water, water resources, use and users. Furthermore, it calls for national standards as 
well as uniform measures, terms and guidelines for water resources characterisation.

 Overall, the NWRP is a positive step towards integrating water data collection, standardisation and 
sharing. However, being a water resources only policy, it does not comprise other sectors in the 
water industry such as water supply and sewerage services. More specifically, its implementation 
is limited by the Ministerial Functions Act 1969, which restricts its authority to agencies under 
KASA. This is a particularly crucial limitation when it comes to data collection and data sharing, 
since water and water related data are collected across several ministries (such as irrigation, 
groundwater, and health) as well as by private institutions. 

iii. Digital Economy Blueprint 2021 
 the Government recently announced the launch of Malaysia’s Digital economy Blueprint 

(MyDIGITAL). MyDIGITAL (EPU, 2021) is a national initiative to successfully transform Malaysia 
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into a digitally driven, high-income nation and a regional leader in digital economy. The Blueprint 
mentions data utilisation as one of the key aspects in driving digital transformation of public 
sector. One of the key aspects of this transformation is through the Malaysian Government Central 
Data Exchange (MyGDX). MyGDX will increase its service catalogues to include all ministries and 
government agencies to enable more data sharing. The various Ministries and agencies are 
obliged to generate their own open Application Programming Interface (API) to share real-time 
and aggregated data.

 The implementing agency, MAMPU is aiming for 50% of the data shared to be machine-readable 
and accessible through APIs, and for all ministries and agencies to use MyGDX by 2025. Through 
better data sharing, authorities can integrate more data in their assessment and development of 
future policies.

 However, currently there is not enough commitment to open data environment nationally, 
especially in terms of reviewing current laws stifling open data sharing, and this situation will 
limit MaMPU’s ability to properly execute the implementation of MyGDX (shaharudin, 2020). For 
example, individual government agencies have wide discretionary authority under the OSA to 
determine what data can be exchanged. As a result, MAMPU currently has very little authority to 
mandate open data by default across all agencies (Lim, 2021).

 Both digital policies and “non-digital” policies shape open government data. While the MyDIGITAL 
mentions proposals to make government data available by default, the lack of a Data Sharing Law 
means that agencies are currently not required to share its data (Shaharudin, 2020).

iv. Government Open Data Initiative 2014
 The Public Sector Open Data (Data Terbuka Sektor Awam, DTSA) portal was developed by MAMPU 

to support the open data initiative. The portal allows the government open data to be easily 
accessed centrally from an official source (MyGovernment, 2019).

 Its objectives include:
●	 To promote data sharing between the public and private sector agencies, and the public,
●	 to increase the quality and transparency of the government’s service delivery through online 

sharing of open data,
●	 To promote digital economy output through the creation of new industries or innovation with 

the involvement of public and private industries.

 Despite this initiative, there are still several problems faced by users when obtaining data and 
information from the Government. Despite the open Data initiative (oDi), users of Government’s 
data still face several issues (Lim, 2020), including:
●	 Outdated data. Data stored and provided to the public could be as old as 10 years. This 

hampers users such as researchers and journalists who depend on the latest data for their 
work.

●	 Data provided is also not granular, i.e., not detailed enough. Some of the data provided, for 
example demographics data, is only available at district level, and not at sub-district level, 
where it is more useful. Advanced countries, such as the United States for example, provide 
granular data down to street or block level, with added granular breakdown such as gender, 
age, and income level.
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●	 Data provided is not always in useful format. Some of the government data provided to users, 
can only be downloaded in Portable Document Format (PDF), which cannot be immediately 
processed. A database provided in raw data format such as Comma-Separated Values (CSV) 
and available via an API would be more useful and less costly to researchers and other users 
to process.

v. National Science, Technology, and Innovation Policy (NSTIP) 2021-2030 
 The NSTIP2021-2030 sets the target of Malaysia attaining a high-tech nation status by the year 

2030. Several strategies and initiatives under the NSTIP are relevant to the overall objectives of 
IWSDC.

 Under Initiative A4, the NSTIP aims to create an independent body that is responsible for planning, 
managing, evaluating, and monitoring the country’s rDic activities. this includes formulating 
national RDIC direction, managing funds, monitoring direction, and reviewing performance.

 Under Strategy D, the NSTIP encourages Open Data Sharing to drive national innovation through 
collaboration and reduction of overlap in RDIC activities.

 Meanwhile, under Initiative D1, the NSTIP supports the establishment of Malaysia Open Science 
Platform (MOSP) to encourage data, information and resources sharing amongst RDIC players. 
Furthermore, under Initiative E2, the NSTIP plans to intensify the integration of knowledge and 
technological innovation development through cross-disciplinary research efforts.

 Finally, the nstiP also plans to establish an ‘stie surge Program’. this will be accomplished 
through the creation of a Digital Tsunami via increased R&D activities in IR4.0 technology.

 All strategies and initiatives mentioned above are in-line with the ones proposed under WST2040 
IWSDC sub-sectorial study. Efforts should be made to align WST2040 RDIC planning, coordination, 
and management with the NSTIP 2021-2030. This includes:
● linking Wst2040’s Water research consortium with the national rDic body.
● Enhance adoption of open data sharing and Open Science in water sector.
● Encourage cross-disciplinary and cross-sectorial collaborative RDIC efforts between water 

sector and others.

vi. 10-10 Malaysian Science, Technology, Innovation and Economy (MySTIE) Framework
 The 10-10 MySTIE Framework is an integration of 10 key Malaysian socio-economic drivers with 

10 global leading science and technology drivers aligned to Malaysia’s strengths and needs. it 
provides a systematic approach to transform Malaysia into a knowledge-intensive economy by 
design. 

 ‘Water and food are listed as one of the key socio-economic drivers under the Framework. 
Opportunities in water sector RDIC laid-out under the 10-10 MySTIE Framework include:
● connected water supply lines using artificial intelligence (al) and internet of things (lot) 

sensors for predictive maintenance,
● Drought and flood forecasting for effective reservoir management and early disaster 

mitigation,
● AI and deep learning algorithms to monitor quality and predict future availability of 

transboundary water resources for the food industry,
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● Real-time monitoring of biological environmental sensors in water supplies using 
autonomous microscopes for early supply threat detection, and

● nanomaterials for efficient water desalination and water treatment plants

 the water sector rDic opportunities identified under 10-10 Mystie Framework should be a guide 
for developing RDIC efforts under WST2040.

vii. National Space Policy (NSP) 2030
 The NSP2030 aims for the dominance of space towards securing national sovereignty and 

becoming a sustainable high-income country. Some areas under the NSP2030 that are relevant to 
the IWSDC are as the following: 
● Thrust 2 of the NSP2030 focusses on space technology, infrastructure and applications that 

are of significant and critical importance to the country including planning and management 
of natural resources and the environment and disaster management. 

● Thrust 3 meanwhile, focusses on driving the development of space science and technology 
as well as building local expertise to:
– Understand and manage natural and man-made phenomena such as climate change, 

natural disasters, and unsustainable development.
– Develop RDIC activities, industry development, and infrastructure utilisation.

● Thrust 4 aims to contribute to the economy by providing access to space technology and 
applications for other sectors.

 The NSP2030 sets the overall way forward for space technology to become a key component to 
nation building, including resource planning, management and monitoring as well as enhancing 
RDIC activities. It is recommended that space technology becomes a cornerstone technology for 
WST2040 in areas such as water resources planning, management and monitoring as well as 
RDIC related activities.

viii. Summary
 Efforts made by the government to share data through the Open Data Initiative have seen only 

limited success due to the stifling secrecy laws as well as the sectorial nature of governing 
institutions in this country. Furthermore, the MyDIGITAL blueprint, which is another step forward 
towards creating a digital economy in the country, also require seamless data accessibility for 
stakeholders from various sectors. Ultimately, Malaysia still lacks a Data Sharing or Rights to 
Information law which would establish access to data and information as a right of every citizen. 
As of May 2019, 93 countries in the world have enacted the Rights to Information Law, and Malaysia 
is not one of them (Right2Info, 2019). 

 Nevertheless, policies such as the NWRP 2012 have seen some successes in integrating water 
resources data in the country and should be further integrated. The integrated data should also 
be accessible to all stakeholders to unlock its value in terms of ensuring national water security 
and developing water as an economic opportunity. 

 Furthermore, with water becoming a national security item under the NSP 2021-2025, it is 
essential that the water security status in Malaysia is comprehensively quantified and regularly 
reported to assist decision makers in the country. This can only be accomplished through data 
integration and data sharing across sectors.

CHAP 1.indd   17 6/3/2022   3:45:31 PM



18

WST 2040: INTEGRATED WATER SECTOR DATA CENTRE (IWSDC) Volume III

 The NSTIP2030 is an important policy in relation to RDIC efforts in the country. Many of the 
strategies and initiatives established under the policy are relevant to iWsDc’s rDic strategies 
and efforts should be made to align Wst2040’s rDic efforts to the nstiP2030.

 Finally, the NSP2030 outlines strategies and initiatives to make space technology as a key tool in 
nation-building. Space technology should become the cornerstone technology of WST2040 not just 
to manage water security but also to develop new applications which could generate economic 
opportunities.

d. Governance Tools

 Malaysia also lacks any comprehensive governance tools to viably quantify water sector governance 
at a more detailed level. One of the most basic statement in management is that ‘you cannot plan and 
manage what you cannot measure’. in terms of water governance, the World Bank states that one of 
the main challenges in water governance is the ‘uncertainty about the amount and quality of water 
available from year to year, in terms of both stocks and flows’ (Fao, 2018).

 The Food and Agriculture Organisation (FAO) of the United Nations also states that water accounting is 
an essential tool in quantifying governance in water sector. Water accounting is about recognising the 
hydrological cycle, evaluating spatial and seasonal variations in rainfall with erratic extremes of floods 
and droughts. It must recognise the medium and long-term changes in demand across all water users, 
and advise water infrastructure investment in pumping, storage, and planning for climate change (FAO, 
2018).

 Meanwhile, water auditing, also known as water governance assessment, goes beyond water accounting 
by examining changes in water supply, demand, accessibility, and use in the context of governance, 
institutions, public and private spending, legislation, and the larger political economy of water in specific 
areas (FAO, 2016).  

 Currently, Malaysia still lacks any comprehensive water accounting and water auditing reports that 
could assist the country in quantifying water governance. Moreover, some of the water status reports 
being used for the nation’s decision-making in water sector are also not regularly updated. the national 
Water Resources Study (NWRS) for example, is perhaps the most important reference for both the 
government and private sector, and yet it was last reviewed in 2012.

 Thus, decisions related to water security in the country are being made without the support of strategic 
reports which would have given the decision makers a more complete picture of the country’s state 
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of water sector. This includes issues such as cross-sector and inter-state transboundary water 
management, transparency, and integration.

e. Internationalisation

 Malaysia is still lagging when it comes to international benchmarking of data and information. A report 
by Global Open Data Index (ODI) in 2016 showed that Malaysia is ranked 87 out of 94 countries surveyed 
in Global ODI, with a score of only 10% (Open Knowledge Foundation, 2016). 

 Overall, Malaysia still lags other countries in providing an open data ecosystem. The lack of a Data 
Sharing Law as well as the lack of commitment to international data sharing and open data initiatives 
have contributed to this present status. Free flow and sharing of information are keys to spurring 
economic and democratic growth. The leaders of the Global ODI illustrate how open data are related to 
economic and political growth. the top five countries on the oDi list are as the following:
i. Taiwan
ii. Australia
iii. Great Britain
iv. France
v. Finland

 These countries also happen to be some of the most advanced countries in the world, both economically 
and politically. Malaysia will have to loosen up the barriers on data and information sharing and embrace 
the global commitment to open data if it harbours any intention of joining the advanced and developed 
world.

 One of the initiatives under the recently launched MyDIGITAL is to enhance cross-border transfer. 
To successfully achieve this initiative, Malaysia will have to commit to international data sharing 
partnerships. However, Malaysia is currently not a member of any data sharing partnerships such as 
Open Government Partnership (OGP) or the Open Data Charter (ODC) (Lim, 2021). Membership in these 
organisations would compel Malaysia to share more data internationally and be part of the open data 
global society.

 Open Science is another concept which is still in infancy in Malaysia. United Nations Educational, 
scientic, and cultural organisation (Unesco) defines the term ‘open science’ (Unesco, 2020) as:

 “an umbrella concept that combines various movements and practices aiming to make scientific 
knowledge, methods, data and evidence freely available and accessible for everyone, increase scientific 
collaborations and sharing of information for the benefits of science and society, and open the process 
of scientific knowledge creation and circulation to societal actors beyond the institutionalised scientific 
community.”

 
 It consists of major components illustrated in Figure 1.6 such as open data, open access, open-source 

software and open hardware, open science infrastructure, open evaluation, open educational resources, 
open engagement of societal actors and openness to diversity of knowledge.

 One of the key areas under Open Science is Open Data. Open Data means data can be freely used, 
reused, and redistributed by anyone, subject only, at most, to the good practice of acknowledgement, 
attribution, and citation. It is necessary that data and databases, as appropriate, to be clearly described 
as ‘in the public domain’, assigned a public domain waiver, or an open license, to ensure the openness of 
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data. Data should be available in a human- and machine-readable and modifiable format, in accordance 
with principles of good data governance, such as for example the FAIR principles. 

 Open Science also adopts the concepts of crowdsourcing as well as citizen science, where the public 
is encouraged to participate in the scientific process, such as data collection and observation and 
reporting of current events (such as flash floods), as well as imparting their localised knowledge related 
to water. 

Figure 1.6: The Components of Open Science
(UNESCO, 2020)
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2. Information and RDIC

a. Infostructure Status Report

 There are currently efforts by the government at integrating the infostructure related to water and 
water-related data and information. These include the Sistem Maklumat Sumber Air (SMSA) by JPS, 
Data Industri Perkhidmatan Air Negara berserta Spatial Mapping yang Interaktif (DIPAN-SMI) by KASA, 
HydroDat and GroW by JMG, as well as MyGDI by National Geospatial Centre (PGN). 

Figure 1.7: The Systems Architecture of SMSA
(Jabatan Pengairan dan Saliran Malaysia, 2020)

i. Sistem Maklumat Sumber Air (SMSA)
 sMsa structured data includes rainfall, water level, river flow, soil moisture, evaporation rate, 

sediment, water quality, tidal water level, dam storage, and dam level. Meanwhile, unstructured 
data includes videos, images, plans, studies, reports, and drawings. JPS also plans to integrate 
the various data gateways for its applications such as InfoBanjir, InfoKemarau, Program Ramalan 
dan Amaran Banjir (PRAB), and Rangkaian Hidrologi Nasional (RHN) into a single gateway in 
sMsa (JPs, 2017). sMsa is a step forward in integrating JPs’s vast data sources, as well as data 
from external agencies. it will enhance the department’s overall data management, processing, 
and distribution. Figure 1.7 shows the systems architecture of SMSA.

ii. Data Industri Perkhidmatan Air Negara berserta Spatial Mapping yang Interaktif (DIPAN-SMI)
 The DIPAN-SMI is an on-going project by KASA (KASA, 2021) to develop an integrated dashboard 

consisting of data on:
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●	 water resources (water resources locations, water quality, water intake information and 
groundwater information), 

●	 water supply (Water treatment Plant (WtP) profile, network utility, WtP water quality, treated 
water supply and demand, customer billing and complaints), and 

●	 sewerage (sewage treatment Plant (stP) profile, network system, service area, manhole 
points and other sewerage facilities).

 DIPAN-SMI is a positive development for data sharing in the water sector, especially in water supply 
and sewerage services sub-sectors. Figure 1.8 shows the specification and scope of DiPan-sMi 
that will strengthen information sharing amongst agencies under KASA and enable them to have 
access to crucial data related to water resources, water supply and sewerage.

Figure 1.8: specification and scope of DiPan-sMi
(Kementerian Alam Sekitar dan Air, 2021)

iii. HydroDat and GroW
 HydroDat is a groundwater database system developed by JMG. It consists of physical attributes 

related to groundwater such as location of tube wells, groundwater level and groundwater maps. 
It also contains 24 hydro chemical parameters that are useful for applications in sectors such as 
irrigation and domestic water supply (Jabatan Mineral dan Geosains (JMG), 2021). Meanwhile, 
GroW is a decision-making support system (DMSS) developed by JMG to assist decision makers 
in matters related to groundwater. It utilises big data analytics to determine the most optimum 
groundwater utilisation. This includes aspects such as location of water stress, availability of 
groundwater resources, and cost-benefit analysis as shown in Figure 1.9.

 HydroDat and GroW are two important groundwater data systems that complement the water 
resources management system in the country. Establishing linkages between IWSDC and these 
two systems will further strengthen the water data integration in the country in line with WST2040 
focus areas of integrating water data management system.

iv. MyGDI
 on the geospatial aspect, MyGDi is a government’s initiative to develop a geospatial data 

infrastructure to increase the knowledge about data availability and enhance access to geospatial 
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information. This is accomplished by enabling data sharing amongst partaking agencies. MyGDI, as 
the National Spatial Data Infrastructure (NSDI) for Malaysia, is a geospatial data infrastructure set 
up to achieve this objective (MyGeoportal, 2021). However, direct services of MyGDI are restricted 
to only registered users from government agencies. Any non-government users will still have to 
refer to the original data providing agency.

b. RDIC

i. Malaysia’s international competitiveness assessment
 Malaysia’s apparent competitiveness at international level can be misleading. While certain 

indicators show that the country is performing well internationally in innovation, export market, 
competitiveness as well as knowledge and talent, a deeper inspection shows that Malaysia’s actual 
competitiveness has been driven by talent and infrastructure rather than innovation. It also shows 
that Malaysia’s innovation capacity and skill need to be strengthened to move sti-based innovation. 
Figure 1.10 illustrates ‘tip of the iceberg’ nature of Malaysia’s international competitiveness. For 
example, Malaysia is ranked 22nd out of 63 countries in the World Competitiveness Yearbook (WCY) 
2019, with a score of 82.54 out of 100 points, according to the IMD World Competitiveness Centre 
in Lausanne, Switzerland (Malaysian Productivity Corporation (MPC), 2019). However, Malaysia 
is only ranked 44/63 in labour productivity and 46/63 in patent applications per capita. Malaysia 
is also ranked only 54/63 in ‘start-up procedures’ (academy of sciences Malaysia, 2021). other 
categories such as innovation, market, knowledge, and talent also show worrying fundamental 
weaknesses of Malaysia’s international competitiveness.

 Almost 80% of researchers in Malaysia are based in higher learning institutions, while only 15.8% 
come from business enterprises (Academy of Sciences Malaysia, 2017), as shown in Figure 
1.11. This is in stark contrast to countries such as South Korea and Japan, where most of their 
researchers (82% and 74% respectively) come from business enterprises.

 Moreover, according to the report, over 75% of research activities in Malaysia in 2018 are in basic 
research and applied research categories, while only about 25% are in experimental research 

Figure 1.9: Utilisation of Big Data Analytics for GroW by JMG
(Jabatan Mineral dan Geosains (JMG), 2021)
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Figure 1.10: Reality check - RDIC achievements in Malaysia after 63 Years
(Academy of Sciences Malaysia, 2021)

Figure 1.11: Percentage of Researchers (in full-time equivalent)
(Academy of Sciences Malaysia, 2021)

category, as shown in Figure 1.12. Moreover, Malaysia’s Gross Domestic expenditure on r&D 
amounted to just 1% of its GDP in 2018.

ii. Status of Water Related RDIC
 The RDIC scenario in water sector is also not very exciting. Research Universities are the dominant 

entities related to publications and grants on water research. The research grant award trend 
showed that 83% are for fundamental research and 66% for Science and Engineering. According 
to a study on “Setting a National Agenda for Integrated Water Research”, there were 3,216 
publications made from 1963 to 2012 in which 5,277 has been identified as unique authors from 
814 institutions with limited focus on pollution and river related research (Academy of Sciences 
Malaysia, 2014).
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 The Study concluded that past and current research on water in Malaysia has been largely 
ad hoc, fragmented, and only for academic purposes. Although there are 20 research centres 
in local universities in the country which also conduct water related research, the research is 
mainly performed independently and to meet academic pursuits and needs. Various issues and 
challenges on water management have been identified from the research made, but there is no 
clear direction in place to solve these problems by harnessing science, technology, and innovation 
through integrated and coordinated multidisciplinary research underpinned by an overall R&D 
framework based on national needs and priorities.

 In terms of grants for RDIC, Ministry of Science, Technology and Innovation (MOSTI) and Ministry 
of Education (MOE) have mostly managed the research and development funds in Malaysia, but 
the r&D for water is not significantly important (academy of sciences Malaysia, 2014). Mosti 
reported that water security, even though considered as one of the national priority areas for R&D, 
received only 1.8% of the funding for R&D in 2018, as shown in Table 1.2, (Malaysia Science and 
Technology Information Centre (MASTIC), 2020).

Table 1.2: R&D Projects Funded by MOSTI for National Priority Areas in 2018

 No R&D by National Priority Area Percentage (%)

 1 Medical and Healthcare 13.9
 2 Transportation and Urbanisation 11.3
 3 Cyber security 10.1
 4 Energy security 8.4
 5 Environment and Climate Change 7.9
 6 Biodiversity 5.9
 7 Food Security 3.9
 8 Plantation Crops and Commodities 3.8
 9 Water Security 1.8
 10 Other 33

                                       Total 100

Figure 1.12: Categories of Research in Malaysia (2018)
(Academy of Sciences Malaysia, 2021)
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 Throughout 10th MP, water related RDIC projects accounted for only 21 out of 1737 (1.2%) projects 
approved by Mosti, while the figure for 11th MP was 8 out of 217 or 3.69% (Ministry of Science, 
Technology and Innovation (MOSTI), 2021). This result shows that water security, even though 
listed as one of the key priority areas of RDIC, is not very well-funded.

 Meanwhile, water quality and water treatment remain the biggest area of focus for RDIC projects 
approved in both 10th MP (29%) and 11th MP (50%) as shown in Table 1.3 (Ministry of Science, 
Technology and Innovation (MOSTI), 2021). The focus areas for RDIC in water sector remain very 
narrow and other important areas such as virtual water and water footprints as well as water 
governing measurement tools such as water accounting remain underfunded.

Table 1.3: Areas of Focus within Water-Related Projects under 10th MP and 11th MP

 No. Area of Focus 10th MP 11th MP

 1. Infrastructure 1 (4.76%) 2 (25%)

 2. Weather Forecasting 1 (4.76%) 1(12.5%)

 3. Climate Change 4 (19.05%) -

 4. Water Management System for Agriculture 2 (9.52%) -

 5. Water Resource Management Tools 4 (19.05%) -
 6. Stormwater Management 3 (14.29%) 1 (12.5%)

 7. Water Quality and Treatment 6 (28.57%) 4 (50%)0

iii. Success Stories in RDIC in the Water Sector
 Despite the limited funding in water sector RDIC, several water sector products and services 

innovations by the private sectors and universities have been able to be commercialised through 
annual commercialisation programme, namely under Malaysian Commercialisation Year (MCY), a 
programme funded by MOSTI.

 amongst the innovations is the water filtration system to purify water, especially from raw, untreated 
water sources. this product is efinity Water Filter system, a chemical specially formulated with 
high concentration of aluminium polymerisation, a system designed to treat polluted wastewater 
by the industry with the use of natural ingredients and invented Hydroxyapatite beads of fish 
scales as a medium for calcium ions in water filter applications. in terms of irrigation system for 
agriculture, a Scalable Skid for Smart Farming System has been invented to achieve higher yield 
(Ministry of Science, Technology and Innovation (MOSTI), 2019).

 The above shows that while there have been a few success stories, the range of inventions in the 
water sector remains very narrow, mostly focussing on water filtration systems.

3. People (Intellectual Capital and Interactions)

a. Stakeholders Participation (Interactions)

 stakeholders’ participation is one of the key aspects of empowering people in iWrM. the ncer water 
management system, for example, illustrates the need for data and information-based stakeholder 
engagement, as well as a formal platform for stakeholder engagement. This is a region that would not be 
able to achieve sustainable economic growth and social well-being without such an intensive network of 
water resources development and distribution. The complexity of such system is not only in the operations 
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and maintenance aspects, but from a political, sectorial, and social aspects too. The level of complexity 
will continue to increase in the future not just within this region but spread over the whole country.

 This region hosts many investments of national interests – the Granaries for food security, the industrial 
areas, energy generation and tourism. The States are also concerned about protecting their development 
interests too, of which, water and land are both under the purview of the respective States. Thus, there 
will always be the Federal-State issues to resolve. With the system servicing multi-State (Kedah, Perlis, 
Pulau Pinang and Perak) water supply, there are also continuous State-State transboundary issues.

 There are also operational issues involving inter-Sector coordination and cross-boundary management. 
Issues such as water resource facility and storage sharing and determining priorities for water in the 
short and long-term are not easily agreed upon.

 Resolving all such issues requires constant negotiations. One of the key success factors under the 
circumstance is therefore to agree on the data and information as the basis for a scientific approach to 
decision-making.

 The lack of trusted and meaningful data is also causing friction between water stakeholders in Malaysia, 
specifically inter-state transboundary water management. the friction between Pulau Pinang and 
Kedah, which shares a small part of Sungai Muda, is one such example. Without any mutually trusted 
data and information, which is either not shared or not available, on top of the absence of any mutually 
trusted platform for engagements, the two states continue to engage in political arguments which are 
not contributing to nation building. 

 Similar situation is also hampering the proposed water transfer between Perak and Pulau Pinang. The 
main issue of provision of raw water vs treated water to Pulau Pinang continues to be the main stumbling 
block. However, if the two sides are willing to negotiate based on reliable and trusted water prices data 
and information, then both parties will be able to make facts-based decisions on the matter. 

 Furthermore, because of the current sectorial approach in water management, data for meaningful 
stakeholders’ engagement and public participation in the water sector is currently fragmented. there is 
no centralised repository for up-to-date stakeholders’ data which could be retrieved by all departments 
for use in any engagement activities. Much of the village, district and state level stakeholders’ information 
remain scattered at state level and even when it is shared to Federal level, it is only on an ad-hoc basis.

 One such example is the Water User Group (WUG) for irrigation management. Even though there are 
hundreds of WUGs in the country, the database of these WUGs (such as membership and organisation 
chart) is not readily available for the federal agency in charge, namely Bahagian Pengairan dan Saliran 
Pertanian (BPSP), Ministry of Agriculture and Food Industries (MAFI). Instead, the data is kept and 
managed by the individual Granaries across the country. For example, MADA manages the database 
of 49 WUGs under its administration (Mukhlis, 2019) while Integrated Agricultural Development Area 
(IADA Pulau Pinang manages the 66 WUGs database under its administration (IADA Pulau Pinang, 
2019). This data and information disconnect between the central implementation agency and the state 
agencies may hamper the development of WUG as an institution, but more importantly it also hinders 
the development of a systematic capacity building programme for WUG members.

 The stakeholders for water sector also comprise a core of people of similar background. However, with 
the current sectorial approach to water stakeholders’ engagement, many of these same stakeholders are 

CHAP 1.indd   27 6/3/2022   3:45:35 PM



28

WST 2040: INTEGRATED WATER SECTOR DATA CENTRE (IWSDC) Volume III

called to present their views and feedback multiple times by various departments and agencies involved 
in water sector management. This is not only inefficient but may also demotivate many stakeholders 
who are not at liberty to devote so much of their time attending multiple engagements.
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b. Specialist Career Development

 An assessment of the career development structure in many government organisations also shows that 
the current arrangement in many agencies is not conducive to specialist capacity building and career 
development. one of the main issues hampering growth in field-specific technical skills in Government 
departments is that staff usually do not stay in a specific division for a considerable amount of time. 
Most government servants remain at a particular division for only a limited time and once they are 
promoted, they will move on to another division or even different department altogether. While this 
movement enriches the experience of the officer, it also has the effect of disrupting the continuity of 
specific skills development at a particular division, especially for technical positions.

 The functional nature of water sector governance has also led to certain departments being dominated 
by specific professions. JPs for example, is dominated by civil engineers due to the need to fulfil its 
functions as the country’s water resources manager. this organisational set-up has been highly 
successful in fulfilling the department’s objectives, which tilts heavily towards development, operations, 
and maintenance, as well as providing services for the public. 

 However, this function-specific dominance also makes these government departments, through no fault 
of their own, to be more narrowly focussed and less nimble in developing non-traditional approaches 
to problem solving. One such aspect is in realising and unlocking the true value of data, where the lack 
of new professions such as data scientist and data analyst have not enabled these institutions to fully 
realise and unlock the maximum potential of massive data in their possession.

4. Infrastructure and Technology

Presently, each department oversees its own data and information infrastructure. JPS for example, collects 
hydrological data such as rainfall, river discharge, water level, evaporation and water quality and has its own 
infrastructure to accomplish these tasks. Meanwhile, DOE collects surface and groundwater quality data and 
has its own set of infrastructure. METMalaysia also collects data on rainfall, air temperature and relative 
humidity and its own infrastructure setup to collect these data.

The infrastructure development for data collection by each department is designed to serve their respective 
functions. Thus, there is little interoperability between the infrastructure setup of these departments. Each 
department also appoints its own vendors to install the equipment and other related infrastructure for data 
collection. Most of these vendors use proprietary software and hardware, usually from overseas, and they 
are not interoperable with other software and hardware, and they are not future proof. Thus, any attempts to 
integrate the data will inevitably face difficulties due to these issues. 

Moreover, the data collected also follows standards and nomenclature set by the respective departments and 
there are variances in data collection quality assurance standards. This sometimes results in interoperability 
and usability issues when the data is shared with other agencies, and in the case where data is shared, it is 
not given in a standardised format. Some examples of this include data format, technical terms, and units of 
measurements.

There is also no universal standard for water data collection quality assurance and quality control. For the 
data collected, there is usually no declaration on the data standards and quality assurance by the source 
department or agency. For external users, it is often expressed that the data quality checking and validation 
is the responsibility of the end-users themselves. They also have problems of receiving incomplete data, 
where there is a period of ‘no data’ in the information given by the data provider.
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There is also evidence that water data collection infrastructure is slowly deteriorating. One such instance is the 
Kerian Irrigation Scheme Telemetry System. The Kerian Telemetry system for hydrological data was installed 
in the 1980s to support the computerised decision support for irrigation, drainage, and flood management 
for the 22,000 ha. Kerian Granary. Over the years and particularly since early 2000s, the system performance 
deteriorated significantly to a point that it is now not functional anymore and water management is now 
dependent mainly upon the experience and knowledge of the Bukit Merah system operators. One of the 
main reasons cited for this situation was the result of the restructuring of JPS Malaysia when it was moved 
from MOA (now MAFI) to National Resources and Environment (NRE) Ministry (now KeTSA) in 2004. With this 
move, the focus of JPs Malaysia was more on water resources and flood management. although MaFi has 
an Irrigation and Agricultural Drainage Division (BPSP) with Federal Staff seconded from JPS Malaysia, the 
focus of this Division is on development works under the IADA programmes. The Kerian system operations 
and management remains under JPS Perak State. With this arrangement, the budget allocation for the 
upkeep of the telemetry system declined significantly. Frequent changes of key staffs due to transfers is 
another factor that affected the continuity and enrichment of knowledge and skills in the system operations. 
The present system managers acknowledged that there is an urgent need to revitalise the system for higher 
levels of service and system water management efficiency.

5. Finance (Incentives)

another barrier to data sharing in Malaysia is the financial cost to data acquisition. the Fees act 1951 imposes 
fees on certain data obtained from the government. Some of the fees charged by various departments are 
shown in Table 1.4.

Table 1.4: Fees for Data Charged by Various Departments

No. Government Agency Type of Data Amount (RM)

1. JPS for hydrology Data Rainfall 50 (for less than 3 months)
   100 (for 3 months to 1 year or between)
   50 (for 1 to 10 years or in between) 

   25 (for more than 10 years or in between)  
  Water level 155 (for less than 3 months)
   310 (for 3 months to 1 year or between)
   155.00 (for 1 to 10 years or in between)
   72.50(for more than 10 years or in between)

  Data Discharge (Stage-Discharge 35 (for less than 3 months)
  Curve of Derived Maps)  70 (for 3 months to 1 year or between)
   35 (for 1 to 10 years or in between)
   17.50 (for more than 10 years or in between)

  Data Discharge (Discharge Readings) 165 (for less than 3 months)
   330 (for 3 months to 1 year or between)
   165 (for 1 to 10 years or in between)
   82.50 (for more than 10 years or in between)

  Evaporation 35 (for less than 3 months)
   70 (for 3 months to 1 year or between)
   35 (for 1 to 10 years or in between)
   17.50 (for more than 10 years or in between)

2. JMG for geospatial data Geology 200/megabyte
 (in .shp format) Mineral source

  Geochemical

  Hydrogeology

  Engineering geology

  Geophysics 300/megabyte

  Marine geology 650/megabyte
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3. DOA for geospatial data Printed mapping 50/page (for AO/A1/A2/A3 size)

  Digital mapping (in .jpeg format) 50/page

  Digital mapping (in .shp format) 900/megabyte for land use mapping
   600/megabyte for land use review
   500/megabyte for published mapping

4. JUPEM for mapping Cadastre Survey and Mapping 12/copy for A0 size
   10/copy for A1 size
   8/copy for A2 size
   6/copy for A3 size
   4/copy for A4 size

  Digital cadastre data 8/image
   30/megabyte in .shp format

  Aerial photography mapping 10/copy for black and white
   20/copy for colour
   0.25/megabyte for expansion mapping
   65/model for mosaic preparation (digital)
   100/model for mosaic preparation (paper copy)
   0.25/megabyte for scanned image in .thf format
   0.35/megabyte for digital printed
   45/copy for mosaic printed

  Mapping reproduction 100/copy for mount print on reverse film
   80/copy for mount print on ordinary film

  Topographic map on 1: 25,000 scale 24/megabyte for less than 1 megabyte
  (in .dxf format) 22/megabyte for 1 to 50 megabytes
   20/megabyte for more than 50 megabytes

  Topographic map on 1: 50,000 scale 28/megabyte for less than 1 megabyte
  (in .dxf format) 26/megabyte for 1 to 50 megabytes
   24/megabyte for more than 50 megabytes

  Topographic map on 1: 25,000 scale 65/megabyte for less than 1 megabyte
  (in .shp format) 60/megabyte for 1 to 20 megabytes
   55/megabyte for more than 20 megabytes

  Topographic map on 1: 50,000 scale 115/megabyte for less than 1 megabyte
  (in .shp format) 110/megabyte for 1 to 20 megabytes
   105/megabyte for more than 20 megabytes

  Geoid information 3/point for geoid height
   250/page for 30KM X 30KM
   20,000/set for Peninsular Malaysia
   10,000/set for Sabah
   10,000/set for Sarawak
   250/set for Labuan F.T.

5. PlanMalaysia Digital geospatial data 100/megabyte for the first megabyte
   30/megabyte for the next megabyte
  Printed geospatial data 250/copy for A0 size (colour)
   125/copy for A0 size (black and white)
   120/copy for A1 size (colour)
   60/copy for A1 size (black and white)
   60/copy for A2 size (colour)
   30/copy for A2 size (black and white)
   30/copy for A3 size (colour)
   15/copy for A3 size (black and white)
   20/copy for A4 size (colour)
   10/copy for A4 size (black and white)

Table 1.4: Continued

No. Government Agency Type of Data Amount (RM)
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the Fees act is not just a financial disincentive for data sharing, but it also adds another layer of bureaucracy 
to data sharing by creating extra administrative procedures. This will create further hindrances to parties 
looking to procure data and information for various purposes.

For the country to move towards a more open data society, there is a need to review the Fees Act 1951 to 
reduce the financial as well as administrative disincentives in data sharing. the act provides authority for 
Heads of Departments to waive fees for documents and this provision could be utilised to remove most data 
sharing fees. While the government’s revenue might be slightly reduced by waiving data fees, the potential 
economic value that could be created from this incentive is enormous and almost unlimited.

1.3 The Challenges and the Need for IWSDC

There is a need to integrate the water data management system, not only for the functional use of the 
respective departments collecting them, but also for the use of other water managers as well as the public 
and private sectors. Integrated water data management is a fundamental approach to accelerating IWRM. 
The need to establish an integrated water sector data centre is driven by the challenges below.

1.3.1 The Challenges 

a. Meeting the Demand of National Aspirations 

 First, there is the challenge of meeting national and global aspirations, namely the WKB2030 and 
SDG2030. The WKB2030 focusses mainly on restructuring the economy towards a more knowledge-
based and high-value economy while ensuring more equitable sharing of wealth (Ministry of Science, 
Technology and Innovation (MOSTI), 2019).

 Meanwhile, the SDG2030 has 17 sustainable development goals with the objective of ending all forms of 
poverty, fight inequalities and tackle climate change, while ensuring that no one is left behind (United 
Nations Development Programme, 2015). Accessibility to integrated data is one of the key tools which 
could help government plan and develop programmes to achieve these goals, while at the same time, 
data accessibility will empower the public to be more aware and involved in the decision-making 
process.

 The recently released NSP 2021-2025 listed water as a national security item. The challenge for water 
sector institutions is now to provide a more consistent, detailed, and granular assessment of water 
security status report in the country for the MKN. Achieving this objective will require precise water 
quantifying governance tools such as water accounting and water auditing reports. Furthermore, there 
are currently gaps in the water management spectrum that will have to be filled, such as water for the 
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environment and biodiversity and water footprints and virtual water, which will have to be produced 
to present a more comprehensive national water security status report. These quantifying tools and 
reports require an integrated data platform that would be able to not just collect and compile data into 
one place, but also produce meaningful analysis of the status of the various water and water related 
sub-sectors.

 Next, data integration also provide opportunity to support the MyDIGITAL initiatives. Many of the initiatives 
under MyDIGITAL, such as the digital transformation of the public sector, increasing public inclusivity in 
digital activities and improving cross border data transfer requires seamless data integration and data 
sharing (economic Planning Unit, Prime Minister’s Department, 2021). More importantly, many digital 
economy initiatives listed in the Blueprint, specifically under ‘thrust 2: Boost economic competitiveness 
through Digitalisation’ also require a business-friendly data ecosystem using the Fair principles. 

b. Meeting the Challenge of Water Demand Management

 As the country progresses the demand for water gradually exceeds supply. Policy decisions on Water 
management is based on water and land data as applied in the NWRS 2012. Although seemingly outdated, 
this is still the current reference document for water policy and macro-management decisions. The 
results of the nWrs 2012 indicated that there are already severe deficits in available unregulated flows 
in several states (Table 1.5).

 The Study also indicated the deteriorating state of water quality and the environment (National Water 
Resources Vulnerability Index) in the country (Figure 1.13). All States in the Peninsular are already in 
the Moderately Vulnerable Category with four (4) States, Perlis, Pulau Pinang, Selangor and Melaka in 
the Vulnerable category. Only Sabah and Sarawak are in the Low Vulnerability Category but only just. As 
the country progresses further, the demand for water is projected to further increase and this will put 
further stress on the nation’s water quality and the environment.
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 Furthermore, as demand steadily increases, the inter-sector pressure to share resources also increases. 
Dams that used to be built for agriculture sector, such as Bukit Merah and dams in the MADA area, are 
now also serving domestic and industrial water supply needs. There are also now efforts to develop 
inter-state water transfer systems. The Pahang-Selangor water transfer system is already in place 
while the Perak-Pulau Pinang water transfer agreement is still being negotiated (Perbadanan Bekalan 
Air Pulau Pinang, 2019).

	 As	water	demand	increases,	finding	the	balance	in	WFE	Nexus	(Figure 1.14) will become more delicate 
and intense as storages may become inadequate and available water may not be enough to meet 

Table 1.5: Unregulated Flows in Malaysia by States
(RPM Engineers Sdn. Bhd.)

 

49 

 

 

  

Figure 1.13:	National	Water	Resources	Vulnerability	Index
(Academy of Sciences Malaysia, 2016)
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demands of all sectors at any one time. Thus, negotiations will have to be made to reallocate water 
resources according to water security priorities and urgency.

Figure 1.14: Water-Food-Energy Nexus with Respect to Water Resources
(RPM Engineers Sdn. Bhd.)

 As the country transitions towards water demand management, the level of data complexity required 
will also increase (Figure 1.15).

Figure 1.15: Water Demand Management and Data Complexity
(Academy of Sciences Malaysia, 2016)
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 All the water demand management scenarios described previously require a complex analysis, study, 
negotiations, and finally decision-making. these decisions could involve financial investments in 
infrastructure development and in non-infrastructure programmes. Each of these processes requires 
good, trusted data that is agreed upon as a basis by all negotiating parties. Furthermore, more 
precise and granular data is also required for complex WFE Nexus analysis in term of water resources 
prioritisation and allocation.

c. Climate Change, Extreme Events and Disaster Risk Management

 The impact of climate change will challenge the current management of extreme weather patterns 
such as floods, droughts, and sea level rise. Malaysia’s third national communication (tnc) projected 
that the average annual air temperature for the country may increase by 0.50C-1.00C during the period 
of 2030, and it may further rise to 0.90C-1.60C during the period of 2050. Central Sabah and the Northern 
Region of Peninsular Malaysia are projected to show the highest percentage of increments amongst 
the regions for 2030 and 2050, respectively (Ministry of Science, Technology, Environment and Climate 
Change, 2018).

 As global temperature increases, more extreme weather events are expected to occur. The TNC reported 
that detailed studies to measure the climate change impacts on flood areal extent have been performed 
for 15 flood prone basins in Peninsular Malaysia. the results of this study show that 14 out of the 15 
river basins are projected to experience increasing flood areal extents for 2030 and 2050 (Figure 1.16). 
the report also stated that the severity of flooding events is also projected to increase in the future.

Figure 1.16: Projected Flood Areal Extent for 15 River Basins in Peninsular Malaysia (2030 and 2050) 
(Ministry of Science, Technology, Environment and Climate Change, 2018)
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 Malaysia is also projected to experience periods of dry spells in the future. The TNC reported that the 
most severe ones are projected to occur during the period of 2025-2035 in Peninsular Malaysia, while 
in Sabah and Sarawak, they are expected to occur within 2045-2055.

 As for sea level rise, the West Coast of Peninsular Malaysia (inclusive of South Johor) is expected to 
experience a maximum sea level rise of 0.11m-0.21m for the period of 2050. The maximum sea level 
rise for Sabah is projected to be between 0.21m-0.62m for 2050 and Sarawak is projected to experience 
0.15m-0.22m rise for the period of 2050. 

 the projected extreme events such as flooding and dry spells projected under climate change scenarios, 
as well as ‘creeping impacts’ from sea level rise are complex problems that require good data, advanced 
scientific analysis and technological applications to manage. the present sectorial approach to data 
management is no more acceptable to manage such complex problems such as climate change induced 
disaster risk management and a more integrated approach, including data management is required.

d. Water for Wealth Management 

 Malaysia is a water-rich country. Malaysia’s total renewable water resource is 580 billion m3 per year 
and the available renewable water resources per capita is 18,700 m3 for a population of 31 million. 
When compared to asia and the Pacific’s average of 4,817 m3/capita, this is abundant (Academy of 
Sciences Malaysia, 2018).

 However, water sector is seen mostly as a supporting service for other sectors and there have been 
only limited efforts to utilise this water abundance into economic wealth. The transformation of water 
sector into a dynamic economic contributor requires an acceleration of IWRM approach. One of the key 
drivers behind this is the integration of data ecosystem, improvement of data quality and standards, and 
most importantly, high accessibility to reliable data for all users.

 This transformation also requires an integrated platform for RDIC involving all stakeholders, including 
government and private sectors, as well as the public. This platform will be an inclusive and open 
ecosystem where RDIC spectrum related activities can be planned, developed, coordinated, collaborated, 
and executed to the full extent (i.e., until commercial success). This RDIC collaboration platform shall 
also be complemented by adoption of advanced technology, including space technology, as well as 
utilisation of IR4.0 technologies such as big data analytics, AI and blockchain.

e. Demand for Public Empowerment and Participation

 Public participation and empowerment are an important component of national level water-related 
policy and Act, such as the NWRP 2012 (under Policy Directions for Core Area 3: Partnerships) (Ministry 
of Natural Resources and Environment Malaysia, 2012), and the WSIA 2006 (under Part V Chapter 1 
Clause 69 and 70: Water Forum) (Suruhanjaya Perkhidmatan Air Negara (SPAN), 2006). The irrigation 
sector also has a public participation platform via the WUG. While public participation has long been 
advocated, it has yet to achieve widespread support and has not been systematically adopted.

 An integrated data centre could be an important platform for empowering the public in IWRM. This could 
be accomplished by establishing a comprehensive database of water sector stakeholders which has 
been systematically documented and categorised. This database could be a basis for the establishment 
of a formal, national level stakeholders’ participation platform that could elevate public involvement and 
contribution in the sector to a more meaningful level. This would also be helpful for the government in 
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delivering high-quality services for a more demanding, well informed, and affluent general public, in 
line with national and global aspirations.

1.3.2 The Need for an Integrated Water Sector Data Centre

 An integrated water sector data centre is needed to meet the unique challenges presented above since 
these challenges require more precise and reliable data and information for decision making. Moreover, 
having a dedicated organisation will also provide few strategic advantages in terms of sustainability in 
achieving short-term and long-term objectives as well as in continuous career development. 

a. Dedicated Pool of Talents

 Water data management requires a very specialised sets of skills and knowledge. It also requires a 
long-term development and immersion, as well as high level of institutional maturity which provides 
high level of support services to water managers. Thus, a dedicated pool of talents must be developed 
and retained to develop specialised skills, sustain high service level, and develop industry-relevant 
solutions and innovations.

 One example where long-term, specialised talent development has resulted in highly skilled and capable 
personnel is MaDa. Being a statutory Body has afforded MaDa the ability to retain most of its officers 
throughout their career, and not worry about them being transferred to other agencies or departments. 
this ecosystem has also enabled MaDa to train and develop these officers throughout their careers 
continually and systematically. as a result, MaDa officers have specialised skills in various aspects of 
paddy production, including water data management. The telemetry system in MADA for example, has 
been consistently well operated, maintained, and improved upon throughout the years as MADA has 
retained the pool of dedicated and skilful staff who are familiar with the system. 

b. Multi-disciplinary Talents and Cross-Functional Collaborations

 Furthermore, an independent and statutorily recognised integrated water sector data centre will allow 
it to retain and develop multi-disciplinary talents. as opposed to traditional qualification and category-
centric organisations, these diverse multi-disciplinary talents will give the centre more flexibility and 
alternatives in developing creative novel solutions, adding values, developing innovations, and fostering 
entrepreneurship collaborations. This is especially true in the age of globalisation, where most 
innovative solutions require cross-disciplinary and multi-agency partnerships and collaborations. The 
current Covid-19 pandemic for example, has shown an integrated, multi-agency public health approach, 
combined with an integrated data management platform as well as strong public participation, is the 
most effective way to contain the disease.

c. Developing long-term relationship and confidence Building with stakeholders

 Having a dedicated organisation will also allow for the development of a long-term relationship between 
the organisation and its stakeholders. MADA is once again an excellent example of this relationship, 
where it has dedicated officers on the ground and interacting with the farmers to identify issues, 
solve problems and introduce new ideas and solutions. Over time, this long-term relationship builds 
mutual confidence, trust, and support between MaDa and the farmers, which is crucial for sustainable 
development and investment. Similarly, having a dedicated integrated water sector data centre will also 
enable it to develop mutual trust and mutual benefits with its diverse stakeholders.
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2.1 Establishing the Integrated Water Sector Data Centre (IWSDC)

The IWSDC is proposed as the first step in activating Strategy C1: Towards the establishment of an independent 
water data and information statutory body under Focus Area C – Enhancing the Data-driven Decision-
making for Sustainability of Phase 1 of WST2040 (Ministry of Economic Affairs, 2019). The IWSDC will also 
accommodate the Water Research Collaboration platform as the initial facility towards the establishment 
of the Water Research Consortium as stated in Strategy C2 – Integrating research on water through the 
establishment of the Water Research Consortium. These strategies are affirmed under 12th MP, which lists 
the establishment of an integrated centre for water data and R&D&C&I by 2025 as one of the targets under 
Priority Area B: Transforming the Water Sector.

In developing the concept of IWSDC in terms of its roles and functions, the considerations include global 
visions and national visions and policies for sustainable growth and development. These include the SDG2030, 
WKB2030, MyDIGITAL, and the NSP 2021-2025. In addition to these are WST2040 aspirations for Malaysia 
to be recognised as an ASEAN Water Hub and producing internationally recognised local innovations and 
technologies. 

2.2 The Concept

2.2.1 IWSDC as a Water and Land Data Integrator

IWSDC is to be established as a single-point, independent and dedicated reference centre for water and 
water-related data and information. It shall not duplicate the functions and services of existing Government 
Departments particularly with respect to water data and land data collection.

IWSDC plans to establish linkages with data providers including those with established and planned 
databases. These will bring massive advantage to IWSDC by enabling it to provide cohesive data related to 
water resources, water supply services, sewerage, agriculture (including rain-fed crops) as well as GIS related 
data. Thus, the IWSDC will be able to provide an integrated database which will cover the full spectrum of 
water sector, as well as data related to water such as land use, demographics and socioeconomics. This is 
proposed to be initially based on data sharing agreements or arrangements with the primary and secondary 
data providers whilst the data sharing policy and law are being developed.

The IWSDC will also collaborate with DOSM on the possibility of including water and water related data 
collection as an item in its proposed amendments of Statistics Act 1965. The IWSDC will also propose for it 
to be part of the MSDN and PADRN organisation set-up.

Consequently, an affirmative ‘Data Sharing Policy’ and the subsequent ‘Data Sharing Law’ such as the Freedom 
of Information Policy and Law, are to be established as the final step towards raising the standards of data 
sharing in this country on par with international standards and practices. At the same time data sharing 
disincentives and barriers should be reduced such as reviewing the Fees Act 1951 and the OSA 1972.

IWSDC will propose for the country to become a signatory to international open data alliances or partnerships 
such as the Open Data Charter or Open Government Partnership. Participation in an internationally recognised 
data sharing partnership is an effective way of improving the culture of data sharing in the country with a 
vision for higher levels of science and technology innovation capacity. In the long term, this partnership is 
also in line with the enactment of data sharing policy and law as proposed by this study.
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IWSDC is essentially a water data integrator, digitally compiling and collating data, with all the security 
controls and data quality assurances, from all other data collectors; processing and storing them for access 
to all end-users.

With the vast amount of data collated it shall provide services that are cross-sectorial and independent in 
nature. It shall also undertake support services for additional elements to the present water management 
spectrum such as Water Security, Water Accounting and Water Auditing tools and system, Water-Food-
energy nexus Management, Water Footprint, Virtual Water, Stakeholder Management, and Water and 
Climate Change Monitoring. These would subsequently lead to the timely preparation of selected strategic 
information and reports for decision-making.

IWSDC shall also provide a platform for Water Research Collaboration – encouraging and facilitating inter-
Government, public-private Sector, including the Academia and their students, research collaboration as well 
as provide opportunities for open Science for the public with a view to translate outcomes as of significant 
value for business development and commercialisation. This Water Research Collaboration platform is a 
precursor for the eventual establishment of a Water Research Consortium. 
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Malaysia has recognised the importance of open Science and has launched the Malaysia open Science 
platform (MoSp) pilot Initiative on 7 november 2019 (MoSp, 2020). This initiative was implemented by ASM 
with five Research Universities in Malaysia to explore development of open Science, especially in the areas of 
policy and guideline, capacity building and awareness, as well as infrastructure.

IWSDC by itself and as necessary, should undertake research and development projects such as water for the 
environment and water related software development. The vast amount of data could also be used for special 
projects using the latest applications of Big Data Analytics, Blockchain, Artificial Intelligence and Machine 
Learning.
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Whilst many of the present water management services use “ground-based” technology applications, IWSDC 
shall also be developed to promote “Space as the New Frontier for Water Management” through applications 
of space sciences.

The establishment of IWSDC is planned to be in tandem with MYSA’s high resolution (0.5m x 0.5m) satellite 
launching planned for 2025 along with the establishment of National Space Policy 2030 (Figure 2.1) and the 
Lembaga Angkasa Malaysia 2020 Bill. Preparations for capacity building for applications of remote sensing 
technology for water management shall be timed such that it will be ready to be fully activated when the 
Malaysian satellite is launched. Simultaneously, pilot projects in selected RBMUs should be activated. These 
should be seriously considered as Immediately Implementable Projects (IIPs) under 12th MP.

Figure 2.1: National Space Policy 2030
(Malaysian Space Agency, 2020)

CHAP 2.indd   43 6/3/2022   3:47:33 PM



44

WST 2040: INTEGRATED WATER SECTOR DATA CENTRE (IWSDC) Volume III

In general, the concept of IWSDC is that it is a virtual platform functioning as a search engine for water data 
and information for all 191 RBMUs in the country, for water stress and for water for wealth management, 
facilitating Water Research Collaboration, encouraging applications of space sciences in water management 
and providing opportunities for significant public participation in water management and prospects for 
business development and attracting talents in high value jobs in a digital economy. 

Equally important it shall also function as a source for improved designs and operations and maintenance 
for higher efficiency. An integrated data and information data source would also enable for the development 
of cross-sector integrated projects. It shall also be one of the central components in the development of a 
national and international water hub.

One excellent example is the Silicon Valley, which is world renowned as a hub for the IT industry. Box 2.5 
illustrates how socio-economic elements such as ‘convergence of academia, businesspeople, private sector 
and government is vital to the success of Silicon Valley. Furthermore, cultural elements such as ‘inspiration 
from past success stories’ and ‘level-headed approach to failure’ are also very important resilience factors in 
Silicon Valley. Finally, from a business development and marketing point of view, Silicon Valley’s preference 
for developing platforms over product innovation also plays a key role in the sustainable success of this 
renowned hub.

It is in essence, a platform to “unlock the value of water data” that has long been virtually inaccessible to 
interested users.
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The government has in its collection a treasure trove of data and information, which, if shared with the 
public, could unleash massive torrents of innovations and new enterprises. Furthermore, the experience 
of the IT industry has shown that building a platform creates a much more sustainable business model 
than just building a product or service. This has been proven in the success of ‘platform giants’ such as 
Google, Facebook and Amazon, amongst others. Similarly, IWSDC envisions itself to ultimately becoming 
such a platform for water management for all RBMUs in the country. This approach should be the catalyst 
for innovations and entrepreneurship which in line with the Phase 2 Theme of WST2040 (13th MP 2026-2030), 
namely, to develop world class indigenous technology.

2.2.2 Responding to Lessons learned from the Covid-19 Pandemic

The design of the IWSDC shall be based on the lessons learned from the Covid-19 experience that emphasised 
the need for timely exchange of good, reliable, trusted data and information for sound decision-making. The 
“Whole-of-Nation” approach that involves the collaborative efforts of the Government and society in water 
management. This is necessary not just for water crisis situations but for continuous management under all 
circumstances including for disaster risk reduction efforts, climate change mitigation and adaptation as well 
as for water for wealth.

2.2.3 The Game Changer

Transformation in the context of WST2040 is taken as increasing the rate of change or accelerating change 
to achieve the desired state of water management earlier than it would be at the current rate of change. To 
achieve this, the IWSDC has been designated as one of the Game Changers in WST2040.

As a Game Changer, IWSDC will need to be the catalyst to intensify and converge the focus, direction, and 
dynamics of data management by the many water players that would excite all other stakeholders and attract 
them to actively participate in water management as well as benefit from the opportunities provided by the 
Sector.

Thus, the structure of IWSDC is also designed such that the data and information sharing is systematically 
organised to be made available beyond sectorial boundaries. This by itself is a strategy to accelerate 
IWRM through data and information integration. With this, all Federal-State, State-State, Inter-Sector, 
public participation and decision-making shall be based on a common set of mutually agreed data and 
information. 
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2.2.4 Water Research Collaboration Platform

The water sector RDIC is guided by the 10-10 MySTIE Framework, which is part of the NSTIP 2030. The 
framework lays out a detailed plan to turn Malaysia into a knowledge-intensive economy. Its goal is to increase 
Malaysia’s position in the global innovation value chain by generating shared economic success throughout 
the country’s different ecosystems. 

This Framework will make it possible for important economic sectors to become more knowledge-intensive 
and innovative. This will improve Malaysian industries’ competitiveness and long-term viability. (Academy 
of Sciences Malaysia, 2021). ‘Water and food’ are listed as one of the key socio-economic drivers under the 
Framework and the science and technology drivers include areas such as advanced intelligence systems, 
augmented analytics, and data discovery, as well as blockchain. 

The main function of this Water Research Collaboration Platform is to strengthen the linkages between 
Government and the Private Sector in RDIC. In many aspects, the Government will need to initiate and take the 
lead in research and development requiring huge capital and human resources investments. The Government 
will also have to take responsibility in activities that are routine but continuous and with national coverage 
that is necessary and important as building blocks for research and applications. Water data collection is 
one of these.

The RDIC linkages could only be strengthened with open data and information sharing all through the links 
and supported by a system or programmes that facilitates collaboration, especially for high-technological 
innovations and commercialisation. Figure 2.2 illustrates some of the collaboration linkages.

Figure 2.2: Examples of Full-scale Implementation of RDIC
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One good example of a complete chain of RDIC is the development of premium chicken eggs (Omega Egg) by 
MARDI. Here MARDI conducted the Research and Development efforts until the technology was ready to be 
commercialised. Then, MARDI Corporation, which is a 100% MARDI owned company, licensed the technology 
to private sector for further innovation and commercialisation.

On higher levels of technology RDIC, the opening of the GPS facility by the US Government from a strictly 
military application to the public, spurred a series of world class private sector innovations such as Waze, 
Garmin, Google Maps, and many more. The sharing of space research and development data by Governments 
to the private sector has now allowed for private sector participation in space business such as space tourism 
(SpaceX), space entertainment, space debris cleaning and satellite launching.

The RDIC initiatives are not just for the large corporations or requiring large investors. The WEO for example, 
is a relatively small start-up company that is allowed free access to remote sensing data from the European 
Space Agency. This company then develops analytical techniques to provide water resources consultancy 
services.

Another model for encouraging private sector or even individuals to participate in the RDIC linkages is via 
hackathon competitions where participants submit proposals by using data made available through IWSDC. 
The winning proposals would then be eligible for funding through Government programmes such as that by 
MOSTI or private investors. 

Box 2.8 describes the potential of a water hub. The potentials include development of applications (Apps), 
advanced hydraulic and hydrological models, environmental management models, space science applications 
and Open Science participation.

The proposed areas of focus under the Proposed National Water Innovation Roadmap (NWIR) could be 
encouraged by applying similar approach as shown in Figure 2.3.

This NWIR 2040 by KASA and its implementation by NAHRIM was approved by the High-Tech Nation Council 
and National Science Council. This Roadmap is one of the main references for water RDIC activities in the 
country for the next 20 years. The roadmap encompasses five main programme areas namely:
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a. Clean River
b. Reserve Margin
c. Smart Water
d. Disaster Risk Reduction
e. Water Financing

It is estimated that RM11.2 billion in Government funds can be saved through water efficiency and disaster 
reduction and RM6.4 billion in economy can be generated, involving eco-health tourism, sewerage treatment 
operations, water supply operators and efficient water treatment technology. It is also expected that 630,000 
job opportunities can be created covering the scope of business, development, and operations in the fields 
of applications, software, water technology, finance, and other careers (National Water Research Institute 
of Malaysia (NAHRIM)). An initial cost of RM100 million is required over the period 2021 to 2040 from the 
Government and the private sector or industry for this proposed roadmap to be materialised.

2.2.5 The Outcomes of IWSDC and Water Research Collaboration under 12th MP 

The general outcomes of the IWSDC in Phase 1 of the transformation plan are summarised in Figure 2.4.

For the objectives, the IWSDC would be able to support rapid exchange of data and information and produce 
strategic reports and support decision-making towards increasing the confidence level of the public on 
water security. The data and information would also be tuned not just for normal operations and for stress 
situations but for managing the wealth of water for the wealth of the nation.

Supporting the driver, high levels of data and information accessibility will empower people and encourage 
meaningful participation in water management. This can be accomplished by providing a formal stakeholder 
engagement platform. A more affirmative strategy for public participation would be to institutionalise 
stakeholder linkages to the National Water Council (MAN) and the respective State Water authorities as 
shown in Figure 2.5.

As enablers, the IWSDC shall develop quantitative tools for governance in the form of water accounting and 
water auditing system. In addition, IWSDC shall drive for the introduction of related data and information 
sharing policies and laws.
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Figure 2.4: WST2040 12th MP Framework

Figure 2.5: Linkages for Public Participation and Communication
(Academy of Sciences Malaysia, 2018)
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Apart from enhancing capacity in data-driven decision-making, the IWSDC will provide the Water Research 
Collaboration platform to strengthen the RDIC linkages and facilitate public-private collaboration with 
opportunities for innovations and new businesses.

IWSDC will provide continuous good, reliable, trusted data for sustainable financing with the ability to develop 
better project evaluation analysis, towards higher returns on investments and varied options for integrated 
water projects not only within the sector, but also beyond the sector, such as water and tourism, water and 
environment, and water and energy.

Similarly, IWSDC will play an active role to support more water efficient designs and operations and 
maintenance for existing and future infrastructure particularly with applications of space technologies.
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3.1 IWSDC Overall Framework

IWSDC overall framework structure comprises the following as shown in Figure 3.1.

a. Input
b. Systems Architecture
c. Output and Services
d. Support
e. enablers
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3.2 Input – Primary and Secondary

The input comprises primary and secondary data necessary to support water management as shown in 
Figure 3.2. Primary data inputs are common water data for use by water managers, the industry, and the 
public. Secondary data inputs are those needed to complement the primary water data in decision-making 
such as policy development and disaster risk management. The IWSDC input will also be complemented by 
crowdsourcing, indigenous knowledge, and other aspects of Open Science concept.

Figure 3.2: IWSDC Input

3.2.1 Current Organisational Structure and Water Sector Inventory

Systematic collection of water data is conducted by various government agencies, the main agency being 
JPS. Other main collectors and custodians of water and water related data would be METMalaysia, DOE, JMG, 
MOh, and BBA.

JPS’s main function is to investigate drainage, floods, irrigation, water resources, rivers, river estuaries 
and the coastlines, and as such, JPS has, through the years, developed a network of hydrological stations 
(as shown in Figure 1.3) distributed all over the country to collect time series of water levels in rivers, point 
rainfall and evaporation and coastal data. Besides these, at the water level stations, JPS conducts regular 
river discharge gauging and at some of the water level stations, suspended sediment and water quality 
samplings. As for coastal data, the Coastal Engineering Division of JPS started a shore-based data collection 
programme, Littoral Environment Observation (LEO) of incident wave height, period and direction, current 
speed and direction and to record beach profiles changes over time (Department of Irrigation and Drainage, 
n.d.).

METMalaysia’s primary function covers monitoring of weather, climate and the atmosphere and as such it 
collects rainfall, evaporation, wind speed and direction and other weather data. however, most of its stations 
are at the airports since besides weather forecasting, METMalaysia is focussed on weather and atmospheric 
conditions affecting flights. Due to the importance of maintaining flight safety, MeTMalaysia is also equipped 
with radar stations for detecting rainfall. hence, the use of radar to complement point rainfall data collected 
by rainfall stations to get a more accurate assessment of rainfall over an area ( Jabatan Meteorologi Malaysia, 
n.d.). Figure 3.3 shows the main meteorological stations owned by METMalaysia. Currently, the department 
has 42 main meteorological stations throughout the country.

DOE conducts water quality samplings at many designated locations in rivers all over the country and at 
water intakes to monitor the state of the river water quality expressed in the form of water quality classes. 
DOE also monitors groundwater quality in many wells in the country (Department of Environment, n.d.). Alam 
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Sekitar Malaysia Sdn. Bhd. (ASMA), a company that used to collect water quality data on behalf of DOE is still 
actively collecting data. Figure 3.4 shows the monitoring stations across the country by DOE which consist of 
air monitoring stations, river monitoring stations, and marine monitoring stations.

Figure 3.3: Main Meteorological Stations by METMalaysia
(Jabatan Meteorologi Malaysia, 2021)

Figure 3.4: Monitoring Stations by DOE
(Department of Environment, 2021)

Pakar Scieno TW Sdn. Bhd. is another company specialising in water quality monitoring and was awarded in 
2016 a 15-year contract to develop, establish and implement the National Environmental Quality Monitoring 
Programme (NEQMP) in Malaysia.

JMG is the department that conducts groundwater mapping and valuation, in addition to monitoring of quality, 
quantity, environmental impact and development related to agriculture, industry, mining and climate change 
(Department of Mineral and Geoscience Malaysia, n.d.). Currently, JMG has mapped a total of 4,758 tube 
wells across the country which is shown in Figure 3.5.
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Agencies dealing with agriculture such as BPSP, Agricultural Authorities such as MADA, KADA and the 
IADA offices also collect water data, especially rainfall, evaporation and water levels. The network of rainfall 
and water level stations maintained by MADA (as shown in Box 1.4) for their irrigation scheme areas is 
very comprehensive covering the levels of their water supply dams (Muda and Pedu Dams), water levels 
in their barrages (MADA Barrage and Pelubang Barrage), irrigation canals, pumping records, settings of 
their water control gates and so on (Ministry of Agriculture and Food Industries, n.d.). DOA collects data 
including geospatial data on land use, soil, agroclimatic, and rainfall area mapping. under land resources, 
DOA conducts ground investigations on soil types and soil porosities beneficial for identifying water use for 
planting. DOA produces secondary data such as land use data through remote sensing from MYSA satellite 
imagery and water map using data from MeTMalaysia. Figure 3.6 shows the Agricultural Water resource 
Systems maintained by DOA.

Figure 3.5: Tube Wells Mapping Location
(Jabatan Mineral dan Geosains (JMG), 2021)

Figure 3.6: Agricultural Water resource Systems by DOA
(Department of Agriculture, 2021)
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Water regulating bodies such as Lembaga urus Air Selangor (LuAS), Lembaga Sumber Air Negeri Kedah 
(LSANK) and water operators such as Syarikat Air Negeri Sembilan (SAINS), and Pengurusan Air Selangor 
Sdn. Bhd. (AiS) are also interested parties in water availability and water quality and as such they also collect 
water data, primarily water quality data. For example, the assets managed by AiS is sizeable, comprising 7 
dams, 1 off-river storage (OrS), 29 water treatment plants (WTP), more than 600 pump houses and more 
than 1500 service and balancing reservoirs, including 30,000 km of pipelines. They monitor their status in 
terms of dam and OrS levels, releases, bursts and leakages in their pipelines, water quality at their WTP 
intakes and also operate 3 water quality laboratories.

Other agencies or bodies that collect water data would include TNB and its research arm, TNB research 
Sdn. Bhd. (TNBr) which collects data such as the turbine releases of their hydropower system, dam releases 
for environmental flow, rainfall, flood flows, and dam levels for their dam inflow monitoring and forecasting 
system (Tenaga Nasional Berhad, 2021). Figure 3.7 shows the hydrology stations maintained by TNB in 
peninsular Malaysia located in Perak, Pahang, Terengganu and Kelantan. Currently, TNB has a total of 121 
hydrology stations.

Figure 3.7: TNB hydrological Stations in Perak, Pahang, Terengganu and Kelantan
(Tenaga Nasional Berhad, 2021)

IWK and JPP sample and test effluent water quality of their sewage treatment plants for compliance. NAhrIM 
is actively involved in water research studies and is the main agency in the country involved in climate change 
studies and as such NAhrIM maintains a database of projected rainfalls, temperature and evaporation for 
various climate change scenarios and associated data such as climate change factors and water stress 
indices (NAhrIM, 2020).

The collection of tidal information is led by JuPeM, Jabatan Laut Malaysia (JLM) and Pusat hidrografi 
Nasional (PhN). All three agencies publish annual tide data and tide projections. JLM’s and PhN’s interest is 
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more on navigation while JuPeM’s interest is to monitor sea level. JuPeM also sets the tidal level and mean 
sea level with respect to Land Survey Datum (LSD). Levels of the tides form the lower boundary levels for any 
flood analyses (Jabatan ukur dan Pemetaan Malaysia, n.d.).

Topography, land use, river alignments, locations of rainfall stations and areal distribution of rainfall which 
influenced flow in a catchment are spatial data collected, maintained, and used by various agencies with the 
main agency being JuPeM. The other government agency active in collecting and maintaining spatial data is 
PLANMalaysia (PLANMalaysia, n.d.). however, with advances in remote sensing, the involvement of Malaysian 
Space Agency (MYSA) in collection of data based on satellite imageries is gradually gaining importance and 
as such MYSA will be another agency contributing data for water management.

Other organisations collecting water data would include the large plantations such as Sime Darby which 
monitors rainfall for their crop water management. 

MYSA has opened their remote sensing data to the public. Imagery from MYSA’s remote sensing satellite is 
available for download and this service is used mostly by academics. MYSA will be launching satellites with 
sensors able to capture imageries with resolution of (0.5m x 0.5m), comparable with PLeIADeS satellite 
made by France. The use of remote sensing will significantly reduce the problem with monitoring transient 
events. The problem of cloud cover which is the general problem of remote sensing in the tropical areas can 
be resolved with the use of cloud penetrating radar sensors. remote sensing is one of the 3 areas of interest 
pursued by MYSA besides navigation and communications. MYSA has developed a series of application for 
clients since its inception. A total of forty (40) application systems have been developed since. The application 
systems encompass many fields including disaster management, land monitoring, agriculture and fisheries, 
natural resources and environment management, and environmental health (Malaysian Space Agency, 
n.d.). 

Besides raw data, all the agencies involved also produce processed information in the form of charts, graphs, 
reports, isohyetal maps, hydrological procedures, water resources publications, and manuals. They are 
referred to by consultants, researchers and government agencies in water related studies and design of 
water related systems or works. efforts by the government agencies and departments at integrating the 
infostructure related to water and water-related data and information include the SMSA by JPS, DIPAN-SMI 
by KASA, hydroDat and GroW by JMG, as well as MyGDI by National Geospatial Centre. 

In short, these departments, agencies and private sector organisations contribute to overall primary data - 
water data which includes hydrological data (rainfall, seepage, river level), water quality, water reserve, water 
resource, water asset, river basin, and water use. Secondary data includes non-water related data such as 
land use, demography, topography, and socio-economic indicators. A summary of water data collection and 
the functions of the various departments collecting water data is summarised in Figure 3.8 and Figure 3.9.
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3.3 Systems Architecture

The systems architecture for IWSDC will contain elements such as standards, good practices, QA/QC, storage 
and security (Figure 3.10).

3.3.1 Standards, Goods Practices and QA/QC

a. Standards

 Both conventional and non-conventional water networks offer various water management guidelines 
and standards. Nowadays, most nations are shifting towards holistic restructuring of water systems 
in order to provide an integrated view on the state of water resources. This means exchange of water 
data with other organisations should be beneficial to those that have interest in the collected data. With 
this, water data standards must be established in support of all stakeholders upon the establishment 
of IWSDC. Currently, various government departments and the private sector collecting data and 
information related to water follow different standards.

 Malaysia currently use MS1759, a Geographic Information/Geomatics – Features and Attributes Code 
MS 1759:2004 for geospatial data. For instance, JPS, as the biggest custodian for water is using MS1759 
as their standard, as well as by other departments that are involved in water data collection (Pusat 
Geospatial Negara, 2020). The standard is set as a national GIS standard for geospatial data that enables 
data sharing process amongst government agencies. The standard is to be applied by all businesses that 
produce, distribute, or utilise geospatial data or/and non-geospatial data. It specifies the method for 
encoding of geospatial data as well as offers the discretion of the feature and its associated attributes 
for the exchange of digital geographic information. 

 National Water Quality Standards (NWQS) is currently being practiced by DOE Malaysia to evaluate the 
quality status of the river, lakes and reservoir, coastal, estuarine and island marine water, groundwater 
as well as drinking water. The standards describe the water class based on the standard values of 72 
parameters, the classification of level of pollution by individual pollutant, as well as the water classes 
and their uses respectively (Department of Environment Malaysia, 2021). 

 Internationally, Open Geospatial Consortium (OGC) has developed WaterML 2.0 as a standard 
information model to represent water observations data to allow the exchange of such data sets across 

Figure 3.10: IWSDC Systems Architecture
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information systems The Standards are funded through a water information research and development 
alliance between The Australian Commonwealth Scientific and Industrial research Organisation and 
the Australian Bureau of Meteorology. It aims at being an interoperable exchange format that may be 
re-used to address a range of exchange requirements (Open Geospatial Consortium (OGC), 2012).

b. Good Practices

 A good practice is a method or approach that has been widely acknowledged as superior to all alternatives 
as either it generates better results, or it becomes the normal way of doing things. It also includes a 
feature of accredited management standards by standard bodies such as International Organisation 
for Standardisation (ISO) and International Telecommunications union (ITu) which IWSDC will apply 
wherever possible.

c. QA/QC

 In collecting and standardising data, it is important to ensure that the data collected in a database is 
kept in a state of high quality, reliable, accurate and precise data with high standards. The data collected 
must also be able to be reliably compared to other similar datasets from other databases and original 
sources. 

 A plan must be formed by the database managers on how to review the data before it is collected or 
compiled, and they must think of how to systematically address the errors, conflicts, and other data 
problems they are likely to encounter in each dataset. 

 A quality control procedure should comprehensively provide a complete detail of the contents in the 
data and metadata dataset. QA/QC is an approach to list the actions taken to evaluate the data, how 
decisions were made regarding problem resolution, and what actions are taken to resolve the problems 
at each step in the data life cycle. Quality control and assurance should include: 

i. Determining how to identify potentially erroneous data 
ii. how to deal with erroneous data 
iii. how problematic data will be marked 

 A data manager may observe a particular dataset for outliers and refer the original data source to 
confirm any suspicions about certain values and make a change to the dataset received. In live or 
real time data transfer, the data manager could compare data streams from remote sensors, finding 
discrepant data and choosing or dropping data sources accordingly. recording how these steps were 
done can be invaluable for later understanding of the dataset, even by the original data collector. 

 Mechanisms must be in place to compare datasets against each other that provide a measurable means 
to alert any differences if they do indeed arise. These differences can indicate a possible error condition 
since one or more datasets are not exhibiting the expected outcome exemplified by similar datasets. 

 Automation via software can be an efficient way to document data QA/QC as it is being performed. 
These can be done via scripts, macro or standalone programs that can be distributed and used by 
data collectors and providers at the data source. To ensure as little discrepancies in data variation 
as possible, these programs should also include a built-in documentation. Automation creates error-
checking and review that is highly repeatable. These types of data formatting and quality checking has 
been accomplished in Australia in the form of Australian Water resources Information System (AWrIS). 
The AWrIS processes data and the associated metadata (such as location and method), and checks are 
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made to ensure that the data is consistent with existing information received before this data is loaded 
for public access (Nicholls, 2009).

 The Australian Bureau of Meteorology has established consistent data collection, management and 
transfer standards to develop the Water Data Transfer Format. This format has been promoted as the 
preferred method for transferring water time series data and metadata to the AWrIS system. (Nicholls, 
2009).

 A plan for QA/QC is needed so that users of the final data can understand how to best use the data 
and avoid potential mistakes that might occur in the final product due to use of poor-quality data. 
Data documentation must be done explicitly to ensure the data collected is free from errors, missing 
information, and conflicts.

3.3.2 Storage and Security

The storage and security include eight main components which are big data architecture, Cloudera Data 
Platform (CDP) infrastructure design, network requirements as well as database setup (data lake, data 
warehouse and data mart). The Overall IWSDC Infrastructure Setup is as per Figure 3.11.

Figure 3.11: IWSDC Overall Infrastructure Setup

a. Big Data Architecture

 Big Data Architecture is designed to manage the ingestion, processing, visualisation and analysis of 
data that are too large or too complex to handle with traditional tools. Depending on organisations, Big 
Data may be hundreds of gigabytes or hundreds of terabytes in size. The minimum amount considered 
as Big Data is 1 Terabyte (TB). 

 A Big Data Architecture determines how the collection, storing, analysis and visualisation of data is 
done. Big Data is also referred to when defining how to transform structured, unstructured, and semi-
structured data for analysis and reporting. 

CHAP 3.indd   64 6/3/2022   3:48:05 PM



IWSDC – The STruCTure

65

 The proposal is to use Cloudera Data Platform Private Cloud (CDP-PvC) Base License environment for 
IWSDC’s Big Data Platform Setup as shown in Figure 3.12.

Figure 3.12: Generic representation of CDP-PvC

 The architecture shows how the Generic flows from Data Sources into the hadoop ecosystem using the 
Cloudera Data Platform and to end user Tools. This includes:
i. Data Sources: raw information and logs originating from Primary and Secondary Data.
ii. Data Ingestion: Data is injected into the collector tool, which has been customised to ingest raw 

data. In the Ingestion Tool, data will be distributed to the hadoop ecosystem for Processing, Data 
and Statistics, QA/QC, Storage and Dissemination. 

 Data Processing shall be performed in the following stages:
i. Data Management
ii. Data Access
iii. Data Processing
iv. Data Storage

 The processed and standardised data shall then be exported in a structured form and interactively for 
the final Data representation Stage to serve IWSDC’s functions such as:
i. Annual Strategic reports
ii. Water research Collaborations (rDIC) 
iii. Data and Statistics Distribution for Operations
iv. Big Data Analytics applications
v. Blockchain applications
vi. Artificial Intelligence applications

b. CDP Infrastructure Design

 The preliminary CDP infrastructure design for IWSDC is shown in Figure 3.13 and Figure 3.14. The 
design is currently a concept and will be scalable in the future as the IWSDC expands and requires more 
servers to this Data Lake.

 The low-level design will also be able to scale up to exabytes in size without degradation of data or 
analytic performance. It will be able to cater up to 500,000 streams and perform batch processing of 
data sources, which can be up to 100 terabytes of incoming data.
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Figure 3.15 describes the IWSDC CDP Private Cloud Base Infra Physical Architecture Diagram in more detail 
together with the proposed generic Intranet network linkages.

c. Network requirements

i. Network Specification
 With a Dedicated hardware Network, hadoop can consume all available network bandwidth. For 

this reason, Cloudera recommends that hadoop be placed in a separate physical network with 

Figure 3.13: IWSDC Data Lake ecosystem Design Diagram (1/2)

Figure 3.14: IWSDC Data Lake ecosystem Design Diagram (2/2)
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its own core switch. Switch Per rack hadoop supports the concept of rack locality and takes 
advantage of the network topology to minimise network congestion. 

 Ideally, nodes in one rack should connect to a single physical switch. Two top-of-rack switches can 
be used for high availability. each rack switch (i.e., top-of-rack switch) uplinks to a core switch 
with a significantly bigger backplane. Cloudera recommends 10 GigaBit ethernet (or faster) 
connections between the servers and top-of-rack switches. Top-of-rack uplink bandwidth to the 
core switch (two switches in a high availability configuration) will often be oversubscribed to some 
extent. 

ii. uplink Oversubscription 
 Oversubscription is dependent on workload. Cloudera’s recommendation is that the ratio between 

the total access port bandwidth and uplink bandwidth be as close to 1:1 as possible. 

 This is important for heavy workloads of extraction, transforming, loads, and Mapreduce jobs that 
have high data traffic. Oversubscription ratios up to 4:1 is generally fine for balanced workloads, 
but network monitoring is needed to ensure uplink bandwidth is not the bottleneck for hadoop. 
Table 3.1 provides some examples as a point of reference: 

Figure 3.15: IWSDC CDP Private Cloud Base Infra Physical Architecture Diagram

Table 3.1: Guidelines for Oversubscription ratio

Access Port Bandwidth (In use) uplink Port Bandwidth (Bonded) ratio

48 x 1 Gbe = 48 Gbit/s 4 x 10 Gbe = 40 Gbit/s 1.2:1

24 x 10 Gbe = 240 Gbit/s 2 x 40 Gig CFP = 80 Gbit/s 3:1

48 x 10 Gbe = 480 Gbit/s 4 x 40 Gig CFP = 160 Gbit/s 3:1

 It is important to not exceed 4:1 oversubscription ratio. For example, if a top-of-rack has 20 x 10 
Gigabit ethernet ports used, the uplink should be at least 50 Gigabit Per Second (Gbps). Different 
switches have dedicated uplink ports of specific bandwidth (often 40 Gbps or 100 Gbps) and 
therefore careful planning should be made to choose the right switch types.
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iii. redundant Network Switches 
 having redundant core switches in a full mesh configuration allows the cluster to continue 

operating in the event of a core switch failure. redundant top-of-rack switches will prevent the 
loss of an entire rack of processing and storage capacity in the event of a top-of-rack switch 
failure. General cluster availability can still be maintained in the event of the loss of a rack if 
master nodes are distributed across multiple racks.

iv. Accessibility 
 The accessibility of the Cloudera enterprise cluster is defined by the network configuration and 

depends on the security requirements and the workload. Typically, there are edge/client nodes 
that have direct access to the cluster. users go through these edge nodes via client applications 
to interact with the cluster and the data residing there. These edge nodes could be running a web 
application for real-time serving workloads, Business Intelligence tools, or simply the hadoop 
command-line client used to submit or interact with hadoop Distributed File System (hDFS). 
Cloudera recommends allowing access to the Cloudera enterprise cluster via edge nodes only. 
The user can configure this in the security groups for the hosts that the user assigns. 

v. Internet Connectivity 
 Clusters that do not require heavy data transfer between the Internet or services outside of the 

immediate network and hDFS still might need access to services like software repositories for 
updates or other low volume outside data sources. Completely disconnecting from the Internet 
will block access for software updates, making maintenance difficult. 

vi. Operating System
 For nodes of the Operating System, it is recommended to install red hat enterprise Linux (rheL) 

Centos 7.6 and above, because it has required software dependencies that Cloudera Software needs.

d. Data Lake / Data Warehouse / Data Mart
 raw data from the data lake will be used to populate the data warehouse. An administrator can create 

a virtual warehouse, created in Cloudera data warehouse module. Administrators can create multiple 
virtual data warehouses based on a single database catalogue. The virtual data warehouse can be 
dynamically scaled based on user requirements. Data from the data warehouse can be extracted to a 
smaller data mart – using Talend Data extraction tool, tailored to user requirements. The transferred 
data can be scheduled to run at every hour or once a day, depending on the requirements. The data 
mart will be created on an Online Analytical Processing (OLAP) database, outside of Cloudera. The 
relationship between data lake, data warehouse and data mart are shown in Figure 3.16. 

Figure 3.16: IWSDC Data Lake, Data Warehouse and Data Mart
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3.4 Output and Services

Figure 3.17 illustrates the output and services of IWSDC. This new independent water data centre body will 
serve end users with the following:

a. Water research Collaboration (rDIC)
b. Data and statistics distribution for operations
c. Strategic reports
d. Big data analytics applications
e. Blockchain applications
f. Artificial intelligence applications

3.4.1 Water Research Collaboration (RDIC) 

The IWSDC will be promoting the role of Water research Collaboration. The collaboration platform and 
programmes established by IWSDC will be a precursor to the establishment of a Water research Consortium 
as envisaged in the Strategy Paper No. 16. One example of how a collaborative platform for rDIC works is 
through events such as hackathons. The Water hub hackathon in Durham, uK for example, was a competition 
for the public to develop solutions in the fields of water and environment. The hackathon gave access to 
water and environmental data to the public and asked how this data and information could be better shared 
and communicated in a beneficial manner.

3.4.2 Water Data Platform (IWSDC Water Platform)

Water Data Platform function is one of the main components of IWSDC which fulfils its role as a one-stop 
centre for water and water related data for all stakeholders in the water sector. The IWSDC Water Platform 
will integrate the data and it will be made available to any user either in unstructured, semi-structured or 
structured forms. users of these data include government institutions, students, consultants, industries, 
researchers, NGOs, and many others.

The Water Data Platform is shown in Figure 3.18. The data and information provided by the IWSDC will 
serve many functions including fulfilment of government department’s duties and functions, planning and 
designing of projects, undertaking of studies, thesis, university related projects, rDIC activities as well as 
decision-making in investment, strategic planning, development and risk assessment.

3.4.3 Strategic Reports

The Strategic reports are designed to fill in the gaps in the water management spectrum. IWSDC will produce 
these reports to service end users that include Federal and State Governments, water operators, research 
institutions, universities, private sectors, and the public. 

a. Water Security

 Water security is defined as “the capacity of a population to safeguard sustainable access to adequate 
quantities of acceptable quality water for sustaining livelihoods, human well-being, and socioeconomic 
development, for ensuring protection against water-born pollution and water related disasters, and for 
preserving ecosystems in a climate of peace and political stability” (uN Water, 2013). Water security 
is also now an item under the NSP 2021-2025. It is now imperative that the state of the nation’s water 
security and confidence level is reported in a detailed and consistent manner to the nation’s decision 
makers. IWSDC can assist this undertaking by producing annual water security reports to MKN, which 
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will not only provide it with information on the nation’s water security status but also on the nation’s 
food security situation (from water resources point of view).

b. Water Accounting

 Water accounting involves the calculation of water resources and utilisation of water, analogous to 
financial accounts concept of presenting information on income and expenditure. The need of water 
accounting is based on the premise that ‘One can only plan and manage resources which have been 
measured’. 

 IWSDC will produce water accounting report to enhance and quantify water governance in the country. 
It could be the basis for numerous strategic activities related to water, such as water allocation and 
inter-basin water transfer, water trading, water pricing, water infrastructure investment and conflict 
resolutions.

c. Water Auditing 

 A full water auditing system is yet to be established in 
Malaysia. IWSDC will support it by carrying out annual 
water accounting reports. Then there is also a need 
to establish the Water Auditor General, for instance, 
to audit the water accounting report. Similar to Public 
Accounts Committee (PAC), a Public Water Account 
Committee needs to be established to examine the 
water accounting report. The Committee will review 
and address the issues raised in the audit report and 
table it in the Parliament.

d. Water for environment and Biodiversity

 Accounting for environmental needs in the total 
water resources management would indicate that the 
environment is the biggest user of water. At present, 
there is no single authority responsible for water for 
environment and biodiversity. The DOe Malaysia is only 
responsible for regulating the quality of water. IWSDC 
may be the lead institution responsible for reporting 
water for environment and biodiversity. This will be 
accomplished through the cooperation with relevant 
departments in government agencies such as DOe, 
Forestry Department as well as Department of Wildlife 
and National Parks.

e. Disaster risk Management (DrM)

 Data and information are needed at different stages of disaster management that includes risk 
assessment, developing risk reduction strategies and action plans, developing disaster response plans 
during the disaster event and also planning for actions immediately after as well as short and long-term 
recovery plans. Overall, this can be considered as developing strategies for increasing the resilience of 
the community and the country to face disasters.
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  IWSDC is a centralised and integrated centre that stores primary and secondary data such as rainfall 
data, water level data, stream flow, evaporation, GIS, survey data, topography, satellite and aerial 
imageries, statistic and demography data (e.g., evacuation centres, hospitals) at national level. This will 
be an important data source for DrM. The size of data can be huge in capacity as these are integrated 
data from various agencies. Therefore, data must be structured and customised for better coordination 
and easy assessment by any organisation or ministry at any point of time. 

f. Water and Climate Change

 “Climate change” is defined as a change of climate which is ascribed directly or indirectly to human 
activity that changes the composition of the global atmosphere and which is in addition to natural 
climate variability observed over similar time periods (united Nations, 1992).

 Malaysia’s Third National Communication (TNC) projected that the average annual air temperature for 
the country may increase by 0.50C-1.00C during the period of 2030, and it may further rise to 0.90C-1.60C 
during the period of 2050. As a result, certain areas in Malaysia are expected to experience more severe 
floods, droughts as well as sea level rise in the future.

 Climate change data requirements can be determined from the development of several model scenarios, 
whether generic or specific such as the sea level rise, agricultural production loss, land loss, migration 
and relocation patterns, and water supply decrease. 

g. WFe Nexus

 WFe Nexus based on a holistic economic and 
environmental perspective should use consistent, 
reliable, and comprehensive data as well as sound 
scientific references. It is also imperative that data 
across the nexus sectors are comparable in terms 
of accuracy and resolution. Accurate economic 
databases could further support the setting of 
efficient water prices. Moreover, precise data needs to 
be collected and maintained for agricultural and energy production and technology at various levels, 
including throughout the supply chains of goods and services concerned.

 Data analysis and scenarios are part of a Nexus assessment, which inform stakeholders about Nexus 
interactions, highlighting trade-offs and synergies between different resource uses. As water becomes 
scarce, and competition is growing between the energy and agricultural sectors, there is still a lack of 
reliable and policy-relevant data and information to guide water allocation choices. effective cross-
sectorial consultation mechanisms are needed to ensure the development of concerted efforts to 
address this problem, and to make sure that decisions on water release and allocation are taken as 
part of an integrated, long-term and multi-sectorial strategy. 

 By enhancing data collection and management, IWSDC plans to spur the strengthening of WFe Nexus 
through interventions to strengthen the institutional capacities, enhance the finance mechanisms, 
and implement economic instruments and integrated economic approaches to measure the impact of 
Nexus to the economy. 
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h. Water Safety Plan

 unsafe drinking-water, inadequate sanitation and deficient hygienic practices remain the main reasons 
of disease in both developing and developed nations, causing millions of deaths each year, mostly amongst 
children under five years old (Prüss-Üstün A, 2008). Water Safety Plan (WSP) is an essential strategy 
to ensure the safety of water provided to the consumers. Within the WSP are the various necessary 
Standard Operating Procedures (SOP) which will ensure a constant state high service level as well as 
a state of preparedness for any untoward incidences that threaten or disrupt supplies supporting the 
comfort of lives and living for domestic and industrial end-users.

 Water safety plans will require data that is considered to be part of water security. These datasets must 
consist of catchment area, asset locations and distribution network. The information required to assess 
water safety plans may include GIS, water quality data, water level data, rainfall data and weather 
forecasts.

 IWSDC could assist in the implementation of WSP in several ways. For instance, collaborating with MOh 
to provide data on water quality monitoring based on WhO standards. This will allow for production of 
report on water safety. It could also provide related secondary data such as flood damage, land use 
planning, drought projection, amongst others. Furthermore, IWSDC could also provide surveillance 
capabilities to monitor potential sources of pollutions coming into sources of water supply and ensure 
safe water being supplied to consumers. 

i. Water Stakeholder Management

 The WST2040 roadmap preparation involved a comprehensive participation of various stakeholders, 
including Ministries, Government Agencies, Non-Governmental Organisations (NGOs), academics, 
industry players and members of the public, to ensure the transformation is fully implemented.

 IWSDC aims for the development and sharing of knowledge, adoption of interrelations, and establishment 
of cross-functionality between stakeholders through water stakeholder management report as well as 
the public stakeholder platform approach.

j. Water Quality Monitoring

 Various types of data are needed for water quality monitoring including the quality and quantity 
information of water in water bodies. In line with many developed countries in monitoring water quality, 
Malaysia has also started using application of GIS including space based remote sensing for monitoring 
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purposes. This is done to limit the field cost, enhance data collected, produce digital map, and observe 
the large-scale monitoring of water quality.

 The production of water quality monitoring report by IWSDC in a timely manner will assist in greater 
decision-making. This is especially important since Malaysia is experiencing rapid urbanisation and 
population growth that may affect water quality.

k. Virtual Water

 IWSDC will publish virtual water report to assist in 
determining the amount of water required to produce 
various products and services as well as towards 
determining how best to use the scarce water available 
especially in semi-arid and arid areas.

l. Water Footprint

 The water footprint analysis of many industries in 
Malaysia can be improved with data and information 
from IWSDC. IWSDC will also be able to produce reports 
on the consumption of each industry, and even focus on 
specific companies to highlight its water use feasibility 
compared to others. With better data annually, trends 
can be analysed to a better plan on the aspect of 
sustainability, water tariffs, and even pollution taxes.

m. Water efficiency

 To achieve better water efficiency, the water regulatory 
policies and the promotion for the mandatory use 
of efficient products or water saving device are the 
important aspects. Legislation is required for uniform 
application of standards, building codes and water 
efficiency labelling schemes.

 Data must be measured pre and post water efficiency 
measures that have been put in place. expansion of 
water efficiency activities can then be done with the 
information generated. Data requirements are not 
limited to water consumption, water use reduction, 
water landscaping and wastewater as it can be very 
broad depending on the industry, locality or purpose of 
water use at any given area.

 The data and information collected by IWSDC can help communities gauge the water efficiency of each 
household. The water efficiency report can also be distributed to each household with comparisons to 
the housing area and national average, thus, better awareness can be achieved. The same is applied to 
larger scale industries with recommendations to improve their water efficiency. 
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n. rainfed Agriculture Monitoring

 At present, accessibility of wide range of spectral 
measurement, excellent spatial and temporal 
resolution, remote sensing is seen as a valuable tool 
for agricultural applications. It has high-performance 
tool from the availability of methods that allow the 
measurement of surface biophysical variables and 
modelling approaches in the water sector. IWSDC will 
adopt the use of remote sensing for improved rainfed 
agriculture water resource management and support it through production of rainfed agriculture 
reports. One sector that could immensely benefit from this service by IWSDC is the oil-palm plantation 
industry. 

o. environmentally Sensitive Areas (eSA) Monitoring using Indigenous Knowledge

 eSAs are areas that are vital for the commodities, services, and life-support systems that they provide, 
such as water purification, pest management, and erosion control. Furthermore, they relate to locations 
that hold the nation’s biodiversity’s treasure (Ministry of housing and Local Government, 2010).

 Depending on the type, characteristic, and level of sensitivity/importance involved, it is critical that 
these regions remain unaffected by development, are protected, or sustainably maintained (Ministry of 
housing and Local Government, 2010). The eSA are ranked as eSA 1, 2, or 3 based on these management 
criteria: 
●	 eSA rank 1: No development, agriculture or logging shall be permitted except for low-impact 

nature tourism, research and education.
●	 eSA rank 2: No development or agriculture. Sustainable logging and low impact nature tourism 

may be permitted subject to local constraints.
●	 eSA rank 3: Controlled development whereby the type and intensity of the development shall be 

strictly controlled depending on the nature of the constraints.

 Figure 3.19 illustrates the map of eSAs in Peninsular Malaysia according to eSA 1, eSA 2 and eSA 3 
rankings.
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 examples of eSAs monitoring using indigenous knowledge in Malaysia include habitat for wildlife, 
fireflies and river terrapins.

 IWSDC will integrate the applications of indigenous knowledge through Open Science which will be the 
basis of sharing information on water and water related data. These data will be useful for the planning 
and development of water for environment and biodiversity by identifying the vulnerable areas as well 
as the potential alternative areas for the habitat requirements of flora and fauna across the country.

Figure 3.19: Map of eSAs in Peninsular Malaysia
(Ministry of housing and Local Government, 2010)
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p. WST2040 Monitoring report

 WST2040 is a 20-year long transformation plan which encompasses eight Sub-Sectors. each of the Sub-
Sectors has proposed strategies which outlines programmes and activities under the long-term plan. 
upon ePu’s approval, a comprehensive monitoring system based on criteria approved by a dedicated 
committee is necessary as an instrument to monitor the progress of the outcomes from the strategies 
undertaken by each Sub-Sector. 

 WST2040 Monitoring report is proposed to be the instrument for measuring outcome-based impacts of 
the implementation strategies and initiatives by each Sub-Sector. The development and implementation 
of a monitoring system is important in ensuring all development projects and initiatives planned by the 
government under the WST2040 succeed according to plan.

i. WST2040 Monitoring System 
 A monitoring system needs to provide basic data and statistics regularly and interpret the data 

critically. The monitoring system will need to develop a set of indicators, establish baseline data, 
and guidelines for assessment on achievement (Mokhtar, Chan, & Goh, 2009). 
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 The output-outcome-impact framework is shown in Figure 3.20. Outputs are the direct products 
or services delivered by the projects or initiatives. The outputs, combined in a complex way, will 
lead to the desired outcomes of the project or initiative as described in its objective. The outputs 
and outcomes provide a visualisation of the impact which is the changes after the project has been 
implemented (Mokhtar, Chan, & Goh, 2009). 

Figure 3.20: Output-outcome-impact framework

 A sustainable monitoring system involves a continuous data collection and data analysis processes 
over the long term. It is important that the proposed collecting and analysing agencies commit 
themselves to provide information on a timely basis to continue sustaining the monitoring system 
(Mokhtar, Chan, & Goh, 2009).

 Guidelines for assessing the progress of WST2040 shall be developed to cover technical information 
and technical worksheet for analysing and reporting. The performance progress could then be 
reported, and subsequently provide feedbacks.

ii. WST2040 Monitoring Committee
 The design and management of the WST2040 monitoring system could be placed under IWSDC. 

The overall WST2040 proposals will need go through an approval process by EPU. This will include 
the formation of the WST2040 Monitoring Committee. The system will have to be designed based 
on the requirements of the Monitoring Committee relevant to the outcomes for each Sub-Sector. 

 WST2040 Monitoring Report will monitor and measure the achievement of the outcomes as 
proposed by each Sub-Sector which are approved by EPU. Appropriate indicators will be set for 
each outcome, as the monitoring tool to measure their achievement. Amongst the strategies 
proposed by each Sub-Sector, whose outcomes will require monitoring are shown in Table 3.2.

 WST2040 Monitoring Report will be one of the strategic reports produced under IWSDC. This report 
will be the instrument to monitor the progress and achievements of the outcomes proposed under 
each Sub-Sector at all levels of planning, implementation, and evaluation. Specific indicators will 
be developed and will be used as the monitoring tool of the outcomes. This shall be developed 
upon the approval by EPU and consequent formation of the Monitoring Committee. The system 
will then be designed based on the requirements of the Monitoring Committee. The ASM Water 
Committee is proposed to spearhead the committee.
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Table 3.2: Sub-Sectors Strategies

Sub-Sector Strategy

AACB Quadruple helix stakeholders training
Institutionalisation of Public Participatory Platform (PPP)
enforcement of policies and laws for better water governance via AACB Training
Strategic partnership and establishment of resource person directory within Government’s 
local/regional/international network
Integrated and comprehensive data sharing and management for AACB programmes
Publication and dissemination of best water management practices from resource Person 
through public communication
Funding for non-structural capacity building towards IWrM
Tax incentives, awards, and recognitions to water managers
IWrM training centres and Pusat Informasi Sungai
Nucleus and complimenting Training Centres at national and state level

IWSDC establishment of an Integrated, Single-point reference Centre
Strategic reports on Water Management
Water Data Platform (water data and information interactive platform)
rDIC Collaboration Platform
Seamless Data Sharing
Tools to Quantify and Assess Water Governance
Public Participation Platform
establish Water hub
Capacity Building and Talent Development for Water Stakeholders

Ir4.0WS Innovation & research and Development Centre (Centre of excellence) 
Smart Water & Smart Citizen
Water Wise & Smart Cities
Digitalisation of manual water ecosystem
Technology Advancement with Big Data Analytic & Data Warehouse, Blockchain & Artificial 
Intelligence Framework

WFe National Water Department and river Basin Organisation (rBO) under KASA
Needs Assessment at river basin level for WFeN policymaking 
WFeN Technical Guide and Manual
WFeN Centre of excellence
WFe Nexus Modelling in key river basins
economic valuation of water at key river basins
WFeN database and DSS in all river basins Indigenous WFeN infrastructure and technology 
mainstreaming and marketing

Ir4.0 Innovation & research and Development Centre (Centre of excellence) 
Smart Water & Smart Citizen
Water Wise & Smart Cities
Digitalisation of manual water ecosystem
Technology Advancement with Big Data Analytic & Data Warehouse, Blockchain & Artificial 
Intelligence Framework

WFe National Water Department and river Basin Organisation (rBO) under KASA
Needs Assessment at river basin level for WFeN policymaking 
WFeN Technical Guide and Manual
WFeN Centre of excellence
WFe Nexus Modelling in key river basins
economic valuation of water at key river basins
WFeN database and DSS in all river basins Indigenous WFeN infrastructure and technology 
mainstreaming and marketing
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Table 3.2: Continued

Sub-Sector Strategy

CCIA Disaster preparedness and recovery
Adaptive capacity to climate change
Integrated climate change adaptation and disaster risk reduction approach
evidence-based and risk-informed actions, data driven decision-making, and knowledge 
assimilation in planning and implementation
Financial capacity for climate resilience
Technical capacity of operational agencies at the river basin level
Investment in disaster risk management
Adaptive capacity to climate change
regional linkages on disaster risks, climate change and IWrM
Community engagement and capacity in disaster management

VWWF VW & WF awareness amongst the public and industry
Financial rewards and incentives
Policy and law to support WF initiative
Strengthening WF governance and WF in businesses
VW & WF global trade
Institutional set up
Model river basin

AWF Financial Sustainability of Water and Sewerage Operators
New policy and regulatory instruments to support AWF
Sewerage assets ‘Facility License’ Private investment and public participation in water 
supply, sewerage, and other non-tariff activities
Disaster risk Financing & Alternative Financing
utilisation of Green Climate Fund (GCF)
Wakaf Air, Land Swap, PFI, PPP and PBC, Minimum exposure Policy, and Cash Waqf Sukuk 
Implementations
Development Bank (DB) for Water or Water Bank

WeS Institutional reforms at all levels
Water tariff review
Improved demand side water management 
Coordinated Collaborative Platforms
Interconnected Water Supply System
Multi- and Inter-Disciplinary talents in water sector
Value Creation of Local Water Sector
Integrated Smart Water Grid System

3.4.4  Big Data Analytics, Blockchain, and Artificial Intelligence 

Big Data Analytics, Blockchain and Artificial Intelligence are three technological tools which will be utilised 
by IWSDC to enhance its data analysis, strengthen its products and services, and assist in decision-making. 
These technologies could also be applied in tandem with crowdsourcing activities. Some application examples 
include reporting of floods and water pollution and the management of paddy irrigation scheme.
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3.5 Support

For the IWSDC to be successfully implemented, it will require a support structure as shown in Figure 3.21, 
which comprises:

a. Technology
b. Institutional Structure
c. Finance, and
d. human resources
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Figure 3.21: IWSDC Support

3.5.1 Technology

IWSDC will utilise space technology in coordination with 
MYSA, which is planning to launch a high-resolution satellite 
of (0.5m x 0.5m) in 2025 and renting three other satellites with 
similar capabilities. The combination of remote sensing and 
data technologies will enable IWSDC to develop applications 
such as irrigation monitoring management for paddy field 
area, artificial intelligence approaches to water catchment 
monitoring using remote sensing data and water quality 
modelling based on space based remote sensing applications. 
IWSDC will also be developed with built-in capabilities in 
latest data technologies such as big data analytics, artificial 
intelligence and blockchain. These applications are just a 
few samples of activities that illustrate the vision of IWSDC 
as a one-stop centre that will apply the latest technologies 
and utilise an integrated water data for the development of 
applications that will become catalysts for RDIC activities in the country.

a. Space Technology as the New Frontier in Water Management 

 Figure 3.22 shows the 0.5m high-resolution satellite captured the changes in forest coverage from 
deforestation in and around Chiribiquete National Park (most of the area right of the Yarí River, 
Colombia). This shows how deforestation activities can be monitored remotely to ensure a more 
integrated approach to water resource and man-made disaster management.

 Figure 3.23 shows a pair of images for part of the Upper Klamath National Wildlife Refuge, USA. In 
2020, drainage channels appeared flooded by dark water from Agency Lake, whereas in 2021, water 
levels appeared lower, as a result of sustained drought in the area.

 Currently, MYSA is a subscriber to satellite services from foreign countries including SPOT (France), 
PLEADES (France) RADARSAT (Canada) as well as from free satellite data providers namely NOAA (US) 
and MODIS (US). The satellite data from these providers is transmitted to MYSA’s Satellite Operation 

New Professions
1. Data Scientist
2. Business Intelligence Analyst
3. Database Architect
4. Data Modeller
5. Data Visualisation Developer
6. Machine Learning Engineer

SUPPORT

Technology

Institutional Structure

Human Resources

Finance

IWSDC
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Complex (SOC) in Temerloh, Pahang. An Antenna system purchased from Zodiac Data Systems; 
France is installed at SOC and can receive high resolution satellite data (0.5m). The system functions 
automatically and can trace the satellite in space at approximately (± 0.5 °). The radius of coverage area 
is 2000km from the SOC. The SOC can receive satellite data twice a day from these providers.

Figure 3.23 environmentally Sensitive Areas (eSA) – Wetlands
(Planet Labs Inc., 2020)

Figure 3.22: Water resource Monitoring – Deforestation
(Planet Labs Inc., 2020)
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 The SOC uses Direct receiving Station Multi Mission (DrS MM) from Airbus DS GeO, France which 
processes satellite data from SPOT and Pleiades. This DrS MM system consists of specific hardware 
and software to produce standard satellite data from SPOT (1.5m resolution) and Pleiades (0.5m 
resolution).

 Figure 3.24 and Figure 3.25 show the Satellite Image resolution Comparison of Masjid Putra, Putrajaya 
from a low resolution satellite to high resolution satellite (Pleiades 0.5m subscribed by MYSA). The 
high-resolution satellite capability enables MYSA to conduct remote sensing activities in many areas 
including water management. Once MYSA launches its own satellite in 2025, it will have higher degree 

Figure 3.25: Satellite Image resolution Comparison of Masjid Putra, Putrajaya (2/2)
(Malaysian Space Agency, 2021)

Figure 3.24: Satellite Image resolution Comparison of Masjid Putra, Putrajaya (1/2)
(Malaysian Space Agency, 2021)
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of independence and flexibility over the whole satellite data spectrum, from procurement to processing 
and distribution. Furthermore, with ownership, its capacity in the overall technological expertise related 
to satellite management will also be enhanced.

b. Ir 4.0 Technologies

 Ir4.0 technologies will complement projects conducted by IWSDC, such as producing strategic reports 
or rDIC activities to enhance the technical and analytical capabilities, as well as to produce smart data-
driven solutions for the stakeholders in the water sector.

3.5.2 Institutional Linkages

To successfully establish the IWSDC as a one-stop centre for water data, there must be a linkage between 
IWSDC and institutions that collect these data throughout the country. The IWSDC itself would not be collecting 
any primary or secondary water related data, but it will collect and integrate data from various institutions. 
This arrangement will ensure that IWSDC will not interrupt the current operations of various data collecting 
institutions in the government, and they will be able to continue with their traditional operational functions.

Next, the IWSDC will integrate, process, and analyse the data to produce outputs such as data and statistics 
for operations, strategic reports, applications and reports using big data analytics and artificial intelligence, 
and be a precursor to rDIC related activities. These outputs will be beneficial to various government agencies, 
universities, research institutions, NGOs, and businesses. Subsequently, the IWSDC will also become a 
platform of collaboration for businesses and start-ups to germinate and develop any ideas that could be 
translated into successful projects. IWSDC could provide facilities such as accessibility to data, linkages to 
research and development institutions, as well as possible access to financing by third party. The proposed 
overall IWSDC institutional linkages are shown in Figure 3.26.
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3.5.3 Finance

The IWSDC also requires financial and budgetary support to institutionalise its establishment as well as 
to sustainably operate and maintain the organisation. The detailed breakdown of IWSDC’s budgetary 
requirements for both capitalisation as well as operations and maintenance are included in Chapter 5: of 
this report.

3.5.4 Human Resources

The IWSDC also requires multi-disciplinary and cross-sectorial expertise to ensure its viability as a one-stop 
data centre. Thus, it requires experts in data and database related fields such as data scientist, data analysts 
and data visualist. It also requires experts and researchers in various fields of science, social science, and 
engineering to properly utilise the data collected in IWSDC and produce strategic reports of value such as 
water accounting, water for the environment and water footprints and virtual water, to conduct in-house rDIC 
activities and coordinate external research efforts, as well as assist in space-based data analysis for water 
sector. The IWSDC will also be supported by experts in information technology, finance, human resources, 
and corporate matters.

a. Organisation Chart

 The overall organisation chart for IWSDC is proposed as per Figure 3.27 to Figure 3.31, outlining the 
various departments required for the IWSDC to fulfil its functions and duties properly.

 Detailed human resources requirements for all divisions in IWSDC is as per Appendix F while the cost 
estimates are detailed in Chapter 5: of this report.

Figure 3.27: IWSDC Overall Organisation Chart
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Figure 3.28: Water research Collaboration Division

Figure 3.29: Water Data Platform and Strategic reports Division
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Figure 3.30: Technology Division

Figure 3.31: Corporate, Finance and human resources Divisions
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3.6 Enablers

The enablers for IWSDC are policy and legal foundations which will become a source of authority for IWSDC 
to operate (Figure 3.32). The proposed policy and legal arrangements for IWSDC include the following:

a. Data sharing agreements with data collectors and providers
b. National Data Sharing Policy
c. National Data Sharing Law

The IWSDC will also take into consideration the following aspirations as the enables, namely: 

a. SDG2030
b. WKB2030
c. WST2040
d. 12th MP
e. NSP 2021-2025
f. MyDIGITAL
g. 10-10 MySTIE

Figure 3.32: IWSDC Enabler

In the interim, data sharing agreements with data collectors will be made on a bi-lateral or multi-lateral basis, 
where IWSDC will sign agreements with various data providers, including Sabah and Sarawak state agencies. 
The next steps are the drafting and eventual adoption of a National Data Sharing Policy and subsequently, a 
National Data Sharing Law.

Currently, a National Data Sharing Policy has already been prepared for the Cabinet. This policy is, however, 
not affirmative in nature but more of a guideline for public and private sectors to share data in a more open 
manner. Nevertheless, this is an important first milestone towards the implementation of an affirmative data 
sharing policy and subsequently a National Data Sharing Law. The IWSDC’s functionalities in terms of data 
sharing can be enhanced based on the approval of this Draft National Data Sharing Policy.

ENABLERS

LEGAL POLICIES

Statistics Act 1965 NWRP 2012

National Space Authority 
Bill 2020

Malaysia Digital 
Economy Blueprint

“New Data Sharing Law” “New Data Sharing 
Policy”
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4.1 Roadmap

The IWSDC’s roadmap towards achieving the targets under WST2040 is summarised in Figure 4.1, while the 
detailed roadmap is in Table 4.1. The roadmap is structured in four Phases along the timeframe of the five-
year Malaysia Plans and with a specific theme for each Phase, namely:

a. 12th MP (2021-2025) – WST2040 Phase 1: Accelerating Adoption of IWRM

b. 13th MP (2026-2030) – WST2040 Phase 2: Developing Indigenous Technology to be on par with International 
Standards

c. 14th MP (2031-2035) – WST2040 Phase 3: Achieving Economies of Scale

d. 15th MP (2036-2040) – WST2040 Phase 4: Becoming the Regional Water Industry Hub

4.1.1 12th MP: WST2040 Phase 1: Accelerating Adoption of IWRM

Water data and information integration is a strategic move in accelerating the IWRM implementation. The 
establishment of the IWSDC by 2025 shall be the main target (Table 4.1). The planned launching of a satellite 
by MYSA in 2025 is identified as an important milestone which IWSDC will leverage on. Establishment 
of IWSDC will begin after a detailed design study is completed by 2023. This will be followed by physical 
establishment activities such as physical works, installation of equipment and software and other capacity 
building programmes such as establishing the organisation, training and setting-up programmes including 
undertaking Water Platform Pilot Projects involving ground-based as well as space-based data and 
information. The initial set up will enable IWSDC to execute the initiatives under 12th MP as the following: 

a. The integration of water data and non-water data through institutional linkages between IWSDC 
and government departments, research institutions, and the private sector. These linkages will be 
established via data sharing arrangements or agreements with various data providers.

b. The production of thirteen named Strategic Reports to complete the full spectrum of water management 
that are not currently being produced by any Government Agencies.

c. The establishment of IWSDC Water Data Platform as an interactive platform for sharing of water data 
and information. This will be initiated with Water Data Platform Pilot Projects on four river basins as 
a proof of concept for the IWSDC. The river basins for the Pilot Projects have been selected based on 
the completed IRBM studies conducted by JPS, namely Sg Perak, Sg Linggi, Sg Padas (Sabah) and 
Sg Miri (Sarawak). IWSDC will also establish an Integrated River Basin Management System Solution 
which will incorporate space-based technology for these river basins. This system will be expanded for 
implementation in all RBMUs in the next phases.

d. The establishment of Water Research Collaboration Platform that facilitates the sharing of data and 
information for the development of water RDIC projects in 12th MP using space technology (3 RDIC 
projects) and ground-based applications (3 RDIC projects) that will eventually stimulate the creation of 
new entrepreneurs, businesses, services, and products in advanced science.

e. The establishment of initiatives and review of Policies and Laws to enhance data sharing. This involves 
a data sharing arrangement between all primary and secondary data collectors, and the review of Data 
Sharing Policy, Data Sharing Law, Fees Act 1951, and Statistics Act 1965. The drafting of a national data 
sharing policy and law will be initiated.

f. Acceleration of Open Science and Open Data through crowdsourcing and utilisation of indigenous 
knowledge as components to data input.

g. Malaysia to be part of at least one international Open Data Alliance for higher level of data and information 
sharing, advanced sciences, and businesses collaborations, and attracting foreign investment.
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h. The adoption of sound governance tools and systems via Water Accounting and Water Auditing. The 
governance tools and systems will be promoted for adoption in the 16 major RBMUs.

i. The establishment of a formal Public Participation Platform. This will be complemented by the 
production of annual reports on Stakeholder Management, facilitation of stakeholder linkages, a 
register of stakeholders in 16 RBMUs and the adoption of AACB training modules. 

j. Annual capacity building and talent development programmes for water stakeholders in Space 
Technology, Data Technology, and Water Sector Management. The programmes will continue in the 
next phases.

4.1.2 13th MP: WST2040 Phase 2: Developing Indigenous Technology to be on par with International 
Standards

By 13th MP, the formalisation of IWSDC as a statutory body will be completed. IWSDC will accelerate all 
programmes initiated under Phase 1, by focussing on facilitating the creation of new STI-based enterprises 
and RDIC projects. In relation this, IWSDC will continue the initiatives under 13th MP as the following: 

a. The formation of Water Research Consortium with RDIC players. The continuation of the Water 
Research Collaboration Platform with 10 RDIC projects involving space technology and 10 ground-
based applications in 13th MP.

b. The continuation of annual publications of Strategic Reports.

c. The expansion of Integrated River Basin Management System Solution implementation into an additional 
30 river basins.

d. The expansion of institutional linkages between IWSDC and government departments, research 
institutions, and the private sector, along with stakeholder management support.

e. The passing of a national data sharing policy and law to facilitate seamless data and information sharing 
in the country.

f. The expansion of Open Science initiatives and indigenous knowledge utilisation in water resources 
management. 

g. The expansion of the water governance tools and systems (Water Accounting and Water Auditing) to 30 
major RBMUs. 

h. The establishment of a Water Hub. The physical development of the Water Hub will include the 
development of a Water Hub Master Plan. The northern region, which is being developed by the NCER, 
is one area that could be considered as a water hub.

i. The continuation of capacity building and talent development programmes for water stakeholders. 

4.1.3 14th MP: WST2040 Phase 3: Achieving Economies of Scale

By 14th MP, the IWSDC shall be the main platform for the expansion of the water industry leading to achieving 
the economies of scale. The initiatives under 14th MP includes:

a. The continued production and expansion of the annual strategic reports.

b. The upscaling and expansion of the Integrated River Basin Management System Solution into an 
additional 50 river basins.

c. The Water Research Consortium at IWSDC shall support the growth of water hub by upscaling space 
technology and ground-based data applications and water RDIC activities to support new and maturing 
businesses, enterprises, and entrepreneurs in STI to achieve economies of scale. The continuation of 
the Water Research Collaboration Platform with 30 RDIC projects involving space technology and 30 
ground-based applications in 14th MP.

CHAP 4.indd   96 6/3/2022   3:48:38 PM



IWSDC ROADMAP

97

d. The upscaling and expansion of Open Science and Open Data initiatives to international level. 

e. The upscaling and expansion of the water governance tools and systems to 50 major RBMUs.

f. The upscaling and expansion of institutional linkages between IWSDC and government departments, 
research institutions, and the private sector, along with stakeholder management support.

g. Upscaling of Water Hub to national level. 

h. The upscaling and expansion of capacity building and talent development programmes for water 
stakeholders. 

4.1.4 15th MP: WST2040 Phase 4: Becoming the Regional Water Industry Hub

By 15th MP, the applications of space technology and IR4.0 technology for water management will be the 
major strength of the IWSDC at ASEAN level. Initiatives under 15th MP includes:

a. Continued production and expansion of the strategic reports.

b. The full implementation of Integrated River Basin Management System Solution in all 191 river 
basins.

c. Water Research Consortium to have the capacity to support national and international level RDIC. 
The continuation of the Water Research Collaboration Platform with 50 RDIC projects involving space 
technology and 50 ground-based applications in 15th MP.

d. The policy, law, and institutional linkages to support seamless data and information sharing.

e. The full adoption of Open Science and Open Data initiatives for data input and RDIC.

f. The full adoption of the water governance tools and systems at national level.

g. Upscaling of Water Hub to regional (ASEAN) level. 

h. The upscaling and expansion of capacity building and talent development programmes for water 
stakeholders. 
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4.2 Implementation Plan 

The criteria for establishing IWSDC’s implementation structure is based on the Strategy Paper 16, which 
states that IWSDC should be an independent statutory body. The IWSDC should also be set up with a dedicated 
and multi-disciplinary staff to enhance organisational and personnel development and sustainability. The 
most appropriate custodian for IWSDC is the Ministry of Environment and Water (KASA) since it is the 
leading ministry in water management in the country. The options for IWSDC’s institutional set-up are as the 
following:

a. To establish IWSDC as an agency under KASA in 12th MP

b. To form IWSDC as a government-owned company under the Minister of Finance (Incorporated) [MOF 
(Inc.)] but administrated by KASA (13th MP onwards).

Some examples MOF (Inc.) companies include Malaysian 
Digital Economy Corporation (MDEC) (which is currently 
administrated by MCMM), Cradle Fund Sdn. Bhd. and 
MIMOS Berhad. 

It is recommended that the IWSDC is eventually 
established as a Government Owned Company under MOF 
(Inc.) and administrated by KASA. Setting up IWSDC as a 
company under MOF (Inc.) will give it the independence 
and flexibility to pursue projects and programmes 
that require public-private partnerships, investment 
from private sector, as well as those requiring multi-
disciplinary and multi-sectorial collaborations. 

NAHRIM was rebranded as the National Water Research 
Institute of Malaysia on 20 January 2021 to expand 
its role for a wider scope of water research topics and 
collaboration with public and private institutions. NAHRIM 
will also take the lead in implementing the National Water Innovation Roadmap 2040. With this extended 
scope, it would be possible for NAHRIM to develop the idea of establishing a Water Research Consortium 
as envisaged under WST2040 Strategy C2 – Integrating research on water through the establishment of the 
Water Research Consortium that is proposed here to be implemented under 13th MP.

4.3 Immediately Implementable Projects

From the strategies proposed in the Roadmap, the immediately implementable projects in 12th MP are listed 
in Table 4.2.

It is pivotal that the programmes in this phase are achieved as they are essentially the foundation of IWSDC 
in 12th MP.
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4.4 Key Performance Indicators (KPIs) for IWSDC

One of the strategic targets of the Water Sector Transformation Plan 2040 under the 12th Malaysia Plan is 
the establishment of IWSDC by 2025. 

Subsequently the IWSDC is expected to operate and provide integrated data management as an integral 
activity in accelerating IWRM. IWSDC shall also deliver strategic water management services related to 191 
RBMUs that include publication of cross-water sector strategic reports. It shall also establish a water data 
platform to facilitate a more affirmative public stakeholders’ participation in local, regional and national water 
management. To encourage public-private sector Research-Development-Innovation-Commercialisation 
(RDIC) initiatives, it shall also establish a research collaboration platform. Overall, the role of IWSDC is to 
facilitate higher levels of water data accessibility, unlock the value of data and provide a common set of data 
and information as a common basis for decision-making between Federal and States, between States and 
between Water Sectors and end-users. At the same time, the activities of IWSDC are also planned to facilitate 
the adoption of space technologies for advanced water management and STI.

The strategic KPIs in establishing the IWSDC and its subsequent delivery of services is summarised in Table 
4.3. 

Referring to Table 4.3, the main points to note are:
a. The IWSDC is planned to be operational in Phases.

b. The initial Phase is aimed to be in tandem with the planned launched of a Malaysian satellite by MYSA 
in 2025.

c. Thus, Phase 1 is planned to start in 2022, to be ready and operational by 2023. The IWSDC will be 
expanded gradually to be fully operational as planned by 2026.

d. The operations are planned to begin with deliveries of selected strategic reports and services facilities 
that include:
i. Establishment of Water Data Platform (A water data and information search engine and 

applications).
ii. Establishment of an RDIC Collaboration Platform.
iii. Establishing instruments to facilitate and encourage data sharing (Arrangements with KASA, 

Policy, Law).
iv. Developing Water Governance Tools and systems (Water Accounting and Water Auditing).
v. Establish a formal public stakeholder platform.
vi. Capacity building programmes.
vii. Undertake a Masterplan Study towards the establishment of a physical water hub.

These KPIs in terms of focus areas as defined by the WST2040 Study is summarised in Table 4.4.

These KPIs are expected to be monitored by the proposed WST2040 National Monitoring Committee (Figure 
4.2). 
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The progress of all KPIs under IWSDC will be monitored by the National Management Committee (NMC), 
which will be chaired by the Chief Secretary to the Government of Malaysia (KSN). The IWSDC is placed under 
the sub-committee of Information and RDIC, that will be chaired by MOSTI and/or DOSM (Figure 4.2).

The summary of overall KPIs is shown in Table 4.5.

Figure 4.2: The proposed WST2040 National Management Committee

4.5 Pilot Project for IWSDC Water Platform

4.5.1 The Need

The IWSDC is based on the premise that data has value, and this value can only be realised by sharing and 
realising the opportunities available. Thus, the IWSDC development theme of “Unlocking the Value of Data”.

To facilitate this “unlocking and gaining value” process, IWSDC will develop an IWSDC Water Platform for data 
and information sharing that is open to the stakeholders. This platform is not just as a search engine but also 
for the public, entrepreneurs, businesses, and organisations to use the available data to develop ideas and 

Table 4.5: Summary of number of KPIs by WST2040 Focus Areas

Focus Areas 12th MP 13th MP 14th MP 15th MP

 Targets KPIs Targets KPIs Targets KPIs Targets KPIs

People 3 3 2 2 2 2 2 2

Governance 6 6 4 4 2 2 2 2

Infrastructure and 1 1 1 1  0 0 0 0
Technology

Information and RDIC 9 9 4 4 4 4 4 4

Finance 0 0 0 0 0 0 0 0

Total 19 19 11 11 8 8 8 8
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business opportunities, propose suggestions, innovations, and many more. This platform will also serve as 
a public participation platform for water management. It will provide water manager-public interaction and 
communication to gain support and advocacy in managing responsible water use, care for the environment 
and water quality, continuous capacity building and opportunities in Water Research Collaborations, Open 
Science and crowdsourcing for information and even funding.

Ultimately the IWSDC and the Water Research Consortium will be the platform for water management for 
all 191 RBMUs in the country. Beyond that, it shall also be developed to provide services for the international 
arena with the support for realising the ambition for Malaysia to be a Regional Hub by 2040.

As proof of concept, the Water Platform Pilot Projects are proposed for four river basins under 12th MP. The 
main objective of these pilot projects is as a proof-of-concept on the role and function of IWSDC and the 
Water Research Collaboration platform, as well as a start-up for the IWSDC Water Platform.

The four river basins proposed for the pilot projects are Sg. Perak, Sg. Linggi, Sg. Padas (Sabah), and Sg. Miri 
(Sarawak). These four river basins are selected based on the IRBM Masterplan prepared by JPS.

Sungai Perak is proposed based on its distinct characteristic of having all the WFE elements in one river 
basin. It is also one of the more developed river basins in terms of population, settlement and industry, 
tourism and rainfed agriculture. Apart from providing an intensive drainage network, it is also of national 
interest as its water resource is used for hydroelectric power generation and fed into the national electricity 
grid and, also for irrigating a national Granary Area, the Seberang Perak Irrigation Scheme, that contributes 
to the national food security levels. The Royal Belum State Park is also recognised by the Government of 
Malaysia as a National Heritage Site. Sungai Perak serves as the backbone of Perak State, servicing 70% of 
the total State land area with its water resource and drainage network. It is one of the most developed river 
basins in the country and has always been the root of traditions, culture, history, and the development of the 
State.

The Sungai Linggi River basin is proposed because it is the river basin that is already showing signs of rapid 
urban development following the sequence of development overflow after Sungai Klang and Sungai Langat 
River basins. Sungai Padas and Sungai Miri are proposed as being representatives of regional river basin 
management characteristics. 

The pilot project shall cover the following scope:

a. Primary and secondary data sharing arrangements
b. Data collection, processing, storage, and distribution
c. System architecture designs
d. Data and information sharing system
e. Water Research Collaboration initiation
f. Public participation and Open Science
g. Preparation of selected strategic reports
h. Remote Sensing applications for water management

The remote sensing application shall be in collaboration with MYSA and covers the following scope:

a. Artificial Intelligence approaches to water catchment monitoring using remote sensing data;
b. Water quality modelling based on satellite remote sensing applications and artificial intelligence; and
c. Improvement of paddy field irrigation management using remote sensing technology.
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The pilot area for component 1) and 2) above is Sungai Perak while for component 3) is Integrated Agriculture 
Development Area (IADA) Seberang Perak which has an area of 17,403 hectare. The duration of the pilot 
project is two (2) years. As the pilot project progresses, the IWSDC platform will be expanded and extended 
to be replicated over the whole country.

The project will focus on advanced applications of space technology and ICT which includes AI and Big Data 
Analytics.

The expected outputs of the remote sensing pilot project are as the following:

a. Current status of catchment area;
b. AI-based algorithm/model for catchment monitoring;
c. Map of Total Suspended Solid (TSS), Total Dissolve Solid (TDS), Turbidity and Chlorophyll;
d. Water quality map; 
e. Current status of water classification; and
f. Irrigation status information.

The detailed timeline, methodology of projects, and breakdown of the planned financial allocations can be 
read in further detail in the Appendix C and Appendix E.

Apart from the remote sensing applications, the pilot project shall also start a preliminary concept design 
and models for:

a. Water Governance Tools (Water Accounting, Water Auditing systems)
b. Strategic Reports (Water Security, WFE, Monitoring of ESAs)
c. Customised database for water managers, water users and other stakeholders (such as river basin 

management, WFE Nexus management, disaster risk management, stakeholders’ management)
d. Public Participation modules including Open Science and crowdsourcing opportunities
e. Water Research Collaboration Modules

This process will include desktop study, literature review, as well as engagement sessions with all water 
players including policy makers, water managers and water users via workshops, formal and informal 
interviews, and surveys. 

4.6 IWSDC Water Platform Pilot Project Pre-Test

4.6.1 The Pre-Test Concept

Under this Study, a Pilot Project Pre-Test was initiated. The idea of this pre-test is a pre-proof of concept 
to obtain some preliminary results of the expected output of the IWSDC Water Platform pilot projects 
proposed.

The Sungai Perak River basin was selected for this pre-test as extensive data and information were made 
available contributed pro bono by Reka1 Tech PLT, a data and information service provider company. The data 
and information were in the form of a GIS for Sungai Perak River Basin as well as some project proposals. 
This Study Team then went through group brainstorming exercises to develop some ideas on the use of this 
concept water platform as a preliminary demonstration of the applications of the IWSDC Water Platform.
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4.6.2 The Preliminary Output

a. Data Structure for River Basin Management
 A tool for developing comprehensive data and information structure for Primary Data (Water Data) and 

Secondary Data (Land use and others) for the river basin Management (Figure 4.3).

Figure 4.4: Stakeholder Participation Management Data Structure

Figure 4.3: Data Structure for River Basin Management Data Structure

b. Stakeholder Participation Management
 The identification of stakeholders and developing the data and information structure specific and even 

unique to the river basin. In this case, the existing 4 dams, the Granary Irrigation Scheme and the 
configuration of the districts in a sequential arrangement from upstream to downstream following the 
flow of the rivers (Figure 4.4).
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c. Disaster Risk Reduction Management
 The platform could also be used to encourage public participation in the development of a Disaster Risk 

Management plan and responses to disaster that is specific to the river basin. In this basin the sequential 
arrangement of the four dams along the river is unique in terms of disaster risk and consequential risk 
of dam breaks. So too the impact on the settlement areas, towns along the rivers, and the road and 
railway network (Figure 4.5).

Figure 4.5: Disaster Risk Reduction Management Data Structure

Figure 4.6: WFE Nexus Management Data Structure

d. WFE Nexus Management
 The WFE Management in this river basin could also be unique compared to other river basins in the 

sense that the impact will not be just on the river basin but may also have direct implications on the 
national economy as well. This is mainly because of the hydroelectric power that serves the national 
grid, the Granary for national food security and in future, the Sungai Perak Water transfer scheme that 
has both regional and national impacts (Figure 4.6).
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e. Other Outputs
 This rapid demonstration of the use of the IWSDC Water Platform has also provided some other interesting 

outputs. Referring to Figure 4.7, the platform would also encourage participation of lawmakers in their 
respective constituencies. Another is the possibility of developing a “River Address” as promoted by 
the Global Environmental Centre (GEC) to inculcate a higher sense of ownership and care of the river 
nearest to their residences. There is also the possibility of installing water quality monitoring stations 
at district boundaries. These in turn would provide a governance tool for quantitative assessment of 
river water quality received from upstream districts and that is discharged to adjacent district.

Figure 4.8 shows the population distribution that could be further analysed in terms of their demographic 
details for refined and tailor-made public participation programmes. The sample remote sensing image for 
Sungai Perak for a 0.5m resolution could lead to the development for detailed river basin monitoring and 
surveillance system and other advanced water management models. This pre-test has also demonstrated 
that the IWSDC Water Platform would facilitate the production of various strategic reports necessary for 
more comprehensive approach to water management as envisaged by WST2040. Table 4.6 summarises the 
data sets for selected reports.

This demonstration has also shown other potentials. For climate change monitoring, sea-level rise monitoring 
stations could be established at the coastal areas and along the tidal stretch of the river. There are also 
potentials for public participation in the form of crowd sourcing of data and information of flood events and 
also Open Science participation for points of interest such as the terrapin conservation centre in Sungai 
Perak and the water for the environment, and the biodiversity of the Belum Forest reserve.

This concept of IWSDC Water Platform was demonstrated at a Stakeholder Engagement session on 16 
August and 9 September 2021 organised by MIGHT under its Perak Sustainable Greenprint 2030 Plan. Two 
potential projects namely the Sungai Perak Bike Trail and the Sungai Perak River Cruise were selected for 
further consideration by the Perak State Government as potential Quickwin projects. These two projects 

Figure 4.7: Examples of Data Applications in Constituencies and Districts
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were presented as strategies to instil the value of the river to the socio-economic well-being of the riverside 
population.

Overall, this rapid demonstration based on the pre-test on the concept pilot project has shown the endless 
possibilities of unlocking the value of data and information in river management.

Figure 4.8: Examples of Data Applications for Population and Space Imaging Application
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5.1 IWSDC Cost Estimate

The cost estimate for the IWSDC in each MP is stated as below (Table 5.1):

a. 12th MP: RM 219.82 mil

b. 13th MP: RM 435.75 mil

c. 14th MP: RM 688.40 mil

d. 15th MP: RM 807.00 mil

The summary of cost estimate for each MP is shown in Table 5.2.

5.1.1 Capital Expenditure

The Capital Expenditure for 12th MP consists of:

a. IWSDC set-up
i. Physical, Technology, and Organisation set up
ii. Integrated River Basin Management System Solution
iii. Strategic Reports
iv. RDIC Projects
v. Data Sharing Initiatives and Incentives
vi. Governance Tools and System Development
vii. Open Data
viii. Stakeholder Platform

The costing also includes:

a. The initial detailed design study to set up the IWSDC.
b.	 Technology	update	every	five	years.
c. Pilot Projects on four river basins, with two components: Space Technology Applications in Water 

Management and Ground-based Data Applications Framework.

In total, the capital expenditure for 12th MP is approximately RM 219.82 million, while the total cost throughout 
WST2040 is estimated to be approximately RM 405.52 million.

5.1.2 Operational Expenditure

The Operations and Maintenance costs are the costs that is expected to incur in the running of the IWSDC. 
This costing includes:

a. Operational systems support and maintenance of the hardware and software, training and capacity 
building	of	talents,	office	rental,	staff,	and	administrative	costs.

b. The continuation of Integrated River Basin Management System Solution after the Pilot Projects which 
will cover the rest of the RBMUs across Malaysia. The costing per river basin is expected to be lower as 
its basis will have already been established. 

c. The production of annual Strategic Reports, support for RDIC projects in Ground-based applications 
and Space Technology, data sharing initiatives and incentives and Governance Tools which include 
Water Accounting and Water Auditing.

In total, the operational expenditure throughout WST2040 is estimated to be approximately RM1.745 billion.
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Table 5.2: Costing Per MP Summary

        Costing Per MP
  12th MP  13th MP  14th MP  15th MP 

 RM (mil) RM (mil) RM (mil) RM (mil)

Capital Expenditure (Perbelanjaan Pembangunan) 219.82 50.70 62.10 72.90

Operational Expenditure (Perbelanjaan Mengurus) - 385.05 626.30 734.10

                        Total 219.82 435.75 688.40 807.00
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6.1 Conclusion

The main reason why data ecosystem in Malaysia is in such a fragmented state is due to the sectorial 
governance and management approach, coupled with a lack of affirmative data sharing policy and law. The 
water sector RDIC scenario in the country is also limited by lack of coordinated strategic approach, limited of 
access to data, and limited funding, which ultimately results in Malaysia’s inability to turn water wealth into 
economic wealth.

Thus, the IWSDC will require a shift from the present paradigm in water sector data management towards 
a new and transformative way of water data integration, management, and applications. The structure, 
operations, and outputs of IWSDC are designed to catalyse the achievement of WST2040 objectives (water 
security and water as an economic opportunity), as well as support the enabling driver (empowering people) 
and four enablers (governance, information and RDIC, infrastructure and finance). The IWSDC will also 
support the implementation of 12th MP vision of a prosperous, inclusive, and sustainable Malaysia as well as 
the WKB2030 vision of a more equitable sharing of prosperity in society.

The IWSDC will also apply advanced space technology by taking advantage of the launch of a high-resolution 
satellite by MYSA in 2025 to spur development in space remote sensing in water management. This will 
be supported by applications of big data analytics and artificial intelligence. This focus is in line with the 
objectives of the 10-10 MySTIE Framework and the MyDIGITAL.

Furthermore, more than just being a platform for integrating data, IWSDC will also be a centre for creating 
wealth in water. This will be accomplished by being an integrated platform for collaborations in RDIC. This 
RDIC collaboration platform is expected to excite a broad section of the society and industries for new 
and exciting opportunities towards higher levels of science and technology application and promote the 
development of nationally owned innovative products of international standards. This collaborative platform 
is the precursor for the formation of a Water Research Consortium which could elevate RDIC in the water 
sector to the next level. 

In summary, in-line with the WST2040 Plan, and as mandated by 12th MP Development Plan, the IWSDC 
shall be designed as a Game Changer in water management. It shall integrate water data and water-related 
data collection and process it in-line with common standards and good practices. The IWSDC shall aim to 
feed “trusted” data to all end-users and be used as a basis for science-based decision-making, especially in 
Federal-State, State-State and Inter-Sector negotiations. It shall facilitate the empowerment of the public in 
water management and be a catalyst to spur a prolific RDIC and invigorate the water business and industry. 

6.2 Recommendations

The following are the recommended actions as the way forward for the WST2040 plan based on the five focus 
areas:

a. People
i. The IWSDC will propose a formal, national-level stakeholders engagement platform which will 

provide a stage for the public to participate in water sector decision-making process.
ii. The IWSDC will also help expand the public participation in water sector through participation of 

people through establishment of Open Science concept and Crowdsourcing.
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b. Governance
i. The IWSDC will develop and propose a data sharing agreement with all primary and secondary 

water data providers at Federal, Regional (Sabah and Sarawak), and states levels as well as with 
private sector and NGOs.

ii. The IWSDC will subsequently propose the establishment of a ‘Data Sharing Policy’ and the 
subsequent ‘Data Sharing Law’ as the final step towards raising data sharing in this country on 
par with international standards and practices.

iii. The IWSDC will propose to DOSM on the possibility of including water and water related data 
collection in its proposed amendments of Statistics Act 1965. The IWSDC will also propose for it to 
be part of the MSDN and PADRN organisation set-up.

iv. The IWSDC will also produce Annual Water Security report to support decision making on water 
security for MKN.

v. The IWSDC will also produce an independent, annual water accounting report which will become 
the most essential water governance quantifying tool in this country. 

vi. The IWSDC will publish strategic reports, such as virtual water and water footprint report and 
Water-Food-Energy Nexus report, to enhance data-driven decision-making process and complete 
the water management spectrum.

vii. The IWSDC will propose for Malaysia to join an international open data alliance such as Open 
Government Partnership or Open Data Charter.

c. Information and RDIC
i. The IWSDC will eventually be established as a single-point, independent statutory body in-line 

with the goals under WST2040.
ii. The IWSDC will establish a research collaboration platform which will link RDIC institutions 

from government, institutions of higher learning and private sector to collaborate on novel and 
advanced solutions in water sector. This is a precursor to the eventual establishment of a Water 
Research Consortium.

iii. The IWSDC will establish a water data platform which will host a complete database of the RBMUs 
in Malaysia, and enhanced by space technology, as a reference and collaborative platform for 
users from various sectors. 

d. Infrastructure and Technology
i. The IWSDC will provide access to high quality data as well as provide new tools which will facilitate 

the development of options in planning, design, operations, maintenance, and performance 
evaluations of water systems. 

ii. The IWSDC will also venture and upscale into space technology applications in water sector and 
this will be complemented with big data analytics, artificial intelligence, and blockchain. This 
technology will support IWSDC’s output such as strategic reports as well as RDIC activities.

e. Finance
i. The IWSDC will propose measures to incentivise the free sharing of data and information that 

is already being continuously collected and subsequently unlock their values. This could be 
accomplished by reviewing the Fees Act 1951.

ii. IWSDC will provide data and information for managing the wealth of water in the nation through 
the development of better options for investment decisions and strategies through supporting 
data and information published in the annual strategic reports.
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6.3 Closing Statement

The IWSDC is envisioned as a ‘game-changer’ in the National Water Sector Transformation 2040. A game 
changer can be demonstrated in transformative projects such as the mission to the moon. In highlighting the 
enormous task faced by the Americans, President Kennedy mentioned that 

“We choose to go to the Moon in this decade and do the other things, not because they are easy, but because 
they are hard; because that goal will serve to organise and measure the best of our energies and skills, 
because that challenge is one that we are willing to accept, one we are unwilling to postpone, and one we 
intend to win, and the others, too.” (Boyd, 2012) 

As the country progresses, the challenge is to manage water scarcity events in such a way that would ensure 
a sustained comfort of life and living whilst managing the wealth of water and biodiversity for the wealth of 
the nation; both in situations of uncertainties induced by the climate change. 

This requires a good, reliable, and trusted common data, the prerequisites not only for precise water 
management, but for qualitative Federal-State, State-State and inter-sector negotiations on water use 
priorities in various scenarios and needs. IWSDC is the data provider, facilitator and a platform for these 
negotiations. 

Beyond data management, IWSDC is designed to be a catalyst to accelerate IWRM, to unlock the value of data, 
empowering people for meaningful participation, providing high-value jobs and business opportunities in a 
digital economy, connecting RDIC seamlessly and, propelling national capacity in STI through applications of 
space technology. 

ultimately, IWSDC is to support IWRM in realising the vision of “Clean, living, Vibrant and Spiritually-enriching 
rivers and river basins”.
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Appendix B

IWSDC Costing
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Appendix D

Space Technology Applications

Introduction

The Malaysian Government in its Vision for Water 2025 states that rivers should achieve Class II as measured 
by	Malaysia’s	Water	Quality	Index	(WQI)	(Class	I	is	cleanest).	However,	water	quality	of	Sg	Perak	became	worst	
due to rapid urbanisation recently. Based on the study done by Wakif et al. (2019), the quality of water for 
four	sampling	stations	along	Sungai	Perak	were	classified	into	CLASS	III	with	only	one	station	classified	as	
CLASS	IV	according	to	the	National	Water	Quality	Standards	(NWQS).	Water	Quality	Index	Class	III	indicates	
that	water	supply	requires	extensive	treatment	while	Class	IV	is	suitable	for	irrigation.

During the last few years, water quality has been threatened by various pollutants. Therefore, modelling and 
predicting water quality have become very important in controlling water pollution. In this project, modelling 
using	 a	 remote	 sensing	 technology	 and	 advanced	 artificial	 intelligence	 (AI)	 algorithms	 are	 developed	 to	
predict concentrations value for each physical water quality parameters.

Catchment monitoring is important because it aids sustainable management of the area. It also highlights 
any issues or challenges that the area can face. In order to obtain more information about a catchment, 
monitoring and sampling should be done as often as possible. The use of one method or instrument to gather 
all the relevant data needed in order to successfully monitor a catchment would be impossible due to its 
complexity.	Catchment	monitoring	requires	real-time,	high-resolution	data	to	maintain	the	quality	of	water	
and	provide	alerts	to	threats	that	the	catchment	might	be	exposed	to.	Different	monitoring	technologies	can	
be combined with information and communications technology (ICT) and advanced data analysis techniques 
to	provide	extensive	long-term	datasets.	These	can	be	effectively	transmitted	and	managed	with	at	low	cost	
to help support the decision-making processes involved in catchment monitoring. 

The used of remote sensing is the best tool to monitor a large area and dynamic changes such as paddy 
cultivation area through its capability to capture the earth surface in synoptic view and various dates as 
compared to the conventional method. Furthermore, monitoring through satellite images saves time by 50% 
compared	to	the	field	survey	and	monitors	100%	of	the	total	granary.

Objective

The	overall	objective	of	this	paper	is	to	develop	a	space-based	application	by	exploiting	of	Artificial	Intelligence	
approach	for	improvement	of	integrated	water	resource	management.	Specific	objectives	include:

a. To delineate catchment area boundary from (Digital Elevation Model) DEM;
b. To classify and quantify the LULC changes in the study area;
c. To develop an AI-based algorithm/model for catchment monitoring;
d. To monitor water pollution where it can reliably retrieve water quality parameters using multispectral 

sensors	with	accuracy	further	enhanced	by	Artificial	Intelligence	algorithms;	and
e.	 To	determine	irrigation	status	for	a	more	efficient	monitoring	and	management.

Project Component

This project consists of three (3) components which are as follows:

a.	 Artificial	Intelligence	approaches	to	water	catchment	monitoring	using	remote	sensing	data;
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b.	 Water	quality	modelling	based	on	satellite	remote	sensing	applications	and	artificial	intelligence;	and
c.	 Improvement	of	paddy	field	irrigation	management	using	remote	sensing	technology.

Pilot Study

Sungai	 Perak	 is	 approximately	 400	 km	 long	with	 a	 basin	 size	 of	 14,900	 km2.	 The	 river	 extends	 from	 the	
mountainous	Perak-Kelantan-Thailand	border	of	the	Belum	Forest	Reserve	and	ends	at	the	Straits	of	Malacca	
(Wakif et al., 2019). Sungai Perak is the second longest river in Peninsular Malaysia. It serves as the primary 
source	of	raw	water	and	contributes	to	(approximately)	70	percent	of	raw	water	in	the	Perak	state.	The	river	
also	serves	as	one	of	the	main	sources	of	livelihood	for	fishermen	and	is	also	a	tourist	attraction	by	providing	
tourist activities such as kayaking and canoeing.

The pilot area for component i) and ii) is Sungai Perak which is the second-longest river in peninsular 
Malaysia. The river sources from the highlands in Upper Perak region, near the Thai	border.	It	then	flows	
through the regions of two largest towns of Gerik and Lenggong,	before	meeting	with	 the	Kangsar	River	
at the royal seat of Kuala Kangsar. It then enters the Perak Tengah	 region,	 flowing	 through	 the	 towns	
of Parit, Pasir Salak and Kampung Gajah, before emptying into the Straits of Malacca just outside Teluk 
Intan in the Hilir Perak (Lower Perak) region. Meanwhile the study area for component iii) is Integrated 
Agriculture Development Area (IADA) Seberang Perak which has an area of 17,403 hectare. The duration of 
the	pilot	area	is	approximately	two	(2)	years,	then	the	implementation	of	the	project	will	be	extended	for	the	
whole Malaysia.

The	 project	 will	 be	 focussed	 on	 the	 advancement	 of	 space	 technology	 and	 ICT	 which	 includes	 Artificial	
Intelligence (AI) and Big Data analytic.

Materials

1.	 Data	Requirements

a.	 Remotely	sensing	data	such	as	DEM	from	Shuttle	Radar	Topography	Mission	(SRTM)	and	SPOT	6	/	
SPOT	7	image	were	utilised	to	delineate	catchment	boundary,	deriving	its	profile	and	mapping	the	
land use and land cover. 

b. (LULC).
c. Multi spectral and spatial resolution remote sensing satellite imageries.
d. Ancillary data such as Data Cadastral (JUPEM), Data Catchment (DID), and Irrigation based data 

(MAFI).
e. In-situ data measurement;

i. Total Suspended Solids (TSS)
ii. Total Dissolved Solids (TDS)
iii. Chlorophyll (Chl-a)
iv. Turbidity 
v. pH
vi.	 Dissolved	Oxygen	(DO)
vii.	 Biochemical	Oxygen	Demand	(BOD)
viii.	 Chemical	Oxygen	Demand	(COD)
ix.	 Ammoniacal	Nitrogen	(NH3-N)
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2.	 Scientific	Equipment,	Software	and	Hardware	Requirements

a.	 Scientific	Equipment
	 Scientific	equipment	and	specific	image	processing	software	with	full	license	are	required	in	this	

project are shown in Table E 1 and Table E 2.

Table E 1:	Scientific	Equipment

No. Item Description

1 Water	Quality	Monitoring	
System

i. Hub Sensor

Regularly	send	all	water	quality	sensor	information	
to the clouds in real-time (automatically) (GSM cell 
networks/Ethernet/CDMA/WiF)

ii. Adapter Sensor To connect standard water quality sensors

iii. Telemetry Sensor For remote monitoring

iv. Water quality sensor probes To measure pH, temperature, turbidity, dissolved 
oxygen	(DO),	Total	Suspended	Solids	(TSS),	Total	
Dissolved Solids (TDS), Chlorophyll (Chl-a), 
Biochemical	Oxygen	Demand	(BOD),	Chemical	Oxygen	
Demand (COD), Ammoniacal Nitrogen

v. Battery/solar panel Electrical power source

b. Software and Hardware 

Table E 2:	Software	and	Hardware	Requirements

 No. Item Unit

    A. Hardware

 1. Server 2
 2. Processing Workstation  6
 3. Storage 1
 4. Web-Server 2
 5. Switch 2
 6. Notebook/mobile WS 3

    B. Software

 1. Image processing  4
 2. GIS Modelling 3
 3. GIS Publishing 2
 4. Image Server 2

Human Resource and Collaborator

1. MYSA Personnel

Table E 3 shows some of the proposed personnel to run the ground-based application by MYSA.
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b. Proposed Collaborators

 Table E 4	 shows	 the	 proposed	 collaborators	 to	 execute	 the	 proposed	 projects	 for	 ground-based	
applications by MYSA.

Table E 3: Human	Resource	Requirements

	 No.	 Field	of	Expert(s)	 Numbers	of	Personnel

 1 Satellite data processing and analysis 3
	 2	 i.	Ground	sampling/measurement	for	field	verification
  ii. Vector/spatial data editing and cleaning 2

	 3	 Remote	Sensing	(Environment,	HydroGIS,	Precision	Forestry		 15
  and Precision Farming)

 4 AI/DL algorithms developing, integrating and implementing 5

	 5	 Big	Data	experts	 2

 6 Spatial statistic 1

1.

Table E 4: Proposed Collaborators

	 No.	 Type	of	 List	of	Agencies	 Expertise	 Scope	of	Work

  Collaborators

A. Water Catchment Monitoring

Research	
Agencies

National	Hydraulic	Research	
Institute	of	Malaysia	(NAHRIM)

i. Conducting basic and applied 
research within water sector

ii. Providing advisory role in the 
water	related	fields

2. Operational/ 
Stakeholder 
Agencies

Department of Irrigation and 
Drainage (DID)

Hydrologist i. Coordinate on-site 
hydrological activities

ii. Provide supporting services 
during	field	verification

Forestry Department of 
Peninsular Malaysia (FDPM)

Forest 
Management

i. Study area is in Permanent 
Reserved	Forest	(PRF)	which	is	
under FDPM jurisdiction 

ii. Provide technical advice and 
assistance with regard to 
forest	policies,	management	&	
operation

B. Water Quality Modelling

1. Research	
Agencies

National	Hydraulic	Research	
Institute	of	Malaysia	(NAHRIM)

Hydrologist Providing advisory role in the 
water	related	fields

2. Stakeholder Department of Environment Water 
Pollution

i. Provides water quality data 
–	physical	and	chemical	
parameters	for	verification	
purposes

ii. Providing advisory role in the 
water related to pollution and 
Water	Quality	Index	(WQI)

3. Centre of 
Excellent	(CoE)

National University of Malaysia 
(UKM)

AI	expert-	
Optical

Subject	Matter	Expert	AI
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Methodology

1. Water Catchment Monitoring
 This proposed study employed AI-based remote sensing and geographic information system (GIS) 

techniques to automatically delineate catchment area, processing and analysing LULC change. 
Generally, there are three main stages of methodology proposed in this study, namely; i) data acquisition, 
ii)	AI	model	training	and	development,	and	iii)	data	processing	and	analysing.	The	general	flow	of	the	
methods employed in this study is illustrated in Figure E 1.

	 No.	 Type	of	 List	of	Agencies	 Expertise	 Scope	of	Work

  Collaborators

C. Paddy Field Irrigation Management 

1. Operational / 
Stakeholder 
Agencies

i. Department of Agriculture 
(DOA)

ii. IADA Seberang Perak

Rice	Farming	
Expert

Provide relevant data and 
coordinating agencies

2. Centre of 
Excellence	(CoE)

National University of Malaysia 
(UKM)

AI	expert-	
SAR

Subject	Matter	Expert	AI

Figure E 1: Proposed Conceptual Framework

2.	 Water	Quality	Modelling
 Several image processing techniques including radiometric correction, atmospheric correction, 

regression	analysis,	modelling	and	advanced	artificial	intelligence	will	be	used	in	this	study.	Significant	
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concentration	for	each	physical	parameter	related	to	in-situ	data	measurements	will	be	classified	by	a	
specific	image	processing	software.	

3. Paddy Field Irrigation Management
 The methodology of the study is as stated in Figure E 2.

Figure E 2: Flow	procedure	of	Image	Extraction	for	Irrigation	Status

Milestones

1. Water Catchment Monitoring
 Table E 5 shows the proposed water catchment monitoring milestones for the ground-based 

applications. 

Table E 5: Water Catchment Monitoring Milestones

No. Target Year 1 Year 2

	 	 Q1	 Q2	 Q3	 Q4	 Q1	 Q2	 Q3	 Q4

1 Satellite data acquisition        

2 Satellite data processing and analysing        

3 Ground truthing        

4	 Catchment	profiling	and	characterisation	 	 	 	 	 	 	 	

5	 AI	modelling,	training,	testing	&	
 validation         

6	 Effective	&	integrated	catchment	
 monitoring 
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2.	 Water	Quality	Modelling
 Table E 6 shows the proposed water quality monitoring milestones for the ground-based applications.

Table E 6:	Water	Quality	Modelling	Milestones

No. Activities Year 1 Year 2

	 	 Q1	 Q2	 Q3	 Q4	 Q1	 Q2	 Q3	 Q4

1	 Acquisition	of	Water	Quality	Monitoring	
 System

2	 Remote	sensing	and	ancillary	data	
 acquisition

3 Processing remote sensing data        

4 Water quality data collection (in situ 
 measurement)

5 GIS Analysis         

6 AI model development        

7 Model Validation and Accuracy Estimation

8 Documentation

3. Paddy Field Irrigation Management
 Table E 7	shows	the	proposed	paddy	field	irrigation	milestones	for	the	ground-based	applications.

Table E 7: Paddy Field Irrigation Milestones

 Activities Year 1 Year 2

	 	 Q1	 Q2	 Q3	 Q4	 Q1	 Q2	 Q3	 Q4

AI/DL approach

1. Methodology development            

2. Data preparation            

3. Data processing            

4. Output generation            

5.	 Verification	&	Validation	 		 		 		 		 	 	 	

6. Accuracy assessment            

7. Documentation

Expected Output

The	main	expected	output	from	this	study	as	the	following:

a. Current status of catchment area;
b. AI-based algorithm/model for catchment monitoring;
c. Map of Total Suspended Solid (TSS), Total Dissolve Solid (TDS), Turbidity and Chlorophyll;
d. Water quality map; 
e.	 Current	status	of	water	classification;	and
f. Irrigation status information.
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Financial Implication

The	financial	implication	proposed	for	two(2)	years	study	for	identified	pilot	area	and	can	be	extended	for	the	
whole	country.	The	software	and	hardware	can	be	optimising	for	five	(5)	years	period	with	some	upgraded	
version.	Meanwhile,	 the	 cost	 for	 satellite	 images	 is	 not	 included	 in	 this	 financial	 report	 due	 its	 already	
incurred under MYSA contributions.

1.	 Scientific	Equipment,	Ancillary	Data	and	Travelling	Expenses	
 Table E 8 shows	the	budgeting	requirements	 for	Scientific	Equipment,	Ancillary	Data	and	Travelling	

Expenses	to	execute	the	ground-based	applications.

Table E 9:	The	Budgeting	Requirements	for	Software	and	Hardware

	 No.	 Item	 Unit	 Cost	(RM)

A. Hardware

 1. Server 2 300,000

 2. Processing Workstation  6 720,000

 3. Storage 1 500,000

 4. Web-Server 2 60,000

 5. Switch 2 50,000

 6. Notebook/mobile WS 3 60,000

B. Software

 1. Image processing  4 400,000

 2. GIS Modelling 3 450,000

 3. GIS Publishing 2 480,000

 4. Image Server 2 140,000

  Sub Total  3,160,000

  Contingency (10%)  316,000

  TOTAL  3,476,000

2. Software and Hardware
 Table E 9	shows	the	budgeting	requirements	for	software	and	hardware	to	execute	the	ground-based	

applications.

Table E 8: The	Budgeting	Requirements	for	Scientific	Equipment,	Ancillary	Data	and 
Travelling	Expenses

	 No.	 Item	 Cost	(RM)	 	 Total	Cost

		 	 	 Year	1	 Year	2	 (RM)

	 1	 Acquisition	of	Water	Quality	Monitoring	System		 400,000	 -	 400,000
  - including installation and training (8 units)

 2 AI capacity building 15,000 15,000 30,000

	 3	 Travelling	expenses		 45,000	 45,000	 70,000

 4 Documentation - 30,000 30,000

  Sub Total 460,000 90,000 530,000

  Contingency (10%) 46,000 9,000 53,500

  TOTAL 506,000 99,000 583,000
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Overall	financial	implication	of	the	project	for	two	(2)	years’	implementation	period	is	RM 4,059,000.00.

Conclusion

The use of space technology in water sector has been implemented since the establishment of the Malaysian 
Space	Agency,	however,	due	to	the	complexity	of	data	covering	various	fields,	improvement	through	the	latest	
technology is a major challenge that requires commitment and support from all relevant agencies.

To	date,	 space	 technology	 provides	 vast	 opportunities	with	 the	 advancement	 of	Artificial	 Intelligence	 (AI)	
/	Deep	Learning	(DL),	Internet	of	Things	(IoT),	Big	Data	and	the	Fourth	Industrial	Revolution	(IR4.0)	in	the	
water	sector	to	ensure	that	these	technologies	deliver	the	significant	contribution	to	the	country,	especially	
in improving the management of national water resources which is an important asset of the country. The 
advantages offered by space technology, especially the wide and repetitive coverage area are very useful in 
the collection of dynamic data such as water. Furthermore, a single image captured through remote sensing 
can be analysed and interpreted for use in various applications and purposes, opening up vast opportunities 
towards improving water resource, quality and irrigation management.

The	development	of	local	experts	and	provision	state	of	the	art	infrastructure	such	as	advanced	satellite	data	
processing system and latest satellite data reception station at Temerloh, Pahang is a government initiative 
through MOSTI to spearhead the development and revolutionises management in various sectors including 
water resource management in the country. 
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Appendix E

IWSDC Human Resource Requirement and Job Description

Human	Resources	Requirements	(Directors)

	 No.	 Position	 Division	/	Department	 Quantity	 Notes

 1 Managing Director Managing Director 1 
 2 PA to Managing Director Managing Director 1 
 3 Deputy Managing Director Managing Director 1 
 4 PA to Deputy Managing Director Managing Director 1 
	 5	 RDIC	Director	 RDIC	 1	
	 6	 Data	&	Strategic	Reports	Director	 Data	&	Strategic	Reports	 1	
 7 Technology Director Technology 1 
 8 Corporate Director Corporate 1 
 9 Finance Director Finance 1 
	 10	 Human	Resources	Director	 Human	Resources	 1	

  Total  10

Human	Resources	Requirements	for	RDIC	Division

	No.	 Position	 Department	 Quantity	 Notes

	 1	 Data	Analysts		 IR4.0	Applications	 2	
	 2	 Earth	Observation	Data	 IR4.0	Applications	 1	
	 3	 Earth	Observation	Data	Analyst	 IR4.0	Applications	 1	
	 4	 Data	Scientist	 IR4.0	Applications	 1	
	 5	 Machine	Learning	Engineer	 IR4.0	Applications	 1	
	 6	 AI	Engineer	 IR4.0	Applications	 1	
	 7	 Blockchain	Developer	 IR4.0	Applications	 1	
	 8	 Data	Visualist	 IR4.0	Applications	 1	
	 9	 Technical	Assistants	 IR4.0	Applications	 2	
	10	 Business	Intelligence	Analyst	 IR4.0	Applications	 1	
	11	 Research	&	Development	Manager	 RDIC	Management	 1	
	12	 Innovation	&	Commercialisation	Manager	 RDIC	Management	 1	
	13	 Modellers	 RDIC	Management	 3	 Hydrology,	water
     supply, climate
     change
	 14	 Business	Development	Manager	 RDIC	Management	 1	
	15	 Software	Developers	 RDIC	Management	 2	
	16	 Researchers	 RDIC	Management	 4	
	17	 Research	Assistants	 RDIC	Management	 4	

  Total  28
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Human	Resources	Requirements	for	Data	&	Strategic	Reports	Division

	No.	 Position	 Department	 Quantity	 Notes

	 1	 Water	Resources	Engineer	 Strategic	Reports	 2	
	 2	 Hydrologist	 Strategic	Reports	 2	
	 3	 Water	Supply	Engineers	 Strategic	Reports	 2	
	 4	 Irrigation	Engineer	 Strategic	Reports	 1	
	 5	 Environmental	Scientist	 Strategic	Reports	 1	
	 6	 Environmental	Engineer	 Strategic	Reports	 1	
	 7	 Statistician	 Strategic	Reports	 1	
	 8	 Water	Accounting	Expert	 Strategic	Reports	 1	
	 9	 Water	Auditing	Expert	 Strategic	Reports	 1	
10	 Agriculturist		 Strategic	Reports	 1	
11	 Socio-Economist	 Strategic	Reports	 1	
12	 Climate	Change	Analyst	 Strategic	Reports	 1	
13	 Hydrogeologist	 Strategic	Reports	 1	
14	 Stakeholder	Engagement	Expert	 Strategic	Reports	 1	
15 Data and Information Administrator Data and information Distribution 1 
16 Statistician Data and information Distribution 1 
17	 GIS	Experts	 Data	and	information	Distribution	 2	
18	 Remote	Sensing	Expert	 Data	and	information	Distribution	 1	
19 Technical Assistants Data and information Distribution 2 

  Total   24

Human	Resources	Requirements	for	Technology	Division

	No.	 Position	 Department	 Quantity	 Notes

 1 Solution Architect Infrastructure 1 
 2 System Engineers Infrastructure 2 
 3 Data Scientist Infrastructure 1 
 4 Data Analyst Infrastructure 1 
 5 Data Visualist Infrastructure 1 
 6 Database Engineers Infrastructure 2 
 7 Database Administrator Infrastructure 1 
	 8	 System	Engineer	 System	Maintenance	 2	 For	Hadoop	&	OS
 9 Technical Assistants System Maintenance 2 
 10 Technical Writer System Maintenance 1 
	 11	 Quality	Assurance	Tester	 System	Maintenance	 2	 1	Hardware	tester
     1 Software tester
	 12	 Network	&	Cyber	Security	Expert	 System	Maintenance	 1	
	13	 Network	&	Cyber	Security	 System	Maintenance	 1
  Technical Assistant

  Total  18
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Job Descriptions

Many of these positions proposed for IWSDC are new and emerging jobs, especially those related to data 
analytics,	artificial	intelligence	and	remote	sensing.	These	jobs	are	becoming	more	and	more	important	in	
the	era	of	IR4.0	and	big	data.	The	descriptions	of	these	positions	are	as	the	following:	

Human	Resources	Requirements	for	Finance,	Human	Resources	and	Corporate	Divisions

	No.	 Position	 Department/	Division	 Quantity	 Notes

 Finance Division
 1 Accountant Finance Division 1 
	 2	 Finance	and	Accounts	Executives	 Finance	&	Accounts	Dept	 3	
	 3	 Procurement	Executives	 Procurement	Dept	 2	
    Sub-Total (1) 6 

 Human Resources Division
	 4	 Human	Resources	Manager	 Human	Resources	Division	 1	
	 5	 Human	Resources	Executives	 HRD	Dept	 2	
	 6	 Administration	Executives	 Admin	Dept	 2	
 7 Administration Clerks Admin Dept 4 
    Sub-Total (2) 9 

 Corporate Division 
 8 Corporate Manager Corporate Division 1 
	 9	 Corporate	Executive	 Stakeholders	Management	Dept	 1	
	10	 Corporate	Executive	 Governance	Dept	 1	
	11	 Legal	Officer	 Legal	&	Policy	Dept	 1	
    Sub-Total (3) 4 

    Grand Total 19

IWSDC’s	Human	Resources	Job	Descriptions

	 No.	 Roles	 Responsibilities

1 Solution	Architect	–	
Cloudera Big Data 
Infrastructure	Architect	–	
Lead Engineer

●	 Responsible	for	designing	the	overall	Cloudera	Big	Data	Infrastructure	
Architectural layout 

●	 Responsible	to	lead	the	team	to	manage	the	Hadoop	ecosystem,	such	
as: 
−	 Cloudera	 Manager	 features	 that	 make	 managing	 the	

clusters	 easier,	 such	 as	 aggregated	 logging,	 configuration	
management, resource management, reports, alerts, and service 
management. 

−	 The	 internals	 of	 Cloudera	 Manager,	 HDFS,	 Apache	 HBase,	
Apache Kafka, Apache NiFi, Apache Hive, Apache Spark, Spark 
Sql, Apache Solr and other required Components 

−	 Determining	 the	 correct	 hardware	 and	 infrastructure	 for	 the	
cluster 

−	 Proper	 cluster	 configuration	 and	 deployment	 to	 integrate	 with	
the Data Centre 

−	 How	 to	 load	 data	 into	 the	 cluster	 from	 dynamically	 generated	
files	using	Flume,	Sqoop	and	Kafka.	

−	 Best	practices	for	preparing	and	maintaining	Apache	Hadoop	in	
production 

−	 Troubleshooting,	diagnosing,	tuning,	and	solving	Hadoop	issues
●	 Responsible	to	lead	the	requirements	and	analysis	studies	based	on	

infrastructure needs.
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●	 Responsible	 to	 guide	System	Engineer	 /	 Cloudera	Engineer	 on	 the	
infrastructure needs.

●	 Responsible	 to	 produce	 overall	 project	 Implementation	 plan	
activities

●	 Responsible	to	guide	and	provide	information	to	Technical	Writer	on	
information related to Infrastructure Technical Documentation:

●	 Report	to	Project	Manager	for	progress	updates.

	 No.	 Roles	 Responsibilities

2 System Engineer / Cloudera 
Engineer

●	 Responsible	 for	 requirements	 gatherings	 based	 on	 infrastructure	
needs.

●	 Responsible	 for	 performing	 installation	 and	 configuration	 of	
Operating Systems, Cloudera Hadoop components for the Client’s 
On-Premises.

●	 Responsible	 for	 performing	 Fine	 Tuning	 activities	 on	 the	 related	
hardware Infrastructure components and Hadoop components.

●	 Responsible	 for	 identifying	 integration	 or	 migration	 activities	
required. 

●	 Responsible	 for	 providing	 technical	 information	 for	 documentation	
purposes if required.

●	 Responsible	 for	 performing	 System	 Acceptance	 Test,	 Application	
Penetration Test and Load/Performance Test if required.

●	 Report	to	Solution	Architect	for	task	reference.
●	 Report	to	Project	Manager	for	progress	updates.
●	 Responsible	to	assist	in	managing	the	Hadoop	ecosystem

3 Data Scientist ●	 Responsible	for	Python	or	R	programming.
●	 Responsible	for	exploring	and	analysing	data	and	developing	statistical	

or machine learning models. 
●	 Responsible	for	the	data	science	and	machine	learning	at	scale
●	 Responsible	for	the	knowledge	of	Hadoop	ecosystem	architecture
●	 Responsible	for	working	with	HDFS	data,	HBase	and	Hive	tables	
●	 Responsible	for	the	knowledge	of	Cloudera	Data	Science	Workbench
●	 Responsible	for	the	knowledge	of	Apache	Spark,	Kafka	and	NiFi
●	 Responsible	 for	 implementing/using	Kafka,	NiFi,	Spark,	Spark	SQL,	

and Spark MLlib, PySpark, sparklyr and Cloudera Data Science 
Workbench (CDSW) and Hue

4 Data Analyst ●	 Responsible	for	designing	and	building	big	data	applications.
●	 Responsible	 for	 analysing	 problems	 using	 Apache	 Hadoop	 and	

associated tools in the enterprise data hub.
●	 Responsible	for	utilising	the	entire	process	of	designing	and	building	

solutions,	 including	ingesting	data,	determining	the	appropriate	file	
format for storage, processing the stored data, and presenting the 
results to the Client in an easy-to-digest form. 

●	 Responsible	 on	 the	 open-source	 ecosystem	 knowledge	 of	 how	 big	
data	tools	addresses	challenges	not	met	by	traditional	RDBMSs

●	 Responsible	to	implement	Apache	Hive	and	Apache	Impala	to	provide	
SQL	access	to	data

●	 Responsible	to	process	and	analyse	semi-structured	and	unstructured	
data

●	 Responsible	to	optimise	Hive	and	Impala	queries
●	 Responsible	to	determine	whether	Hive,	Impala,	an	RDBMS,	or	a	mix	

of these is best for a given task
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	 No.	 Roles	 Responsibilities

5 Database Engineers / 
Database Administrator

●	 Responsible	 to	 establish	 the	 needs	 of	 users	 and	 monitoring	 user	
access and security

●	 Responsible	 to	 monitor	 performance	 and	 manage	 parameters	 in	
order to provide fast responses to front-end users

●	 Responsible	 to	 map	 out	 the	 conceptual	 design	 for	 a	 planned	
database

●	 Responsible	to	consider	both	back-end	organisation	of	data	and	front-
end accessibility for end-users

●	 Responsible	to	refine	the	logical	design	so	that	it	can	be	translated	
into	a	specific	data	model

●	 Responsible	 to	 further	 refine	 the	 physical	 design	 to	 meet	 system	
storage requirements

●	 Responsible	 to	 install	 and	 test	 new	 versions	 of	 the	 database	
management system (DBMS)

●	 Responsible	to	maintain	data	standards,	including	adherence	to	the	
Data Protection Act

●	 Responsible	 to	 write	 database	 documentation,	 including	 data	
standards,	 procedures	 and	 definitions	 for	 the	 data	 dictionary	
(metadata)

●	 Responsible	to	control	access	permissions	and	privileges
●	 Responsible	to	develop,	manage	and	test	back-up	and	recovery	plans
●	 Responsible	 to	 ensure	 that	 storage	 and	 archiving	 procedures	 are	

functioning correctly
●	 Responsible	to	carry	out	capacity	planning
●	 Responsible	to	work	closely	with	project	manager	and	developers
●	 Responsible	 to	 communicate	 regularly	 with	 technical,	 applications	

and operational staff to ensure database integrity and security
●	 Report	to	Lead	Engineer	for	progress	updates

6 Data Visualist ●	 Data visualist presents large amount of information in ways that are 
universally understandable or easy to interpret and spot patterns, 
trends and correlations. 

●	 These representations include charts, graphs, infographics and other 
pictorial diagrams. 

●	 Data visualisation analysts use visualisation tools and software to 
communicate information

7 Earth Observation (EO) Data 
Science	Expert

●	 Explores	the	fields	of	big	data	analytics	and	AI	applied	to	EO;
●	 Builds full-stack analysis solutions using earth observation data 

(optical satellite imagery, weather data, radar measurements, etc.)
●	 Research	and	prototype	data	processing	&	analysis	algorithms.
●	 Develop and deploy data pipelines.
●	 Support rapid prototyping and benchmarking of innovative EO-based 

solutions using AI and other innovative IT

8 Remote	Sensing	Engineers ●	 Imagery analysts use statistical analysis software and image analysis 
software to analyse the images and apply them in various areas, such 
as	water	resources	management,	for	example	to	identify	watercourses	
and	potential	areas	of	flooding.

●	 Establish databases to make it easy to quickly access the images and 
analyses for research, evidentiary or historical purposes

●	 Monitors remote sensing projects to determine their quality and 
recommends changes in equipment or procedures
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Appendix F

River	Basin	Management	Units	in	Malaysia

No.	 Name	of	River	Basin	 Area	(sq.km)	 State/country

 1 Sg Perlis 724.398 Perlis/Kedah (transboundary)
 2 Sg Juru 80.756 Pulau Pinang
 3 Sg Perai 447.824 Pulau Pinang/Kedah (transboundary)
 4 Sg Jawi 231.031 Pulau Pinang/Kedah (transboundary)
 5 Sg Kerian 1,420.23 Pulau Pinang/Kedah/Perak (transboundary)
 6 Sg Kedah 2,971.82 Kedah
 7 Sg Merbok 439.407 Kedah
 8 Sg Yan Kechil 83.699 Kedah
 9 Sg Muda 4,150.40 Kedah/Pulau Pinang (transboundary)
10 Sg Perak 14,907.64 Perak
11 Sg Kurau 740.125 Perak
12 Sg Manjung 595.107 Perak
13 Sg Larut/Sg Jaha 340.683 Perak
14 Sg Beruas 310.915 Perak
15 Sg Sangga Besar/Sg Sepetang 248.321 Perak
16 Sg Temerloh 244.949 Perak
17 Sg Jarum Mas 213.961 Perak
18 Sg Tiram 91.325 Perak
19 Sg Bernam 2,836.33 Perak/Selangor (transboundary)
20 Sg Selangor 1,936.87 Selangor
21 Sg Tengi 527.721 Selangor
22 Sg Klang 1,297.38 Selangor/Federal Territory (transboundary)
23 Sg Buloh 451.926 Selangor/Federal Territory (transboundary)
24 Sg Langat 2,347.88 Selangor/Federal Territory/NSembilan (transboundary)
25 Sg Sepang 101.933 Selangor/Negeri Sembilan (transboundary)
26 Sg Lukut Besar 173.384 Negeri Sembilan 
27 Sg Linggi 1,297.67 Negeri Sembilan /Melaka
28 Sg Melaka 614.575 Negeri Sembilan /Melaka
29 Sg Duyong 131.032 Melaka
30 Sg Baru 86.549 Melaka
31 Sg Kesang 658.263 Melaka/Johor/Negeri Sembilan (transboundary)
32 Sg Johor 2,285.64 Johor
33 Sg Batu Pahat 2,048.79 Johor
34 Sg Sedeli Besar 1,424.61 Johor
35 Sg Benut 614.557 Johor
36 Sg Lebam 365.457 Johor
37 Sg Pontian Besar 362.047 Johor
38 Sg Pulai 345.512 Johor
39 Sg Skudai 293.329 Johor
40 Sg Sarang Buaya 291.829 Johor
41 Sg Sedeli Kechil 1,424.61 Johor
42 Sg Mersing 273.458 Johor
43 Sg Tebrau 256.972 Johor
44 Pt Botak 150.206 Johor
45 Sg Jemaluang 140.558 Johor
46 Sg Sanglang 119.69 Johor
47 Sg Santi 117.36 Johor
48 Sg Ayer Baloi 81.655 Johor
49 Sg Muar 6,137.80 Johor/Pahang/Melaka/Negeri Sembilan (transboundary)
50 Sg Endau 4,739.06 Johor/Pahang (transboundary)
51 Sg Pahang 28,682.25 Pahang/Negeri Sembilan (transboundary)
52	 Sg	Rompin	 3,939.23	 Pahang
53 Sg Kuantan 1,684.35 Pahang
54 Sg Bebar 1,117.40 Pahang
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55 Sg Mercung 628.259 Pahang
56 Sg Pontian 319.723 Pahang
57 Sg Penur 146.43 Pahang
58 Sg Baluk(Sg Air Putih) 97.819 Pahang
59 Sg Cerating 88.541 Pahang
60 Sg Terengganu 4,596.00 Terengganu
61 Sg Kemaman 2,190.89 Terengganu
62 Sg Dungun 1,828.11 Terengganu
63 Sg Besut 953.222 Terengganu
64 Sg Setiu 876.189 Terengganu
65 Sg Paka 832.229 Terengganu
66 Sg Marang 411.889 Terengganu
67 Sg Keluang Besar 287.72 Terengganu
68 Sg Mercang 259.449 Terengganu
69 Sg Kertih 248.903 Terengganu
70 Sg Ibai 124.273 Terengganu
71 Sg Kelantan 12,981.19 Kelantan
72 Sg Kemasin 347.659 Kelantan
73 Sg Semerak 500.498 Kelantan/Terengganu (transboundary)
74 Sg Golok 1,011.13 Kelantan/Thailand (transboundary)
75 Terusan Kinabatangan 16,072.95 Sabah
76 Sg Padas 8,822.16 Sabah
77 Sg Labuk 5,667.59 Sabah
78 Sg Segama 4,402.69 Sabah
79 Sg Sugut 3,066.72 Sabah
80 Sg Kalabakan 1,337.44 Sabah
81 Sg Kalumpang 1,112.01 Sabah
82 Sg Tuaran 988.417 Sabah
83 Sg Abai 861.88 Sabah
84 Sg Kretam Besar 844.742 Sabah
85 Sg Maruap 839.306 Sabah
86 Sg Tuingkayu 789.777 Sabah
87 Sg Papar 788.033 Sabah
88 Sg Tandek 703.916 Sabah
89 Sg Serudong 698.933 Sabah
90 Sg Paitan 670.483 Sabah
91 Sg Brantian 599.063 Sabah
92 Sg Mengalong 587.846 Sabah
93 Sg Silabukan 525.721 Sabah
94 Sg Bongon 499.502 Sabah
95 Sg Klias 479.79 Sabah
96 Sg Bongaya 444.794 Sabah
97 Sg Umas Umas 415.371 Sabah
98 Sg Kaindangan 375.11 Sabah
99 Sg Tiram 352.455 Sabah
100 Sg Bukau 349.72 Sabah
101 Sg Sinsilog 305.164 Sabah
102 Sg Membakut 292.244 Sabah
103 Sg Sengarong 278.13 Sabah
104 Sg Burong 275.985 Sabah
105 Sg Monyog 274.26 Sabah
106 Sg Samawang 260.474 Sabah
107 Sg Bandau 253.21 Sabah
108 Sg Ulu Tungku 250.393 Sabah
109 Sg Segaliud 248.943 Sabah
110 Sg Kanibongan 227.776 Sabah
111 Sg Keguraan 226.119 Sabah
112 Sg Sahabat 225.119 Sabah

No.	 Name	of	River	Basin	 Area	(sq.km)	 State/country
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113 Sg K.Klagan 208.456 Sabah
114 Sg Bongawan 206.807 Sabah
115 Sg Lakutan 204.385 Sabah
116 Sg Langkon 202.936 Sabah
117 Sg Mumiang 198.307 Sabah
118 Sg Kimanis 190.425 Sabah
119 Sg Gum-Gum Besar 163.739 Sabah
120 Sg Binsuluk 160.881 Sabah
121 Sg Telaga 155.776 Sabah
122 Sg Mamahat 152.157 Sabah
123 Sg Sapagaya 127.985 Sabah
124 Sg Merotai 149.599 Sabah
125 Sg Jeragan Bistari 148.085 Sabah
126 Sg Tawau 142.194 Sabah
127 Sg Pegagau 141.542 Sabah
128 Sg Sepagaya 127.985 Sabah
129 Sg Sulaman 127.595 Sabah
130 Sg Kolapis 121.255 Sabah
131 Sg Sabahan 120.946 Sabah
132 Sg Tanjung Labian 116.801 Sabah
133 Sg Apas 116.042 Sabah
134 Sg Mengkabong 114.66 Sabah
135 Sg Milau 114.384 Sabah
136 Sg Tempasuk 110.154 Sabah
137 Sg Sekong Besar 108.147 Sabah
138 Sg Betotan 107.994 Sabah
139 Sg Suanlamba Besar 100.858 Sabah
140 Sg Inanam 95.899 Sabah
141 Sg Simandalan 93.495 Sabah
142 Sg Tatulit 90.644 Sabah
143 Sg Bode Besar 89.861 Sabah
144 Sg Pimpin 85.729 Sabah
145 Sg Sibunga Besar 81.887 Sabah
146 Sg Manalunan 81.374 Sabah
147 Sg Tegupi 81.347 Sabah
148 Sg Sibuku 799.452 Sabah/Indonesia (transboundary)
149 Sg Sembakung 5,467.77 Sabah/Indonesia (transboundary)
150 Batang Balingian 2,227.47 Sarawak
151 Batang Baram 22,109.00 Sarawak
152 Batang Kayan 1,063.38 Sarawak
153 Batang Kemena 5,765.56 Sarawak
154 Batang Kerian 1,479.11 Sarawak
155 Batang Lawas 996.752 Sarawak
156 Batang Lupar 5,942.87 Sarawak
157 Batang Matu 355.564 Sarawak
158 Batang Mukah 2,030.60 Sarawak
159 Batang Oya 2,078.89 Sarawak
160	 Batang	Rajang	 50,531.60	 Sarawak
161	 Batang	Rambungan	 132.407	 Sarawak
162 Batang Sadong 3,526.61 Sarawak
163 Batang Salak 97.795 Sarawak
164 Batang Samarahan 903.093 Sarawak
165 Batang Saribas 1,905.66 Sarawak
166 Batang Suai 1,443.19 Sarawak
167 Batang Tatau 4,848.21 Sarawak
168 Batang Terusan 2,443.09 Sarawak
169 Sg Bayan 91.165 Sarawak
170 Sg Bedengan 111.598 Sarawak

No.	 Name	of	River	Basin	 Area	(sq.km)	 State/country
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171 Sg Maludam 164.009 Sarawak
172 Sg Samunsam 176.087 Sarawak
173 Sg Santubong 114.505 Sarawak
174 Sg Sematan 216.64 Sarawak
175 Sg Siang-Siang 95.035 Sarawak
176 Sg Sibu Laut 128.702 Sarawak
177 Sg Sparan 93.261 Sarawak
178 Sungai Likau 106.455 Sarawak
179 Sg Limbang 3,682.40 Sarawak
180 Sungai Miri 680.914 Sarawak
181 Sg Niah 1,316.20 Sarawak
182 Sg Nyalau 267.272 Sarawak
183 Sg Sarawak 1,726.84 Sarawak
184 Sg Sarupai Sadupai 217.41 Sarawak
185 Sg Sebuyau 520.526 Sarawak
186 Sg Sibuti 892.662 Sarawak
187 Sg Similajau 532.021 Sarawak
188 Sg Telong 97.754 Sarawak
189 Sg Pandaruan 222.378 Sarawak/Brunei (transboundary)
190 Pulau Langkawi 299.794 Kedah
191 Pulau Pinang 295.634 Pulau Pinang

No.	 Name	of	River	Basin	 Area	(sq.km)	 State/country

Source	from	the	Malaysian	River	Basin	Boundary	Study	Phase	I	by	the	River	Division	(2009)

Category	1:	River	Basin	within	the	state

Category	2:	River	Basin	shared	with	more	than	1	state

Category	3:	River	Basin	shared	with	other	country
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Appendix G

IWSDC	Fulfilment	of	TOC	WST2040	Study

Introduction to the IWSDC Sub-Sectorial Study

The 12th Malaysia Plan 2021-2025 (12th	MP)	affirms	the	Government’s	commitment	to	transform	the	Water	
Sector from one that is merely providing a supporting role to all economic and social activities to one that is 
vibrant as an economic sector whilst ensuring high levels of water security for sustainable development and 
growth. This transformation is set to continue through the 13th, 14th, and the 15th Malaysia Plans as envisaged 
in the Water Sector Transformation (WST2040). The themes of this WST2040 over the respective Malaysia 
Plans are as shown in Figure H 1.

Figure H 1: WST2040 Themes
(Economic Planning Unit, 2021)

Under this Twelfth Malaysia Plan, one of the targets under the WST2040, and in line with SDG Goal No. 6: 
Clean	Water	and	Sanitation,	is	the	establishment	of	the	Integrated	Centre	for	Water	Data	and	R&D&C&I	by	
2025, as shown in Figure H 2.

The long-term plan is related to Strategy C1: Towards the establishment of an independent water data and 
information statutory body	and	Strategy	under	Focus	Area	C	–	Enhancing the Data-driven Decision-making 
for Sustainability of Phase 1 of the WST2040 (Ministry of Economic Affairs, 2019). Another strategy is Strategy 
C2	–	Integrating	research	on	water	through	the	establishment	of	a	Water	Research	Consortium.

The idea of establishing IWSDC is for it to be a precursor towards the formation of those two institutions 
stated under strategies C1 and C2. At the onset, IWSDC will be structured to provide the environment to 
initiate	and	encourage	Water	Research	Consortiums.

In establishing this IWSDC it is necessary to appreciate the present key characteristics of water data 
management practices that requires special attention for the role of IWSDC as a Game Changer in the 
WST2040.
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Objectives of the IWSDC Sub-Sectorial Study

The objective of this Sub-Sectorial Study is:
To establish the IWSDC which will become a single-point reference centre and provide reliable and 
consistently high-quality water data and information that includes primary data (water-related data) and 
secondary data (non-water data related to water).

IWSDC is seen as a “Game Changer” under WST2040, which will have the characteristics as follows:

a. Becoming a single-point reference centre and provide reliable and consistently high-quality water data 
and	 information	 that	 includes	primary	data	and	secondary	data	 to	 inspire	 trust	and	confidence	and	
scientifically	support	the	decision	making	of	relevant	water	stakeholders,

b.	 Having	 the	 capacity	 to	 unlock	 the	 value	 of	 data	 to	 exploit	 intelligence	 and	 innovation	 in	 the	 water	
sector,

c. Having the capacity to manage standardised data based on local and international standards,
d. Empower people by having a formal and structured public participatory platform that will improve the 

accessibility to water data and information through open science and crowdsourcing initiatives,

Figure H 2:	Integrated	Centre	for	Water	Data	and	R&D&C&I	under	12th MP
(Economic Planning Unit, 2021)
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e. Managing the wealth of water for the wealth of the nation and having tools to quantify and assess water 
governance by producing strategic reports, processes, and procedures (water accounting report, water 
auditing report and water for environment among others) to service gaps within the water management 
spectrum, and to complete water sector spectrum of services, and

f.	 Making	use	of	space	technology	and	becoming	a	linkage	for	Research,	Development,	 Innovation	and	
Commercialisation	(RDIC)	activities,	which	through	these,	high-value	jobs	and	business	opportunities	
can be created and lead to new indigenous applications and technologies that can be internationally 
recognised.

Scope of the IWSDC Sub-Sectorial Study According to the Terms of Reference (TOR)

The	scope	of	IWSDC’s	study	will	be	based	on	the	WST2040	main	framework	established	in	the	TOR,	consisting	
of two objectives, one driver as well as four enablers, as shown in Figure H 3.

Figure H 3: Transformation for WST2040 Study and IWSDC Sub-Sectorial Study

To	satisfy	the	acceleration	of	IWRM	and	the	objectives	of	the	WST2040,	The	IWSDC	Sub-Sectorial’s	scope	of	
study	will	focus	on	data	and	information	that	will	provide	high	confidence	level	for	all	stakeholders.	This	will	
be guided by the twin objectives of the WST2040 study, namely Water Security and Sustainability as well as 
Water as an Economic Opportunity.

The Five Focus Areas

The IWSDC will also provide data and assist in wealth management of water and biodiversity which will be 
supported	by	five	(5)	focus	areas	describe	as	follows:

1. People
 The IWSDC Sub-Sectorial Study will empower people through accessibility to data information. This will 

be supported by legal means as well as promotion of Open Science, citizen science and crowdsourcing 
concepts.	 In	 addition,	 the	 Study	 will	 also	 explore	 ways	 to	 strengthen	 capacity	 in	 data	 science	 and	
applications	by	recommending	new	and	specialised	positions	in	data	related	fields.
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2. Governance
 The Study will take into consideration on establishing the water governance tools through water 

accounting and water auditing. The Study will also review current laws and policies to enhance the data 
sharing in the country, especially on water data.

3. Information and RDIC
 The Study will enhance the decision-making which will be higher accessibility, accuracy, and reliability 

through the publications of strategic reports. This will be equipped with the advanced science and 
technology, and essentially will spur RDIC in the water sector.

4. Finance
	 The	 Study	 will	 have	 high-quality	 data	 and	 information	 as	 to	 ensure	 the	 sustainable	 financing	 by	

developing options in investment strategies as well as options for better returns on investments.

5. Infrastructure and Technology
 At present, there is little reliable data on performance infrastructure, hence the Study will develop a 

sustainable infrastructure with cost-effective technology for designs and operations for a higher water 
efficiency	and	productivity.

The Covid-19 Pandemic

The Covid-19 pandemic have stirred substantial challenges for the progress of the study of IWSDC. The key 
areas of investigation for this sub-sectorial study must involve investigations into the many on-the-ground 
situations of government agencies, organisations and private sectors that are currently collecting primary 
water data and secondary data related to water. This is important as understanding the current situation 
in these departments through site inspections - available tools, equipment and technical capability - can 
provide a sense for their infrastructure readiness and how equipped or underequipped they are to support 
the IWSDC.
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The IWSDC study requires multiple site visits and face-to-face discussions, but this methodology has been 
greatly handicapped due to the movement restrictions imposed by the government to curb the Covid-19 
pandemic. Although online meetings are doable, communication barriers are still prevalent in this mode of 
communication. Connection instability, daily household distractions, lack of body language cues can all stir 
discontent from both parties in communicating new ideas, especially transformative ones like the IWSDC.

But more importantly, the Covid-19 pandemic has inadvertently highlighted the importance of having strategy 
when it comes to data management.

Data Has Enabled Rapid Pandemic Responses

Unconscious decision making or intuition are rapidly being replaced by data-driven decision making. The 
most successful mitigation plans in the Covid-19 pandemic have all stemmed from governments quickly 
reacting to available data to develop strategies to curb the spread of the virus on people, governments, and 
the economy. 

The current situation sees that the practice of having well-managed data, partaking in analytics and emerging 
technologies, are pivotal for the government to make informed policy decisions and protocols to restrict the 
virus spreading. These include the movement control orders, school closures, quarantine measures, and 
social distancing guidelines that have all proved to be effective in minimising virus propagations. Additionally, 
it is with data and information that policies centred around economic aid and city reopening are made 
possible.

In the context of water sector, there were effects in the river water quality as well as water usage in domestic 
and commercial sectors for both in quality and quantity due to Covid-19 lockdown. Many rivers have improved 
in a short span of time because of the lockdown. Malaysia recorded an overall improvement in air and water 
quality	within	the	first	 four	weeks	of	 the	Movement	Control	Order	 (MCO),	 from	18	March	to	14	April	2020	
(Babulal, 2020). Amongst the river stations monitored were those at Sungai Linggi, Sungai Muar, Sungai 
Johor, Sungai Pahang, Sungai Kuantan, Sungai Besut, Sungai Kelantan and Sungai Batang Sadong. It was 
also noted during the lockdown period, there was a decrease of around 50% in rubbish collected from booms 
in	Sungai	Klang	compared	to	in	2017	and	2018.

The lockdown has also increased the domestic water demand and decreased the non-domestic demand. As 
personal hygiene is one of the most important measures to prevent virus infection, the demand for water 
has increased the water usage. This has further worsened during the prolonged lockdown and have affected 
the demand and supply patterns of water. However, the lack of sharing of data by the water operators on the 
water	usage	makes	it	difficult	for	the	Government	to	conduct	a	quantifiable	analysis.

The Covid-19 pandemic has shown that data is one of the government’s greatest assets, and while it is 
abundant across the many government departments, it needs to be integrated and used strategically to 
maximise the value that the data brings. The Covid-19 response provides opportunities for the government 
to refresh and re-strategise the use of data that they already possess, to bring value and even generate new 
business opportunities from existing data.

Report on Findings based on Scope of the Sub-Sectorial Study as required by the Terms of Reference

As mentioned in the Terms of Reference for the WST2040 Roadmap Study under 12th MP, the Study shall 
consider the 6 scopes which are described as below:
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Scope 1: Review and Analyse Current Policies with View to Improvement

Laws and Directives Review
A total of nineteen (19) Laws and one (1) Directive were reviewed in identifying the gaps as well as opportunities 
in the current legal sphere in relation to the establishment of the IWSDC. The analysis is conducted with the 
view of discovering a ‘source of authority’ for IWSDC to become an independent statutory body in collecting, 
integrating, and sharing water data in the country. From the review, the most relevant laws to impact the 
IWSDC are the Official Secrets Act (OSA) 1972, the Ministerial Functions Act 1969 and the Statistics Act 
1965.

Policy Review
A total of nineteen (19) policies, masterplan, guidelines, framework, plan, and blueprint have been reviewed 
in identifying the gaps as well as opportunities in the current policies in relation to the establishment of the 
IWSDC. Subsequently, the most relevant policies to the IWSDC are the Digital Economy Blueprint 2021, the 
National Security Policy (NSP) 2021-2025, the National Water Resources Policy 2012 and the Government 
Open Data Initiative 2014.

Scope 2: Undertake Comparative Strategy Analysis and Business Models
The Study Team has undertaken the desktop benchmarking analysis for water management in Australia, South 
Korea, India, and Singapore including the policies, legal, technologies as well as data sharing aspects.

Similar to Malaysia, Australia’s water management is under purview of state government. However, under 
the Meteorology Act 1955 and the Commonwealth Water Act 2007, The Australian Bureau of Meteorology is 
given the responsibility in compiling and delivering comprehensive water data and information via Australian 
Water Resources Information System (AWRIS). The AWRIS is a secure repository for all water-related data 
and a means to deliver high quality water information to all Australians.

India’s water management is managed through India Water Resources Information System (India-WRIS). The 
India-WRIS is a portal/website that is accessible to the public and capable to provide comprehensive water 
data and information in real-time. 

The water management in South Korea is managed by a government-owned company, Korea Water Resources 
Corporation (K-Water) since the 1960s. The country is known to Smart Water City concept where the data is 
integrated throughout the entire water supply processes (from treatment to tap). At the same time, this data 
can be accessed by the public in real-time such as status of water process and water quality, amongst others. 
South Korea is also renowned for its numerous water technologies in implementing IWRM.

Singapore also has become a world leader in managing water. In early 2000, the country had initiated the 
“Four National Taps” programme for a sustainable water supply from four water sources – Water from Local 
Catchment, Imported Water, NEWater (high-grade reclaimed water) and Desalinated Water. The adoption 
of water membrane technology for water production, treatment and recycling process has made Singapore 
renowned	to	the	world	as	the	nation	aims	to	become	self-sufficient,	with	40%	of	water	from	recycling,	30%	
from desalination, and 20% from rainwater collection.

The Study Team has also undertaken desktop benchmarking for freedom of information (FOI). In the UK, 
the FOI Act 2000 was established, that gives the individual people in the UK the general right of access to 
information that is held by most public authorities. It is aimed at promoting a culture of transparency and 
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accountability across the public sector in the UK. It enables a better-informed public, understanding how 
public authorities carry out their duties.

Besides,	Canada	has	also	formulated	a	law	called	‘Access	to	Information	Act	1985,	that	was	formed	to	provide	
access to information under the control of the government of Canada and provide proactive publication of 
certain information. Similar to the FOI 2000 Act in the UK, this Canadian Act was formed to enhance the 
accountability and transparency of federal institutions to promote an open and democratic society, and to 
enable public debate on the conduct of these institutions. The authority is required to publish the dataset in 
a re-usable form, where reasonably practicable.

In Malaysia, the FOI has been enacted in two states: Selangor and Penang. The law was formulated in 
Selangor in 2011 and enforced in 2013, with the objective of enhancing the externalisation of information for 
public interest and to provide opportunities for individuals to access information held by State Government 
Departments through applications submitted to the relevant department. For Selangor, two subsidiary 
legislations were also made to support this Act, namely the Freedom of Information (State of Selangor) 
(Access to Information) Regulations 2012 and State Information Board (State of Selangor) Rules 2012.

The Penang Freedom of Information Enactment 2010 came into enforcement in 2015 and was similarly 
formed to provide the disclosure of information made by every State Department for public interest. Under 
this law, any person may be given access to the State Department information, unless the information sought 
is contained in a document which is subject to any written law

Scope 3: Study Potential of the Nation’s Water Sector Industry
The Water as an Economic Sub-sectorial Study has been detailed out in Scope 3. However, the IWSDC Sub-
Sectorial Study’s will also enhance the water management by capitalising advanced technology such as 
space technology whereby the Study promotes “Space as the New Frontier in Water Management”. This will 
create new businesses, new professions, and new set of skills to contribute to the nation’s GDP.

Scope 4: Transformation Strategy and Initiative Implementation Framework
The framework shown in Table H 1 and Table H 2 has been adopted by the Technical Committee and Steering 
Committee of the Study.
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Scope 5: Undertake Consultations with Stakeholders and Experts 
The Study promotes the idea of transformation in the water management during the engagements with the 
key stakeholders. This includes to change the mindset on data sharing and data openness to the public. The 
consultations include one (1) Task Force Members meeting, eighteen (18) Focus Group Discussions (FGDs) 
and	follow-up	discussions,	four	(4)	site	visits	and	twelve	(12)	Subject	Matter	Experts	(SME)	meetings.

Scope 6: The Roadmap of WST2040
The	IWSDC	Sub-Sectorial	Study’s	Roadmap	is	presented	in	Chapter 4 of this report.
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